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Abstract

In this paperwe describea securityarchitecturefor Jini services. The currentJini
API and its implementationglo not handleary securityaspects. In an openand
distributedervironmentlik e the Internet,mary attackscanbe startedor Jini services
canbe akused. On the otherhand,Java — the programminglanguagewhich Jini is
madeof — provides somesecurityconcepts.We shav how a strongauthentication
andauthorizationarchitecturefor Jini with a securecommunicatiorchannelcanbe

*The main part of the work on this researchtopic hasbeendoneduring a researctstay of the
authorsatthe InternationalComputerSciencednstitute (ICSI) in Berkelgy, California.

realizedby usingexisting Java technologyandwithout any modificationsof the Jini
API.

1 Introduction

It is likely thatwe will seeanothemparadigmshift in thefield of computersciencen
the nearfuture. Startingfrom a centralizedmainframeorientedapproachthe main
computingparadigmhasshiftedto a Client/Sener approactsomel5 yearsago. The
next logical stepwill consistof billions of small,autonomouslevicesimplementing
arich setof serviceghatwill be equippedwith spontaneousetworking capabilities
andhave accesdo ary informationand provide accesgo ary service“on the net”.
Businessprocessesvithin a compary or betweena supplierandits customerscan
alsobemodeledascooperatingerviceson the net.

Theseservicesrequirea distributed communicationinfrastructure. A communi-
cation infrastructureacts as a middleware layer betweenthe operatingsystemand
the application.Its taskis to provide functionslik e servicediscovery andbrokerage,
very similar to a marketplacein a classiccommercescenariowheremarketersand
customercanmeetandtrade. Among otherduties, middleware canleveragethese
conceptf classiccommercdo e-commerce.

Jini[2, 12, 9], atechnologyfrom SunMicrosystemsis oneof severalapproachew®
provide a middlewarefor servicediscovery andbrokerage.A Jini servicethatwants
to provide its funcionality hasto registeritself with a so-calledlookup service. For
that, it handsover a serviceproxy to thelookupservice.A serviceproxy is aregular
Java objectthathandleshe communicatiorbetweera client applicationandthe Jini
service. On the otherhand, a Jini client that needsa Jini service,first queriesthe
lookupservicefor anappropriateservice.lf anappriopiatelini serviceis foundby the
lookup service,the correspondingerviceproxy is returned. From that moment,all
communicatiorbetweerthe Jini client andthe Jini serviceis handledby the service
proxy without further participationof the lookup service. Anotherkey conceptof
Jini is the self-healingability that fits very goodinto spontaneousetworks, where



appliancesappearanddisappeakvithout notification, so that the self healingability
doesimplicitly the clean-upof nolongerusedresources.

However, Jini doesnot provide ary security mechanismghat are crucial to e-
commerceapplicationswhich rely on confidentiality and integrity. This paper
presenta solutionto thefollowing threeproblems:

e Jini's lookup servicelacks a sophisticatedsecuritymodel. As a consequence,
eachJini client canget a serviceproxy and eachJini servicecanregisterand
evenre-rggisteron thelookup servicewithoutrestrictions.

The re-reggistrationopensthe door for “man in the middle attacks”. The “man-
in-the-middle-servicehasonly to re-registerits proxy with thesameService-ID
asthe original service hencereplacingthewell-behaing serviceby amalicious
one. A clientis unavareof thatchangebecausehe man-in-the-middle-service
providesthe sameAPI like the original service. For example,maliciouscom-
petitorscouldreplaceyour serviceproxy with their own oneandall your clients
will beredirectedo them,sothatyourrevenueswill shrink.

¢ Jinilacksserviceauthenticatiorandauthorizatiormechanismssuppose bank
providesan e-bankingservicethat offers you accesdo your account. Nothing
preventsyour colleagueo call the creditTransfermethodon your account.

¢ Jinialsohasto copewith agenerakecurityproblem,namelysniffing onthenet.
Every network packagein the Internetcan potentially be read, altered,or re-
played. For example,a maliciouscompetitorcould get confidentialinformation
or evenworsercould manipulaténformationlik e prices.

To solve theseproblems we presentan authenticatiorand authorizationarchitec-
ture that usessecurecommunicatiorchannelsanddigital signatures.Othersecurity
issuessuchasof hiding servicesor preventingdenialof serviceattacksarenotsubject
to this paper

Therestof this paperis organizedasfollows: In Section2 we give anoverview of
relatedwork on Jini security Section3 givesan overview of securityin distributed
systemsn general followed by Section4 wherewe look at securityissuesin Jaza
thatareusedin Section5 which alsointroducesour approach.Section6 concludes
this paperandprovidesanoutlookon futurework.

2 Redated Work

We know of threeotherprojectswhich alsoprovide a securelini infrastructure.Pasi
Eronenshavedin his masterthesis[3] how to incorporateSimplePublicKey Infras-
tructure (SPKI) into a Jini securitysolution. Hasselmger, Kehr and Vol3 put their
focus on securingthe lookup service[5]. The third solution was a presentatiorat
the Java One 2000 conferenceby ChristopherSteel, SeniorJava Architect at Sun
Microsystems. All of them usesigningof codeaswe propose. However, they do
not provide transparengto the client andthey do not provide a multifunctionalRe-
moteCallbackHandlein ourarchitectureaRemoteCallbackHandlés aremotelava
objectat client sidethatcaninvoke differentauthenticatioriechnologiedik e the use
of theso-calledJavaRing. Therealsoexistsa Jini securitynomepag¢10], wheredJini
securityrelevantproblemsarediscussed.

BesideslJini, someothersimiliar systemsexist that provide servicediscovery, for
exampleUniversalPlug andPlay, Ninja, eSpeak.Thesetechnologiesare evaluated
andcomparedn the project”Jini andFriendsat Work: Towardssecuredserviceac-
cess”,which hasbeencarriedout by the Euresconorganization6].

3 Security in Distributed Computing

Securitycanbe seemasthefactthatprotectiongoalsarefulfilled in spiteof intelligent
attackers. Securitygoalsreferto thetypical threadsn informationsystems{14]

e Unauthorizedacquisitionof information. (Security goal: protectionof confiden-
tiality of contentdata,traffic data,anorymity andunobserability andprotection



of locationsof mobileusers.)

e Unauthorizednodificationof information. (Security goal: protectionof integrity
of contentdata, accountabilityof sendingand/orreceving databy meansof
digital signaturesindcertificatesandprotectionof billing data.)

¢ Unauthorizedmpairmentof functionality; (Security goal: protectionof avail-
ablity of contentsaandserviceswithin well-definedtime constraintgor all autho-
rizedentities.)

Jini servicegrovide functionalityin anopenervironmentandinteractspontaneously
with possiblyuntrustedcomponentr “visitors”. Consequentlyseriousattacksby
maliciousclientshave to be blocked.

In aJini-controlledhomeenvironmentfor example theownerof thehousemaybe
allowedto control the temperaturén the housefrom anywhere(e.g. InternetCafe)
by calling the correspondingini serviceof the house.On the otherhandit hasto be
preventedthatanunauthorizeghersorcanswitchonandoff heaterslights, or eventhe
alarmsystenof thehouse . Therefore anidentificationandauthenticatioomechanism
is required. Moreover, the children of the family may control the temperatureof
the animal’s terrariumbut not of the whole house. Therefore,an authorizationand
rights managementsystemis necessaryBoth, authenticatiorandauthorizationcan
beimplementedor Jini servicesandarebasedn the standardlava securityclasses.

Confidentialityof contentcanbeachievedby encryption.Techniqueso protectthe
confidentialityof traffic dataaswell aslocations,anorymity andunobserability are
subsumedinderso-calledprivagy-enhancing-teahologies[4].

The major technologythat realizesintegrity and accountablityare digital signa-
tures,wherea persorgenerates key pair (a privateanda correspondingpublic key),
andpublishesthe public key. Now, everybodyis ableto verify whetherthe person
hassigneda documenby applyingthe public key andthe documento a verification
algorithm. Theauthenticityof thepublickey, i.e. theassociatiorof the persorandthe

individual publickey, is givenby adigital certificateissuecby a certificationauthority
(CA).

4 Java Security

A shortoverview of Java Securityis givenin this Section,sincelini is basedon Java.
For furtherinformationaboutJava Security we referto the Java SecuritySite[11].

4.1 Security in Older JDK Versions

With thefirst versionof Java (JDK1.0), Sunintroducedthe sandboxmodelin which
downloadedcodehasrestrictedaccesgo ary resourceoutsidethe sandbox.JDK1.1
extendedthe sandboxmodel with the signing of code. A classfile andits digital
signatureare checled at client side. If the signerof the codeis trustedandthe sig-
naturecould be verified, the Java appletgetsthe samepermissionsasa local class.
If the signerof the codeis not trustedor the signatureis not valid, the appletwill be
executedn thesandboxonly.

4.2 Security in JDK1.2

JDKZ1.2introducedfine grainedaccesscontrol to all securityrelevantresources.lt
usesPermission classesand subtypesof it to representhe right to access re-
source,e.g. new FilePermission ("c:\config.sys", "read") repre-
sentsthe permissionto accesshe file ¢c:\config.sys for readingonly. These
permissionganbe grantedon the basisof the codebaseyy which the codeis signed
or withoutary restrictions.Thatmeanghesandboxnodelandtheexplicit distinction
betweerlocal anddownloadedcodeis no longerneededbecausé¢hefunctionality of
the oldermodelsis a subsebf the new one. A so-calledkey storeis usedto storethe
privatesigningkeys andthe certificatedoublic verificationkeys for digital signatures.
To specifywherethekey storeis locatedandwhich permissionsaregranteda policy
file is usedwhich canbeanargumento the JVM or referencedy the defaultsecurity
settings.



4.3 Security in JDK1.3 Based on JAAS

Grantingpermissionsn JDK1.2is basedon wherethe codeis from andwho signed
the code.Java AuthenticationandAuthorizationService(JAAS) is a standardexten-
sionto theJDK1.3.JAAS extendsthe JDK1.2concepty grantingpermissiondased
on which behalfthe codeis executed. It also containsmodulesto log on the user

JAAS is basedon the PluggableAuthenticationModules (PAM) framawvork which

definesan API for applicationsto log on users.Thus,every applicationcanusethe

PAM framavork which canbeconfiguredby anadministratorConsequentlyPAM is

independenof whichapplicationusegheauthenticatioomechanismandconfiguring
theauthenticatiorpolicy canbe doneseparately

4.3.1 Subjectsand Principals

Subject sandPrincipal  sareusedto representheidentity of anuserandherlo-
gin names.ThedistinctionbetweerSubjects andPrincipal  sisveryimportant
becausa usercanhave differentlogin namedor differentservices.Thatmeanshat
auserhasa collectionof differentlogin names.

PAM demandghatthelogin procedures independenbf the authenticatiortech-
nology;, i.e. which authenticatiortechnologyis used.For thatpurpose JAAS defines
aloginContext andaloginModule

A LoginModule represent®neauthenticationiechnologye.g. usernamepass-
word authenticatior(figure 1). Every authenticatiortiechnologymustimplementthe
two phaseprotocol — similar to the two phasetransactionprotocol usedby Jini's
TransactiorManager— which will be invoked by the LoginContext , the central
managenf thelogin process.

JAAS provides a stackableauthenticationframewvork. That means multiple
LoginModule scanbespecifiedn alogin policy file (figurel).
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Figurel: JAAS conceptandclasses.

4.4 Signed Codein Java

A commonproblemof dynamicallyloadedcodeis theunavarenessyhetherthecode
doeswhatit is expectedto do, especiallywhetherit doesnot performarny malicious
actions. For that purposeJava usesdigital signatureof code. This ensureghat an
attacler cannotreplacecodein anunnoticedway.

We make two assumptionaboutsignedcode:

¢ thesignerof thecodekeepsher privatesigningkey secret;

¢ thesignerguaranteethatby usingthesignedcode theuserdoesnotsuffer from
arny maliciousactions,e.g. transmittingsecretdatawithout encryptionover an
insecurechannelik e the Internet.

Theseassumptiongarealsomadeby Java for downloadedcode. This impliesthat



the userhasto trust the signerand hasto verify the validity or correctnes®f the
certificatethatthe userutilizesto verify the digital signatureof thecode.

Theseassumptionsglo not overloadtheactualsemanticof signedcode. It is exactly
theway Javaintendssignedcodeto beinterpretedthe semantionly guarantees/hat
the codeis not doing, it saysnothingaboutwhatthe codeis excatly doing. This fits
perfectlyin our modelwherethe authenticatiorprocedurds transparento theclient.
If authentications used,andthe usertruststhe signer the codeis expectedto do no
maliciousactionswhich couldharmthe usersinterests.

It is upto bothpartieshow the usergetsthe certificatefrom theowner. It is alsoup
to theuserif hetrustsa self-signectertificate.In thatcasethecertificateis only used
asacontainerfor the public key. It is alsopossibleto demandhatthe certificatehas
to besignedby atrustedCA.

45 Encryption in Java

We usethe Java CryptographyArchitecture(JCA) thatprovidesseveralclassesvhich
male it possibleto encryptand decryptJava objects. JCA provides cryptographic
primitivesindependenthyof a certainimplementation It definesan Application Pro-
gramminglnterfaceof a cryptographidunction (e.g. encryption,hashfunction, ran-
domgeneratorpy meansof anEngineclass.

The actualimplementatiorof the primitivesareprovided by a CryptographicSer
vice Provider (CSP).Thus,it is possibleto work with anabstracencryptionfunction
ontheapplicationlevel. Theprogrammedoesnotcareaboutdetailssuchastheblock
sizeof acipher how key generatioris realized,or evenwhich algorithmis used.

5 An Architecure for Secured Service Access

As mentionedn Sectionl, we presenfsolutionto threesecurityproblemswhich Jini
doesnotaddressFirstly, Jini hasno authenticatiorandauthorizatiormechanismsso
that untrustedpartiescan useary serviceon the net. Secondly re-rggistration of

untrustedserviceproxiesis possiblewhich opensthe door for man-in-the-middle-
attacks. And thirdly, the network pacletsthat are requiredfor the communication
betweenlini entitiescanberead,altered replayedor deleted.

Thissectionprovidesahighlevel overview of ourarchitecturehatshovsasolution
to theseproblems A first prototypeis up andrunning,andincludessmartcarcauthen-
tication(Java Ring). Thesystemis built on standardff the shelfJavatechnologyand
hasthefollowing characteristics:

e UsesJAAS 1.0,JDK 1.3,JINI 1.0.1,JCE1.2.1,JavaCard2.0,

e Transparento theclient: existing clientsdo not have to be modified,

Introducesninimal overheadat sener side,

Providespowerful login policiesthatallow flexible authenticatiorschemes,

All securityinfrastructurecomponentsrebuilt asJini services,

e Providesauthorizatiormechanism$JAAS 1.0+ Java SecurityArchitecture).

5.1 Service Authentication and Authorization

Every servicehasto authenticat@ndauthorizeeachclientrequest.The client hasto
malke surethatit is runningonly signedcodefrom atrustedsource.

5.2 Login Policies

A usershouldinteractaslittle aspossiblewith the login infrastructure thereforea
singlesign-onapproachis usedwhereappropriate.Especiallyin the homeerviron-
ment, userstypically do not wantto authenticateghemseles,whenthey turn on the
light.

The login policy shouldbe asflexible aspossible. Differentservicesin different
environmentscanspecifydifferentpoliciesto log on the user For example,a userat



homecanturnonthelights withoutauthenticationin heroffice shehasto enterauser
nameandpassverd to turn on thelights athomeandon the Internetshemay have to
authenticatderselfusinga Java Ring.

5.3 Client Transparency

The securityinfrastructureshouldbe transparento the client implementation. Ex-
isting clients do not have to be changedn orderto usethe securityinfrastructure.
Theuserdoesnot have to specifythe authenticatioomethod.Thiswill bedetermined
throughthelogin policy atruntimeby thesystem.

5.4 Architecture

Next, we describehow thesegoalsareachieved. Thearchitectureconsistof different
Jini serviceghatimplementthe securityinfrastructure.

54.1 Client

In orderto achieve clienttranspareny; all security-relatedunctionalityis packedinto
the serviceproxy. The client usesthe publishedinterfaceof the serviceasif it were
aninsecureservice. To ensurethat the client only usestrustedserviceproxies,the
securitysettingsat clientsidehave to bechangedsothattheclientscanonly run code
from trustedsourcesThesesettingsaretransparento Jini, sincethe evaluationof the
securitysettingsis doneby the core Java classesn the background.This approach
solvesthe problemof man-in-the-middle-attacksjncea re-registeredserviceproxy
couldnot be digitally signedwith the orginal services signingkey andthereforethe
signaturecheckat client sidethatis doneby thecoreJava classewill realizethatthe
re-registeredserviceproxy is not digitally signedor thatit is digitally signedby an
unknawn party.

5.4.2 Service Proxy and Service Backend

Upon servicediscovery, the client loadsthe appropriateserviceproxy from the Jini
Lookup servicethat in turn communicateswith the servicebackend. To provide
privagy andto prevent replays,we use symmetricencryptionof the data, a mes-
sageauthenticatiorcodeand add a transactiomnumber The symmetricencryption
is achieved using the Diffie Hellman key agreemenscheme:the baclend service
generatedts public andprivatekeys, the privatekey remainsat the baclkendservice,
the public key will betransferredo the serviceproxy. After a proxy hasbeendown-
loadedby the client, the proxy generatests own private and public keys and with
its own privatekey andthe backend’s public key, it generateshe symmetricsecret
sessiorkey and sendsits public key backto the backend, so that the baclkend can
generatehesymmetricsecrekey which will bestoredin a sessiordatabase.

Sincetheclientrunsonly signedandtrustedcode,andthecommunicatiorbetween
serviceproxy andservicebackendis secureusingthe mechanisndescribedaborve,
thesecondof thethreeproblemsis solved, namelyprivagy is achiezedandreplaying
andchangingof databetweertheclientandthe seneris prevented.

5.4.3 Interaction Scheme of the Infrastructure

In thefollowing, it is describechow authenticatiorandauthorizatiorcanbeachiered
usingthe above infrastructure seefigure 2. This is alsothe solutionto the third and
last problem. We put our main focuson that problem,sinceit is the mostcomple
one.

e Upon service invocation, the service baclend contacts a Jini ser
vice called SubjectAuthenticatorService which returns a
Subject  object introducedin JDK 1.3 / JAAS 1.0. It is up to the
SubjectAuthenticatorService how to generate the Subject
In the referenceimplementation,we usedthe JAAS technology becauseit
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Figure2: Component®f the securityarchitecture.

is already available and it is easily extendible to be usedin a distributed
ervironment.

e The SubjectAuthenticatorService getstheinformationto which ser
vice the userwantsto log on including the numberof attemptsthe userhas
performedalreadyandfrom which device theuserwantsto log on. With thisin-
formationthe SubjectAuthenticatorService contactghelogin policy
databasel.oginPolicyDB . ThiscanbeaseparatdINI serviceor canbebuilt
in the ServiceAuthenticatorService.

The LoginPolicyDB  returnsa LoginPolicy  which specifiesa policy of
how to authenticatehe user Now the SubjectAuthenticatorService
contacts a RemoteCallbackHandler which was instantiated by the
service proxy at client side. Depending on the login policy, the
RemoteCallbackHandler canpromptfor a usernameand passverd, or
initiate evenmorecomplex authenticatiorschemes.

The RemoteCallbackHandler may contact a JINI
RingAuthenticationService which in turn contacts a JINI
BlueDotService to run a challengeresponseapplet on a Jasa Ring,
for example. A BlueDotService providesthe functionality of a Java Ring
readerthatis alsoknown asBlue Dot Receptor

After the RemoteCallbackHandler has receved the result
of the authentication procedure, the information is sent back to
the SubjectAuthenticatorService which contacts a user

database,UserDB, which again can be a JINI service or built in the
SubjectAuthenticatorService

TheUserDB checksdf all thedatais correctandreturnsthedataneededo build
a Subject . Basedon this datathe SubjectAuthenticatorService
buildstheSubject andreturnsit to theservice.

The servicefinally storesthe Subject in its contet informationandreturnsa
tokento the serviceproxy, to be usedby the client thatis usedtransparentlyor
every serviceinvocation.This completeghe authenticatioprocedure.

To perform actions that need authorization, the service runs the
Subject.doAs() methodsfor the client. This method checks, if the
appropriatepermissionshave beengrantedto the given Subject. If not, an
exceptionwill bethrown.



5.4.4 Anonymousand Single Sign-on

To faciliatethe sign-on,anothentwo conceptsareused.At first glance,it may sound
contradictorybut anorymoussign-oncanbe usefulin mary homeervironmentsce-
narios. For example,a light switch inside a room shouldbe usableby aryonewho
is in the roomwithout authenticatiorto turn thelight on, but someonén anInternet
Cafemustbe authenticated shewantsto turn onthelight. For this reasorthe light
switchtriesto log on asDefaultUseranda challengeresponserocedureverifiesthe
identity of thelight switchasDefaultUser

Anothersimplificationis the single sign-onapproach.That meansto log on one
serviceandto useotherservicesvithout furtherauthenticationThis worksby giving
out LoginTokenswhich arestoredtransparenthat client side. To preventlog on ser
viceswhichrequireweakauthenticatiorandusetheir LoginTokensto log on services
whichrequirestrongauthenticationgvery LoginPolicy definesanimply()  method,
which definesvhatLoginPolicy areequalto or strongetthanthecurrentLoginPoligy.

The useof both conceptss optional. Only if they areexplicitliy listedin a Login-
Policy configurationthey areusedby the securityinfrastructure.

5.5 Comparision with the CORBA Security Service

CORRA is amiddlewareplatformfor remoteinvocationof objects.More information
on CORBA are availableat the OMG homepagd7]. CORBA usesObjectRequest
Brokers(ORBs)on clientandsener sidethathandlethe remoteinvocationtranspar
ently for theclientandsenerobject. Exactlythe samesecurityproblemshatJini has
to copewith its servicesmustbe handledoy CORBA on objectlevel.

CORBA's security service[8] is transparento the client and the service,since
it is invoked by the ORB, thatin turn performsthe invocationtransparentlyfor the
clientandtheservice.ln our architectureyve canachieve transpareng for the client
only, sinceoneof our goalsis not to changethe underlayinginfrastructure.But the
overheadat sener side is minimal. Like in CORBA, the security policies canbe

managedy anadministratoindependenthpf theapplication.

Authenticationof usersor systementitiesis doneat client sideandit is up to the
actualimplementationof the securityservicehow to achiese this. For this reason
the remoteORB must establishtrust betweenitself and the client ORB that again
needsextra administration.In our approachthe authenticatiorof usersis driven by
theserviceside.Userinteractionschemesreperformedat client side,but the datais
checled at serviceside. We think our approachs moreuseful,sincea bankservice
for exampledoesnotwantto trustall the client ORBson all thehomecomputers.

Authorizationin CORBA is alsobasedon anauthenticatediser Its authorization
modelis more comple thanthe one usedin our architecture but it hasthe same
expressve power. Accesschecksareperformedoy theinfrastructuran botharchitec-
tures.

CORBA's securityserviceimplementationsnay alsoprovide delegationsothatthe
sener objectcanact asthe calling client object. We also integratedthe basicsfor
delggationanda finer modelis currentlyunderdevelopment.In general delggation
canbe of use but anadministratohasto do extrawork to configuredelegationrights
andit is possiblefor delegateso misusetheir delegatedrights.

Two otherconceptsof CORBA are auditing and non-repudation.Both concepts
referto accountabilityandthe latter is optionalin CORBA. We have not focusedon
accountabilitysincethis canbe easlyaddedto our architecture.

5,5.1 Summary of Used Java Security Features

To implementthe presentedrchitecturewe usedsomeclasseof the JCA. Thefol-
lowing summarygivesanoverview of all keysandclassesisedn ourimplementation.
Thefollowing keys areused:

e private signing keys, storedin the key storeat servicebackend side, usedto
sign staticcodeanddynamicdata,createdogetherwith the certificatewith the
commandine programkeytool atservicebaclkendside;



¢ selfsignedcertificatecontainingthe public verifying key, storedin thekey store
at client side, usedto verify signedcodeanddynamicallysigneddata,created
togethemwith thecommandine programkeytool  atservicebaclendside;

¢ privateDiffie Hellman (DH) key, createddynamicallytogetherwith the public
DH key on bothsides storedlocally, neededor creationof asecretkey;

e public DH key, createddynamicallytogetherwith the private DH key on both
sides,the servicebaclendsignsit andputsit in the serviceproxy, the service
proxy sendst unsignedo the servicebaclend;

o secretkey, createddynamicallyon both sideswith the own private DH key and
thepublic DH key from theotherside,usedto encryptanddecryptdatasymmet-
rically andto computea MessageAuthenticationCode(MAC).

Thefollowing classe®f thejava.security packages

areused:

andjavax.crypto

e Cipher ,usedoencryptanddecryptdata,needghesecrekey for initialization;
inputandoutputarebytearrays,

e SealedObject ,usedto encryptanddecryptJaraobjectsheedsaserializable
objectanda Cipher objectfor encryptionneedshesecrekey for decryption,

e KeyAgreement ,usedio computeasecrekey thatis only known by two parties
over aninsecurechannelrequiresthe own private DH key andthe otherpublic
DH key,

e KeyPairGenerator , usedto generate pair of public andprivatekeys, used
hereto generatehe privateandthe public DH key,

e Signature ,usedto computeandto verify adigital signatureneedgheprivate
signingkey or thepublicverifying key for initialization,inputandoutputarebyte
arrays,

e SignedObject , usedto signand verify signatureson Java objects,needsa
serializableobject,theprivatesigningkey anda Signature  objectfor signing,
needghe public verificationkey anda Signature  objectfor verification,

e Keystore ,usedto storeandretrieve privatekeysandpublic certificategersis-
tently, needsanIinputStream  andoptionalakey storepasswverdfor initializa-
tion, needsanaliasto retrieve public certificatesandprivatekeys, whereadatter
needsa passverd obligatoryto accessysedhereto storethe privatesigningkey
andthepublic verifying key insidea certificate,

e Mac, usedto guaranteghe integrity of a messageneedshe secretkey for ini-
tialization,usedhereto guarante¢he integrity of theencryptediata.

6 Conclusion

The securityenhancementdescribedn this papemrovide thefollowing advantages.
The solutionbuilds on top of the Jini API, sothat modificationsto the Jini API are
not necessaryOnly standardlasa packagesndno proprietarysoftwareis used.The
overheadto implementa securelini servicecomparedto the implementationof a
normalinsecurelini serviceis minimal. That meansrapid creationof new secure
Jini servicesandanabstractiew of theunderlayingsecurityinfrastructure At client
side, the securityinfrastructureis transparento ary Jini client. An alreadyexisting
Jini clientdoesnot needto be modifiedif thesecurityof aservicehasto beimproved.
The authorsthink that the transpareng for the Jini client is an importantdesign
decision,sincethe Jini client could not wealen the securitypolicy at serviceside.
Anotherbenefitis thefastercreationof new Jini clients,sinceno securityissueshave
to be handledby the programmerBut therealsoexists anothewiew. The Java RMI



SecuritySpecificatiorprovides— building on JAAS — authenticationintegrity, confi-
dentialityanddelegationfor Java RemoteMethodInvocationin general.Like Jini, it
alsousesa serviceproxy client concept.The maindifferenceis thatall securitycon-
ceptscanbe negotiatedbetweerthe serviceandthe client. Accordingly, theclientis
awareof securityandthe programmemustdealwith it. Thatmeanghedevelopment
of client softwareis morecomple.

Anotherimportantfactis the signingof code.In our architecturethe servicesigns
the serviceproxy codeandits datasothatthe JVM at client sidecancheckwhether
the serviceis trustworthy. The RMI solutiondoesnot usethis conceptsincesigning
of codedoesnotguarante¢hatthe servicereally supportdantegrity or confidentiality
althoughsignedappletsvhich canbedownloadechave the samesemantiof signing.
Thesemantids thattheintegrity of thesignedappletcouldbeverifiedandtheidentity
of thesigneris known. Soif theissueris trustworthy, the signedcodeis trustworthy;,
too. Theissuerguaranteeshatall Java codedoesnot harmthe usersinterests(e.g.
doesnot deletefiles or sendconfidentaldataover aninsecurechannel). This cannot
be technicallyachieved, but it could be a legal contract. Even Java appletsin the
Internetbankingervironmentusethis conceptof signedcodeto establisha secure
communicatiorchannel.

For thesereasonsyve think that our architectures a suitablebasisto securelini
applications The sourcecodeof our referencamplementatiorcanbe downloadedat
http://www.inf.ethz.ch/"schoch/ja aa.zi p. Oneaspeciof our future
work is to putthecryptographywork on socletlevel. Accordingly, the securityarchi-
tecturewould alsobetransparento the service excepttheinitilization of theservice.
Anotheraspecits to secureeventsandleaseswhich could be achievedin a similar
way.
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