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A
bstract

In
this

paperw
e

describea
security

architecturefor
Jiniservices.T

he
currentJini

A
P

I
and

its
im

plem
entationsdo

not
handle

any
security

aspects.In
an

open
and

distributed
environm

entlik
e

the
Internet,m

any
attackscan

be
startedorJiniservices

can
be

abused.O
n

the
otherhand,Java

–
the

program
m

inglanguagew
hich

Jiniis
m

ade
of

–
provides

som
e

security
concepts.W

e
show

how
a

strong
authentication

and
authorizationarchitecturefor

Jiniw
ith

a
securecom

m
unicationchannelcan

be

�T
he

m
ain

partof
the

w
ork

on
this

researchtopic
has

been
done

during
a

researchstay
of

the
authorsatthe

InternationalC
om

puterS
cienceInstitute

(IC
S

I)in
B

erkeley,C
alifornia.

realizedby
using

existing
Java

technologyand
w

ithoutany
m

odificationsof
the

Jini
A

P
I.

1
Introduction

It
is

lik
ely

thatw
e

w
ill

seeanotherparadigm
shiftin

the
field

ofcom
putersciencein

the
nearfuture.

S
tarting

from
a

centralizedm
ainfram

eorientedapproach,the
m

ain
com

putingparadigm
hasshifted

to
a

C
lient/S

erverapproachsom
e15

yearsago.T
he

nextlogicalstepw
ill

consistof
billions

of
sm

all,autonom
ousdevices

im
plem

enting
a

rich
setofservicesthatw

ill
be

equippedw
ith

spontaneousnetworking
capabilities

and
have

accessto
any

inform
ation

and
provide

accessto
any

service“on
the

net”.
B

usinessprocessesw
ithin

a
com

pany
or

betw
eena

supplierand
its

custom
erscan

also
be

m
odeledascooperatingserviceson

the
net.

T
heseservicesrequire

a
distributed

com
m

unicationinfrastructure.A
com

m
uni-

cation
infrastructureacts

as
a

m
iddlew

are
layerbetw

eenthe
operatingsystem

and
the

application.Its
taskis

to
provide

functionslik
e

servicediscovery
and

brokerage,
very

sim
ilarto

a
m

arketplacein
a

classiccom
m

ercescenario,w
here

m
arketersand

custom
erscan

m
eetand

trade.A
m

ong
otherduties,m

iddlew
are

can
leveragethese

conceptsofclassiccom
m

erceto
e-com

m
erce.

Jini[2,12,9],a
technologyfrom

S
unM

icrosystem
s,is

oneofseveralapproachesto
provide

a
m

iddlew
are

for
servicediscovery

and
brokerage.A

Jiniservicethatw
ants

to
provide

its
funcionality

hasto
registeritselfw

ith
a

so-calledlookup
service.For

that,it
handsovera

serviceproxy
to

the
lookup

service.A
serviceproxy

is
a

regular
Java

objectthathandlesthe
com

m
unicationbetw

eena
clientapplicationand

the
Jini

service.O
n

the
otherhand,a

Jiniclientthatneedsa
Jiniservice,first

queriesthe
lookup

serviceforan
appropriateservice.If

an
appriopiateJiniserviceis

found
by

the
lookup

service,the
correspondingserviceproxy

is
returned.F

rom
thatm

om
ent,all

com
m

unicationbetw
eenthe

Jiniclientand
the

Jiniserviceis
handledby

the
service

proxy
w

ithoutfurtherparticipation
of

the
lookup

service.
A

notherkey
conceptof

Jiniis
the

self-healingability
thatfits

very
good

into
spontaneousnetworks,w

here
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appliancesappearand
disappearw

ithoutnotification,so
thatthe

selfhealing
ability

doesim
plicitly

the
clean-upofno

longerusedresources.
H

ow
ever,

Jini
does

not
provide

any
security

m
echanism

sthatare
crucialto

e-
com

m
erce

applications
w

hich
rely

on
confidentiality

and
integrity.

T
his

paper
presentsa

solution
to

the
follo

w
ing

threeproblem
s:

�

Jini’s
lookup

service
lacks

a
sophisticatedsecurity

m
odel.

A
s

a
consequence,

each
Jiniclientcan

geta
service

proxy
and

each
Jiniservice

can
registerand

even
re-registeron

the
lookup

servicew
ithoutrestrictions.

T
he

re-registrationopensthe
doorfor

“m
an

in
the

m
iddle

attacks”.T
he

“m
an-

in-the-m
iddle-service”hasonly

to
re-registerits

proxy
w

ith
the

sam
eS

ervice-ID
asthe

originalservice,hencereplacingthe
w

ell-behaving
serviceby

a
m

alicious
one.A

clientis
unaw

are
ofthatchange,becausethe

m
an-in-the-m

iddle-service
provides

the
sam

eA
P

I
lik

e
the

originalservice.For
exam

ple,m
aliciouscom

-
petitorscould

replaceyourserviceproxy
w

ith
theirow

n
one

and
allyourclients

w
ill

be
redirectedto

them
,so

thatyourrevenuesw
ill

shrink.

�

Jinilacksserviceauthenticationand
authorizationm

echanism
s:supposea

bank
provides

an
e-bankingservicethatoffers

you
accessto

youraccount.N
othing

preventsyourcolleagueto
callthe

creditTransfer-m
ethodon

youraccount.

�

Jinialso
hasto

copew
ith

a
generalsecurityproblem

,nam
elysniffing

on
the

net.
E

very
network

packagein
the

Internetcan
potentially

be
read,altered,or

re-
played.Forexam

ple,a
m

aliciouscom
petitorcould

getconfidentialinform
ation

oreven
w

orsercould
m

anipulateinform
ation

lik
e

prices.

To
solve

theseproblem
s,w

e
presentan

authenticationand
authorizationarchitec-

ture
thatusessecurecom

m
unicationchannelsand

digitalsignatures.O
thersecurity

issuessuchasofhiding
servicesorpreventingdenialofserviceattacksarenotsubject

to
this

paper.

T
he

restofthis
paperis

organizedasfollo
w

s:In
S

ection2
w

e
give

an
overview

of
relatedw

ork
on

Jinisecurity.
S

ection3
gives

an
overview

of
securityin

distributed
system

sin
general,follo

w
ed

by
S

ection4
w

here
w

e
look

atsecurityissuesin
Java

thatare
usedin

S
ection5

w
hich

also
introducesourapproach.S

ection6
concludes

this
paperand

providesan
outlook

on
future

w
ork.

2
R

elated
W

ork
W

e
know

ofthreeotherprojectsw
hich

also
provide

a
secureJiniinfrastructure.Pasi

E
ronenshow

ed
in

his
m

asterthesis[3]
how

to
incorporateS

im
ple

P
ublic

K
ey

Infras-
tructure

(S
P

K
I)

into
a

Jinisecurity
solution.

H
asselm

eyer,
K

ehrand
V

oß
puttheir

focus
on

securingthe
lookup

service
[5].

T
he

third
solution

w
as

a
presentationat

the
Java

O
ne

2000
conferenceby

C
hristopherS

teel,S
eniorJava

A
rchitectatS

un
M

icrosystem
s.A

ll
of

them
use

signing
of

code
as

w
e

propose.H
ow

ever,
they

do
notprovide

transparency
to

the
clientand

they
do

notprovide
a

m
ultifunctionalR

e-
m

oteC
allbackH

andler.In
ourarchitecture,a

R
em

oteC
allbackH

andlerisa
rem

oteJava
objectatclientside

thatcan
invoke

differentauthenticationtechnologieslik
e

the
use

ofthe
so-calledJava

R
ing.T

herealsoexists
a

Jinisecurityhom
epage[10],w

hereJini
securityrelevantproblem

sare
discussed.

B
esidesJini,som

eothersim
iliar

system
sexistthatprovide

servicediscovery,for
exam

ple
U

niversalP
lug

and
P

lay,
N

inja,eS
peak.T

hesetechnologiesare
evaluated

and
com

paredin
the

project”Jiniand
F

riendsatW
ork:

Tow
ardssecuredserviceac-

cess”,w
hich

hasbeencarriedoutby
the

E
urescom

organization[6].

3
Security

in
D

istributed
C

om
puting

S
ecuritycanbe

seenasthe
factthatprotectiongoalsarefulfilled

in
spite

ofintelligent
attackers.

S
ecuritygoalsreferto

the
typicalthreadsin

inform
ation

system
s:[14]

�

U
nauthorizedacquisitionofinform

ation.(Security
goal:

protectionofconfiden-
tiality

ofcontentdata,traffic
data,anonym

ity
and

unobservability
and

protection

2



oflocationsofm
obile

users.)

�

U
nauthorizedm

odificationofinform
ation.(Security

goal:
protectionofintegrity

of
contentdata,accountabilityof

sending
and/orreceiving

data
by

m
eansof

digitalsignaturesand
certificates,and

protectionofbilling
data.)

�

U
nauthorizedim

pairm
entof

functionality;(Security
goal:

protection
of

avail-
ablity

ofcontentsand
servicesw

ithin
w

ell-definedtim
e

constraintsforallautho-
rized

entities.)

Jiniservicesprovide
functionality

in
an

openenvironm
entand

interactspontaneously
w

ith
possiblyuntrustedcom

ponentsor
“visitors”.

C
onsequently,seriousattacksby

m
aliciousclientshave

to
be

blocked.
In

a
Jini-controlledhom

eenvironm
entfor

exam
ple,the

ow
nerofthe

housem
ay

be
allow

ed
to

controlthe
tem

peraturein
the

housefrom
anyw

here
(e.g.InternetC

afe)
by

calling
the

correspondingJiniserviceofthe
house.O

n
the

otherhandit
hasto

be
preventedthatan

unauthorizedpersoncansw
itch

on
andoffheaters,lights,oreven

the
alarm

system
ofthe

house.T
herefore,an

identificationandauthenticationm
echanism

is
required.

M
oreover,

the
children

of
the

fam
ily

m
ay

controlthe
tem

peratureof
the

anim
al’s

terrarium
butnotof

the
w

hole
house.T

herefore,an
authorizationand

rights
m

anagem
entssystem

is
necessary.B

oth,authenticationand
authorizationcan

be
im

plem
entedfor

Jiniservicesand
are

basedon
the

standardJava
securityclasses.

C
onfidentialityofcontentcanbe

achieved
by

encryption.Techniquesto
protectthe

confidentialityoftraffic
dataasw

ellaslocations,anonym
ity

and
unobservability

are
subsum

edunderso-calledprivacy-enhancing-technologies[4].
T

he
m

ajortechnologythatrealizesintegrity
and

accountablityare
digitalsigna-

tures,w
herea

persongeneratesa
key

pair(a
private

and
a

correspondingpublic
key),

and
publishesthe

public
key.

N
ow

,
everybodyis

able
to

verify
w

hetherthe
person

hassigneda
docum

entby
applying

the
public

key
and

the
docum

entto
a

verification
algorithm

.T
he

authenticityofthe
public

key,i.e.the
associationofthe

personandthe

individualpublic
key,is

given
by

a
digitalcertificateissuedby

a
certificationauthority

(C
A

).

4
Java

Security
A

shortoverview
ofJava

S
ecurityis

given
in

this
S

ection,sinceJiniis
basedon

Java.
Forfurtherinform

ation
aboutJava

S
ecurity,w

e
referto

the
Java

S
ecurityS

ite
[11].

4.1
Security

in
O

lder
JD

K
V

ersions
W

ith
the

firstversionofJava
(JD

K
1.0),S

un
introducedthe

sandboxm
odelin

w
hich

dow
nloadedcodehasrestrictedaccessto

any
resourceoutsidethe

sandbox.JD
K

1.1
extendedthe

sandboxm
odelw

ith
the

signing
of

code.
A

classfile
and

its
digital

signatureare
checked

atclientside.If
the

signerof
the

code
is

trustedand
the

sig-
naturecould

be
verified,the

Java
appletgetsthe

sam
eperm

issionsas
a

localclass.
If

the
signerofthe

codeis
nottrustedorthe

signatureis
notvalid,the

appletw
ill

be
executedin

the
sandboxonly.

4.2
Security

in
JD

K
1.2

JD
K

1.2
introducedfine

grainedaccesscontrolto
all

security
relevantresources.It

usesP
e

rm
issio

n
classesand

subtypesof
it

to
representthe

right
to

accessa
re-

source,e.g.
n

e
w

F
ile

P
e

rm
issio

n
("c:\co

n
fig

.sys",
"re

a
d

")
repre-

sentsthe
perm

issionto
accessthe

file
c:\co

n
fig

.sys
for

reading
only.

T
hese

perm
issionscan

be
grantedon

the
basisofthe

codebase,by
w

hich
the

codeis
signed

orw
ithoutany

restrictions.T
hatm

eansthe
sandboxm

odelandthe
explicitdistinction

betw
eenlocaland

dow
nloadedcodeis

no
longerneeded,becausethe

functionality
of

the
olderm

odelsis
a

subsetofthe
new

one.A
so-calledkey

storeis
usedto

storethe
privatesigningkeys

and
the

certificatedpublic
verificationkeys

for
digitalsignatures.

To
specifyw

herethe
key

storeis
locatedand

w
hich

perm
issionsare

granted,a
policy

file
is

usedw
hich

canbe
an

argum
entto

the
JV

M
orreferencedby

the
defaultsecurity

settings.
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4.3
Security

in
JD

K
1.3

B
ased

on
JA

A
S

G
rantingperm

issionsin
JD

K
1.2

is
basedon

w
herethe

codeis
from

and
w

ho
signed

the
code.Java

A
uthenticationand

A
uthorizationS

ervice(JA
A

S
)

is
a

standardexten-
sion

to
the

JD
K

1.3.JA
A

S
extendsthe

JD
K

1.2
conceptby

grantingperm
issionsbased

on
w

hich
behalfthe

code
is

executed.It
also

containsm
odulesto

log
on

the
user.

JA
A

S
is

basedon
the

P
luggableA

uthenticationM
odules

(PA
M

)
fram

ew
ork

w
hich

definesan
A

P
I

for
applicationsto

log
on

users.T
hus,every

applicationcan
use

the
PA

M
fram

ew
ork

w
hich

canbe
configuredby

an
adm

inistrator.C
onsequently,PA

M
is

independentofw
hich

applicationusesthe
authenticationm

echanism
sandconfiguring

the
authenticationpolicy

can
be

doneseparately.

4.3.1
Subjects

and
P

rincipals

S
u

b
je

ct
s

and
P

rin
cip

a
l

s
areusedto

representthe
identity

ofan
userandherlo-

gin
nam

es.T
he

distinction
betw

eenS
u

b
je

cts
and

P
rin

cip
a

l
s

is
very

im
portant

becausea
usercan

have
differentlogin

nam
esfor

differentservices.T
hatm

eansthat
a

userhasa
collection

ofdifferentlogin
nam

es.

PA
M

dem
andsthatthe

login
procedureis

independentof
the

authenticationtech-
nology,i.e.w

hich
authenticationtechnologyis

used.Forthatpurpose,JA
A

S
defines

a
L

o
g

in
C

o
n

te
xt

and
a

L
o

g
in

M
o

d
u

le
.

A
L

o
g

in
M

o
d

u
le

representsone
authenticationtechnology,e.g.usernam

epass-
w

ord
authentication(figure

1).
E

very
authenticationtechnologym

ustim
plem

entthe
tw

o
phaseprotocol–

sim
ilar

to
the

tw
o

phasetransactionprotocolused
by

Jini’s
T

ransactionM
anager–

w
hich

w
ill

be
invoked

by
the

L
o

g
in

C
o

n
te

xt
,the

central
m

anagerofthe
login

process.

JA
A

S
provides

a
stackable

authenticationfram
ew

ork.
T

hat
m

eans
m

ultiple
L

o
g

in
M

o
d

u
le

s
can

be
specifiedin

a
login

policy
file

(figure
1).

S
ubject

Login
C

ontext

S
et

C
allback

H
andler

Login
C

onfig
F

ile
(1)

P
rincipal

Login
M

odule
(2)

C
redentials

S
et

(4)
�

(3)

looks up
invokes

invokes

interacts
with

(5) returns

F
igure

1:JA
A

S
conceptsand

classes.

4.4
Signed

C
ode

in
Java

A
com

m
onproblem

ofdynam
icallyloadedcodeis

the
unaw

areness,w
hetherthe

code
doesw

hatit
is

expectedto
do,especiallyw

hetherit
doesnotperform

any
m

alicious
actions.For

thatpurposeJava
usesdigitalsignatureof

code.
T

his
ensuresthatan

attackercannotreplacecodein
an

unnoticedw
ay.

W
e

m
ake

tw
o

assum
ptionsaboutsignedcode:

�

the
signerofthe

codekeepsherprivate
signing

key
secret;

�

the
signerguaranteesthatby

using
the

signedcode,the
userdoesnotsufferfrom

any
m

aliciousactions,e.g.transm
ittingsecretdata

w
ithoutencryptionoveran

insecurechannellik
e

the
Internet.

T
heseassum

ptionsare
also

m
adeby

Java
for

dow
nloadedcode.T

his
im

plies
that

4



the
userhas

to
trustthe

signerand
has

to
verify

the
validity

or
correctnessof

the
certificatethatthe

userutilizes
to

verify
the

digitalsignatureofthe
code.

T
heseassum

ptionsdo
notoverloadthe

actualsem
anticofsignedcode.It

is
exactly

the
w

ay
Java

intendssignedcodeto
be

interpreted:the
sem

anticonly
guaranteesw

hat
the

codeis
notdoing,it

saysnothing
aboutw

hatthe
code

is
excatly

doing.T
his

fits
perfectlyin

ourm
odelw

herethe
authenticationprocedureis

transparentto
the

client.
If

authenticationis
used,and

the
usertruststhe

signer,the
codeis

expectedto
do

no
m

aliciousactionsw
hich

could
harm

the
user’s

interests.
It

is
up

to
both

partieshow
the

usergetsthe
certificatefrom

the
ow

ner.It
is

also
up

to
the

userif
he

trustsa
self-signedcertificate.In

thatcase,the
certificateis

only
used

asa
containerfor

the
public

key.
It

is
also

possibleto
dem

andthatthe
certificatehas

to
be

signedby
a

trustedC
A

.

4.5
E

ncryption
in

Java

W
e

usethe
Java

C
ryptographyA

rchitecture(JC
A

)thatprovidesseveralclassesw
hich

m
ake

it
possibleto

encryptand
decryptJava

objects.JC
A

provides
cryptographic

prim
itivesindependentlyof

a
certain

im
plem

entation.It
definesan

A
pplication

P
ro-

gram
m

ingInterfaceofa
cryptographicfunction

(e.g.encryption,hashfunction,ran-
dom

generator)by
m

eansofan
E

ngineclass.
T

he
actualim

plem
entationofthe

prim
itivesare

provided
by

a
C

ryptographicS
er-

vice
P

rovider(C
S

P
).T

hus,it
is

possibleto
w

ork
w

ith
an

abstractencryptionfunction
on

the
applicationlevel.T

he
program

m
erdoesnotcareaboutdetailssuchasthe

block
size

ofa
cipher,how

key
generationis

realized,oreven
w

hich
algorithm

is
used.

5
A

n
A

rchitecure
for

Secured
Service

A
ccess

A
s

m
entionedin

S
ection1,w

e
presenta

solutionto
threesecurityproblem

sw
hich

Jini
doesnotaddress.F

irstly,Jinihasno
authenticationand

authorizationm
echanism

s,so
thatuntrustedpartiescan

use
any

service
on

the
net.

S
econdly,

re-registration
of

untrustedservice
proxies

is
possiblew

hich
opensthe

doorfor
m

an-in-the-m
iddle-

attacks.A
nd

thirdly,
the

network
packets

thatare
required

for
the

com
m

unication
betw

eenJinientitiescan
be

read,altered,replayed,ordeleted.
T

his
sectionprovidesa

high
leveloverview

ofourarchitecturethatshow
s

a
solution

to
theseproblem

s.A
firstprototypeis

up
andrunning,andincludessm

artcardauthen-
tication

(Java
R

ing).T
he

system
is

builton
standardoffthe

shelfJava
technologyand

hasthe
follo

w
ing

characteristics:

�

U
sesJA

A
S

1.0,JD
K

1.3,JIN
I1.0.1,JC

E
1.2.1,JavaC

ard2.0,

�

T
ransparentto

the
client:existing

clientsdo
nothave

to
be

m
odified,

�

Introducesm
inim

aloverheadatserverside,

�

P
rovidespow

erfullogin
policiesthatallow

flexible
authenticationschem

es,

�

A
ll

securityinfrastructurecom
ponentsare

built
asJiniservices,

�

P
rovidesauthorizationm

echanism
s(JA

A
S

1.0
+

Java
S

ecurityA
rchitecture).

5.1
Service

A
uthentication

and
A

uthorization
E

very
servicehasto

authenticateand
authorizeeachclientrequest.T

he
clienthasto

m
ake

surethatit
is

running
only

signedcodefrom
a

trustedsource.

5.2
L

ogin
P

olicies
A

usershould
interactas

little
as

possiblew
ith

the
login

infrastructure,thereforea
single

sign-on
approachis

usedw
here

appropriate.E
speciallyin

the
hom

e
environ-

m
ent,userstypically

do
notw

antto
authenticatethem

selves,w
hen

they
turn

on
the

light.
T

he
login

policy
should

be
as

flexible
as

possible.D
ifferentservicesin

different
environm

entscan
specifydifferentpoliciesto

log
on

the
user.

Forexam
ple,a

userat
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hom
ecanturn

on
the

lights
w

ithoutauthentication,in
heroffice

shehasto
entera

user
nam

eand
password

to
turn

on
the

lights
athom

eand
on

the
Internetshem

ay
have

to
authenticateherselfusing

a
Java

R
ing.

5.3
C

lient
T

ransparency

T
he

security
infrastructureshould

be
transparentto

the
clientim

plem
entation.E

x-
isting

clients
do

nothave
to

be
changedin

orderto
use

the
security

infrastructure.
T

he
userdoesnothave

to
specifythe

authenticationm
ethod.T

his
w

ill
be

determ
ined

throughthe
login

policy
atruntim

e
by

the
system

.

5.4
A

rchitecture

N
ext,w

e
describehow

thesegoalsareachieved.T
he

architectureconsistsofdifferent
Jiniservicesthatim

plem
entthe

securityinfrastructure.

5.4.1
C

lient

In
orderto

achieve
clienttransparency,allsecurity-relatedfunctionalityis

packed
into

the
serviceproxy.

T
he

clientusesthe
publishedinterfaceof

the
serviceas

if
it

w
ere

an
insecureservice.To

ensurethatthe
clientonly

usestrustedserviceproxies,the
securitysettingsatclientsidehave

to
be

changed,so
thatthe

clientscanonly
run

code
from

trustedsources.T
hesesettingsaretransparentto

Jini,sincethe
evaluationofthe

securitysettingsis
done

by
the

core
Java

classesin
the

background.T
his

approach
solvesthe

problem
of

m
an-in-the-m

iddle-attacks,since
a

re-registeredserviceproxy
could

notbe
digitally

signedw
ith

the
orginalservice’s

signing
key

and
thereforethe

signaturecheckatclientside
thatis

doneby
the

core
Java

classesw
ill

realizethatthe
re-registeredserviceproxy

is
notdigitally

signedor
thatit

is
digitally

signedby
an

unknow
n

party.

5.4.2
Service

P
roxy

and
Service

B
ackend

U
pon

servicediscovery,the
clientloadsthe

appropriateserviceproxy
from

the
Jini

Lookup
service

thatin
turn

com
m

unicatesw
ith

the
service

backend.
To

provide
privacy

and
to

preventreplays,w
e

use
sym

m
etric

encryption
of

the
data,a

m
es-

sageauthenticationcode
and

add
a

transactionnum
ber.

T
he

sym
m

etricencryption
is

achieved
using

the
D

iffie
H

ellm
an

key
agreem

entschem
e:the

backend
service

generatesits
public

and
private

keys,the
private

key
rem

ainsatthe
backend

service,
the

public
key

w
ill

be
transferredto

the
serviceproxy.

A
fter

a
proxy

hasbeendow
n-

loaded
by

the
client,the

proxy
generatesits

ow
n

private
and

public
keys

and
w

ith
its

ow
n

private
key

and
the

backend’s
public

key,
it

generatesthe
sym

m
etricsecret

sessionkey
and

sendsits
public

key
back

to
the

backend,so
thatthe

backend
can

generatethe
sym

m
etricsecretkey

w
hich

w
ill

be
storedin

a
sessiondatabase.

S
incethe

clientrunsonly
signedandtrustedcode,and

the
com

m
unicationbetw

een
serviceproxy

and
servicebackend

is
secureusing

the
m

echanism
describedabove,

the
secondofthe

threeproblem
sis

solved,nam
elyprivacy

is
achieved

and
replaying

and
changingofdatabetw

eenthe
clientand

the
serveris

prevented.

5.4.3
Interaction

Schem
e

of
the

Infrastructure

In
the

follo
w

ing,it
is

describedhow
authenticationand

authorizationcan
be

achieved
using

the
above

infrastructure,seefigure
2.

T
his

is
also

the
solution

to
the

third
and

lastproblem
.W

e
putourm

ain
focus

on
thatproblem

,since
it

is
the

m
ostcom

plex
one.

�

U
pon

service
invocation,

the
service

backend
contacts

a
Jini

ser-
vice

called
S

u
b

je
ctA

u
th

e
n

tica
to

rS
e

rvice
w

hich
returns

a
S

u
b

je
ct

object
introduced

in
JD

K
1.3

/
JA

A
S

1.0.
It

is
up

to
the

S
u

b
je

ctA
u

th
e

n
tica

to
rS

e
rvice

how
to

generate
the

S
u

b
je

ct
.

In
the

referenceim
plem

entation,w
e

used
the

JA
A

S
technology,

becauseit

6



R
em

ote
C

allback
H

andler
U

serD
B



Login
P

olicyD
B



S
ubject

A
uthenticator

(2) Login request

(3) S
ervice desc.

#attem
pts

D
efault U

ser

(4) Login P
olicy

C
lient

w
ith

�

secure
P

roxy

S
ervice

(1) Login request

(5) R
em

ote callbacks

R
ing

A
uthenticator

B
lueD

ot

(6) C
hallenge

(7) C
hall.

(8) R
esp.

(9) R
esponse

(10) R
esult of auth.: R

A


(11) R
A



(12) S
ubj.

data

(13) S
ubject

(14) S
ervice T

oken
Jini Layer

S
ecurity

Infrastructure

F
igure

2:C
om

ponentsofthe
securityarchitecture.

is
already

available
and

it
is

easily
extendible

to
be

used
in

a
distributed

environm
ent.

�

T
he

S
u

b
je

ctA
u

th
e

n
tica

to
rS

e
rvice

getsthe
inform

ation
to

w
hich

ser-
vice

the
userw

ants
to

log
on

including
the

num
berof

attem
ptsthe

userhas
perform

edalreadyand
from

w
hich

device
the

userw
antsto

log
on.W

ith
this

in-
form

ation
the

S
u

b
je

ctA
u

th
e

n
tica

to
rS

e
rvice

contactsthe
login

policy
database:Lo

g
in

P
o

licyD
B

.T
his

canbe
a

separateJIN
Iserviceorcanbe

built
in

the
S

erviceA
uthenticatorS

ervice.

�

T
he

L
o

g
in

P
o

licyD
B

returnsa
L

o
g

in
P

o
licy

w
hich

specifiesa
policy

of
how

to
authenticatethe

user.
N

ow
the

S
u

b
je

ctA
u

th
e

n
tica

to
rS

e
rvice

contacts
a

R
e

m
o

te
C

a
llb

a
ckH

a
n

d
le

r
w

hich
w

as
instantiated

by
the

service
proxy

at
client

side.
D

epending
on

the
login

policy,
the

R
e

m
o

te
C

a
llb

a
ckH

a
n

d
le

r
can

prom
ptfor

a
usernam

e
and

password,or
initiate

even
m

ore
com

plex
authenticationschem

es.

�

T
he

R
e

m
o

te
C

a
llb

a
ckH

a
n

d
le

r
m

ay
contact

a
JIN

I
R

in
g

A
u

th
e

n
tica

tio
n

S
e

rvice
w

hich
in

turn
contacts

a
JIN

I
B

lu
e

D
o

tS
e

rvice
to

run
a

challenge
responseapplet

on
a

Java
R

ing,
for

exam
ple.A

B
lu

e
D

o
tS

e
rvice

provides
the

functionality
of

a
Java

R
ing

readerthatis
also

know
n

asB
lue

D
otR

eceptor.

�

A
fter

the
R

e
m

o
te

C
a

llb
a

ckH
a

n
d

le
r

has
received

the
result

of
the

authentication
procedure,

the
inform

ation
is

sent
back

to
the

S
u

b
je

ctA
u

th
e

n
tica

to
rS

e
rvice

w
hich

contacts
a

user
database,U

se
rD

B
,

w
hich

again
can

be
a

JIN
I

service
or

built
in

the
S

u
b

je
ctA

u
th

e
n

tica
to

rS
e

rvice
.

�

T
he

U
se

rD
B

checksif
allthe

datais
correctand

returnsthe
dataneededto

build
a

S
u

b
je

ct
.

B
asedon

this
data

the
S

u
b

je
ctA

u
th

e
n

tica
to

rS
e

rvice
builds

the
S

u
b

je
ct

and
returnsit

to
the

service.
�

T
he

servicefinally
storesthe

S
u

b
je

ct
in

its
contextinform

ation
and

returnsa
token

to
the

serviceproxy,to
be

usedby
the

clientthatis
usedtransparentlyfor

every
serviceinvocation.T

his
com

pletesthe
authenticationprocedure.

�

To
perform

actions
that

need
authorization,

the
service

runs
the

S
u

b
je

ct.d
o

A
s()

m
ethods

for
the

client.
T

his
m

ethod
checks,if

the
appropriateperm

issionshave
been

granted
to

the
given

S
ubject.

If
not,

an
exceptionw

ill
be

throw
n.
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5.4.4
A

nonym
ous

and
Single

Sign-on

To
faciliate

the
sign-on,anothertw

o
conceptsare

used.A
t

firstglance,it
m

ay
sound

contradictory,butanonym
oussign-oncan

be
usefulin

m
any

hom
eenvironm

entsce-
narios.For

exam
ple,a

light
sw

itch
inside

a
room

should
be

usableby
anyone

w
ho

is
in

the
room

w
ithoutauthenticationto

turn
the

lighton,butsom
eonein

an
Internet

C
afe

m
ustbe

authenticatedif
shew

antsto
turn

on
the

light.
Forthis

reasonthe
light

sw
itch

tries
to

log
on

asD
efaultU

serand
a

challengeresponseprocedureverifiesthe
identity

ofthe
lightsw

itch
asD

efaultU
ser.

A
nothersim

plification
is

the
single

sign-on
approach.T

hatm
eansto

log
on

one
serviceand

to
useotherservicesw

ithoutfurtherauthentication.T
his

w
orks

by
giving

outLoginTokensw
hich

are
storedtransparentlyatclientside.To

preventlog
on

ser-
vicesw

hich
requirew

eakauthenticationand
usetheirLoginTokensto

log
on

services
w

hich
requirestrongauthentication,every

LoginP
olicy

definesan
im

p
ly()

m
ethod,

w
hich

definesw
hatLoginP

olicy
areequalto

orstrongerthan
the

currentLoginP
olicy.

T
he

useofboth
conceptsis

optional.O
nly

if
they

are
explicitliy

listed
in

a
Login-

P
olicy

configuration,they
are

usedby
the

securityinfrastructure.

5.5
C

om
parision

w
ith

the
C

O
R

B
A

Security
Service

C
O

R
BA

is
a

m
iddlew

areplatform
forrem

oteinvocationofobjects.M
ore

inform
ation

on
C

O
R

BA
are

available
atthe

O
M

G
hom

epage[7].
C

O
R

BA
usesO

bjectR
equest

B
rokers(O

R
B

s)on
clientand

serverside
thathandlethe

rem
oteinvocationtranspar-

ently
for

the
clientand

serverobject.E
xactly

the
sam

esecurityproblem
sthatJinihas

to
copew

ith
its

services,m
ustbe

handledby
C

O
R

BA
on

objectlevel.
C

O
R

BA
’s

security
service

[8]
is

transparentto
the

clientand
the

service,since
it

is
invoked

by
the

O
R

B
,thatin

turn
perform

sthe
invocation

transparentlyfor
the

clientand
the

service.In
ourarchitecture,w

e
can

achieve
transparency

for
the

client
only,since

one
of

ourgoalsis
notto

changethe
underlayinginfrastructure.B

utthe
overheadatserver

side
is

m
inim

al.
Lik

e
in

C
O

R
BA

,
the

security
policies

can
be

m
anagedby

an
adm

inistratorindependentlyofthe
application.

A
uthenticationof

usersor
system

entitiesis
done

atclientside
and

it
is

up
to

the
actualim

plem
entationof

the
security

service
how

to
achieve

this.
For

this
reason

the
rem

ote
O

R
B

m
ustestablishtrustbetw

eenitself
and

the
clientO

R
B

thatagain
needsextra

adm
inistration.In

ourapproachthe
authenticationof

usersis
driven

by
the

serviceside.U
serinteractionschem

esare
perform

edatclientside,butthe
datais

checked
atserviceside.W

e
think

ourapproachis
m

ore
useful,since

a
bank

service
for

exam
pledoesnotw

antto
trustallthe

clientO
R

B
son

allthe
hom

ecom
puters.

A
uthorization

in
C

O
R

BA
is

also
basedon

an
authenticateduser.

Its
authorization

m
odelis

m
ore

com
plex

than
the

one
used

in
our

architecture,but
it

has
the

sam
e

expressive
pow

er.A
ccesschecksareperform

edby
the

infrastructurein
both

architec-
tures.

C
O

R
BA

’s
securityserviceim

plem
entationsm

ay
alsoprovide

delegationso
thatthe

server
objectcan

actas
the

calling
clientobject.

W
e

also
integrated

the
basicsfor

delegation
and

a
finerm

odelis
currently

underdevelopm
ent.In

general,delegation
can

be
ofuse,butan

adm
inistratorhasto

do
extra

w
ork

to
configuredelegationrights

and
it

is
possiblefor

delegatesto
m

isusetheirdelegatedrights.
Tw

o
otherconceptsof

C
O

R
BA

are
auditing

and
non-repudation.B

oth
concepts

referto
accountabilityand

the
latteris

optionalin
C

O
R

BA
.

W
e

have
notfocusedon

accountability,sincethis
can

be
easlyaddedto

ourarchitecture.

5.5.1
Sum

m
ary

ofU
sed

Java
Security

F
eatures

To
im

plem
entthe

presentedarchitecture,w
e

usedsom
eclassesofthe

JC
A

.T
he

fol-
low

ing
sum

m
arygivesan

overview
ofallkeys

andclassesusedin
ourim

plem
entation.

T
he

follo
w

ing
keys

are
used:

�

private
signing

keys,stored
in

the
key

store
atservice

backend
side,used

to
sign

static
codeand

dynam
icdata,createdtogetherw

ith
the

certificatew
ith

the
com

m
andline

program
ke

yto
o

l
atservicebackend

side;

8



�

selfsignedcertificatecontainingthe
public

verifying
key,storedin

the
key

store
atclientside,usedto

verify
signedcode

and
dynam

icallysigneddata,created
togetherw

ith
the

com
m

andline
program

ke
yto

o
l

atservicebackend
side;

�

private
D

iffie
H

ellm
an

(D
H

)
key,

createddynam
icallytogetherw

ith
the

public
D

H
key

on
both

sides,storedlocally,neededfor
creationofa

secretkey;

�

public
D

H
key,

createddynam
icallytogetherw

ith
the

private
D

H
key

on
both

sides,the
servicebackend

signsit
and

puts
it

in
the

serviceproxy,
the

service
proxy

sendsit
unsignedto

the
servicebackend;

�

secretkey,createddynam
icallyon

both
sidesw

ith
the

ow
n

private
D

H
key

and
the

public
D

H
key

from
the

otherside,usedto
encryptand

decryptdatasym
m

et-
rically

and
to

com
putea

M
essageA

uthenticationC
ode(M

A
C

).

T
he

follo
w

ing
classesofthe

ja
va

.se
cu

rity
and

ja
va

x.cryp
to

p
a

cka
g

e
s

are
used:

�

C
ip

h
e

r
,usedto

encryptanddecryptdata,needsthe
secretkey

forinitialization;
inputand

outputare
byte

arrays,

�

S
e

a
le

d
O

b
je

ct
,usedto

encryptand
decryptJava

objects,needsa
serializable

objectand
a

C
ip

h
e

r
objectfor

encryption,needsthe
secretkey

for
decryption,

�

K
e

yA
g

re
e

m
e

n
t

,usedto
com

putea
secretkey

thatis
only

know
n

by
tw

o
parties

overan
insecurechannel,requiresthe

ow
n

private
D

H
key

and
the

otherpublic
D

H
key,

�

K
e

yP
a

irG
e

n
e

ra
to

r
,usedto

generatea
pairofpublic

and
private

keys,used
hereto

generatethe
private

and
the

public
D

H
key,

�

S
ig

n
a

tu
re

,usedto
com

puteandto
verify

a
digitalsignature,needsthe

private
signingkey

orthe
public

verifying
key

forinitialization,inputandoutputarebyte
arrays,

�

S
ig

n
e

d
O

b
je

ct
,

used
to

sign
and

verify
signatureson

Java
objects,needsa

serializableobject,the
privatesigningkey

anda
S

ig
n

a
tu

re
objectforsigning,

needsthe
public

verification
key

and
a

S
ig

n
a

tu
re

objectfor
verification,

�

K
e

ysto
re

,usedto
storeand

retrieve
privatekeys

andpublic
certificatespersis-

tently,needsan
In

p
u

tS
tre

a
m

and
optionala

key
storepassword

forinitializa-
tion,needsan

aliasto
retrieve

public
certificatesand

privatekeys,w
hereaslatter

needsa
password

obligatoryto
access,usedhereto

storethe
private

signing
key

and
the

public
verifying

key
inside

a
certificate,

�

M
a

c,usedto
guaranteethe

integrity
of

a
m

essage,needsthe
secretkey

for
ini-

tialization,usedhereto
guaranteethe

integrity
ofthe

encrypteddata.

6
C

onclusion
T

he
securityenhancem

entsdescribedin
this

paperprovide
the

follo
w

ing
advantages.

T
he

solution
builds

on
top

of
the

JiniA
P

I,
so

thatm
odificationsto

the
JiniA

P
I

are
notnecessary.O

nly
standardJava

packagesand
no

proprietarysoftw
are

is
used.T

he
overheadto

im
plem

enta
secureJiniservice

com
paredto

the
im

plem
entationof

a
norm

alinsecureJiniservice
is

m
inim

al.
T

hatm
eansrapid

creation
of

new
secure

Jiniservicesand
an

abstractview
ofthe

underlayingsecurityinfrastructure.A
t

client
side,the

securityinfrastructureis
transparentto

any
Jiniclient.

A
n

alreadyexisting
Jiniclientdoesnotneedto

be
m

odified
if

the
securityofa

servicehasto
be

im
proved.

T
he

authorsthink
thatthe

transparency
for

the
Jiniclientis

an
im

portantdesign
decision,since

the
Jiniclientcould

notw
eaken

the
security

policy
atservice

side.
A

notherbenefitis
the

fastercreationofnew
Jiniclients,sinceno

securityissueshave
to

be
handledby

the
program

m
er.B

utthere
also

exists
anotherview

.
T

he
Java

R
M

I

9



S
ecurityS

pecificationprovides–
building

on
JA

A
S

–
authentication,integrity,confi-

dentiality
and

delegation
for

Java
R

em
oteM

ethod
Invocationin

general.Lik
e

Jini,it
also

usesa
serviceproxy

clientconcept.T
he

m
ain

differenceis
thatallsecuritycon-

ceptscan
be

negotiatedbetw
eenthe

serviceand
the

client.A
ccordingly,the

clientis
aw

areofsecurityand
the

program
m

erm
ustdealw

ith
it.

T
hatm

eansthe
developm

ent
ofclientsoftw

are
is

m
ore

com
plex.

A
notherim

portantfactis
the

signing
ofcode.In

ourarchitecture,the
servicesigns

the
serviceproxy

codeand
its

data
so

thatthe
JV

M
atclientside

can
checkw

hether
the

serviceis
trustworthy.

T
he

R
M

I
solution

doesnotusethis
concept,sincesigning

ofcodedoesnotguaranteethatthe
servicereally

supportsintegrity
orconfidentiality,

althoughsignedappletsw
hich

canbe
dow

nloadedhave
the

sam
esem

anticofsigning.
T

he
sem

anticis
thatthe

integrity
ofthe

signedappletcould
be

verified
andthe

identity
ofthe

signeris
know

n.S
o

if
the

issueris
trustworthy,the

signedcodeis
trustworthy,

too.
T

he
issuerguaranteesthatallJava

code
doesnotharm

the
usersinterests(e.g.

doesnotdeletefiles
or

sendconfidentaldata
overan

insecurechannel).T
his

cannot
be

technically
achieved,but

it
could

be
a

legalcontract.
E

ven
Java

appletsin
the

Internetbanking
environm

entuse
this

conceptof
signed

code
to

establisha
secure

com
m

unicationchannel.
For

thesereasons,w
e

think
thatourarchitectureis

a
suitablebasisto

secureJini
applications.T

he
sourcecodeofourreferenceim

plem
entationcan

be
dow

nloadedat
h

ttp
://w

w
w

.in
f.e

th
z.ch

/˜sch
o

ch
/ja

a
a

.zi
p

.
O

ne
aspectof

ourfuture
w

ork
is

to
putthe

cryptographyw
ork

on
socketlevel.A

ccordingly,the
securityarchi-

tecturew
ould

also
be

transparentto
the

service,exceptthe
initilization

ofthe
service.

A
notheraspectis

to
secureeventsand

leases,w
hich

could
be

achieved
in

a
sim

ilar
w

ay.
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