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Abstract. Themanagemeruf networks,distributedsystemsanddistributedap-
plicationsis animportantandgrowing field in computeiscienceBesidegheclas-
sicalarchitectureike SNMPandOSImanagementheintroductionof new tech-
nologiessuchasthe World Wide Webwith Java andthe availability of standard
middleware architecturedike CorBA have broughtup new challengesFuture
developmentsin the managementiomainwill probablybe at leastWeb-based.
However, in ary casethey shouldbe “integrated”.

We presensomeideadto integratebothWeb-base@ndCorBA-basedechniques
into managemenplatformsanddiscussnew stratgjiesfor theintegrationof the
emeging approachesind the classicalarchitecturesWe also describeour im-
plementationof an SNMP-CORBA gatavay which coversthe translationof the
informationmodelaswell asthe communicatiormodel.We have extendedour
SystemConfigurationTool (SCOT) by afull CORBA interface.lts Webinterface
hasbeenextendedby a genericgeneratofor HTML pageswith integrated,and
appropriatelyparameterisedppletswhich allow to accesgshe SCOT repository
aswell asother COrRBA-basednanagemengntities,suchasour CORBA-SNMP
gatevay.

Keywords: CORBA, integratedmanagementetwork managemen§NMPE Web-
basednanagement.

1 Intr oduction

The managemendf distributedsystemsandapplicationsstemsfrom network manage-
ment,eitherthemanagemertf Wide AreaNetworks(WAN), whichareclassicallycov-
eredby the OpenSystemdnterconnectio{OSI) standard®f the InternationalOrgan-
isationfor StandardisatioiflSO), or Local Area Network (LAN) managementyhich
is typically associatedvith the term InternetManagemenor SNMP (despitethe fact
thatthe Internetwasa WAN from its first days).With the upcomingof distributedsys-
temsanddistributedapplicationsnew technologiesrose suchasthe World Wide Web
(WWW) or shortlyWeb,andstandardisedhiddlewarearchitecturesik e the Distributed
ComputingEnvironment(DCE) or CoRBA. Thesenew technologiesrea challengeo
the world of classicalmanagemensincethey proclaimto make a users life easier
(Web) or provide moregeneralapproacheg¢middlevare)thanspecificsolutions.Even
in thefield of distributedapplicationsthe questionariseswhy the distributedsystems
shouldbe maintainedwith a separategrotocollike SNMP insteadof usingthe same
middlewarethatis usedfor realizingthe application.Neverthelessthe old world still
existshesideghe new world, andtechnologiegor integrationarerequired.
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In the future, platformsfor the managemenof networks, distributedsystemsand
distributedapplicationsamay have a moreopenarchitectureandmay provide a frame-
work for differentcomponentslik e resourcesyserinterfaces,datastoragesmanage-
mentservicesandintegrationgatevays. For the morecomple interactionsa standard
middlewarelike CorBA maybeused But for thesimplerinteractionsimplertechnolo-
giesmustbe provided. On the one handthesesimplertechnologiesare management
protocols,like SNMR for the managemenof network elementsand simple services.
SNMP is well establishedcandit is a mustto integrateit into any new platform ap-
proach.Ontheotherhand,theWebwith HTML/HTTP providesawell establishediser
interfacefor distributed systemsand cannotbe ignored.lt is well suitedfor more or
lessstatic information like the inventory databasef a distributed systemor the ad-
ministrative statein the configurationrepository However, this technologyreachests
borderswhenhighly dynamicapplicationamustbe implementede.g.,online monitor
ing of real resourcespr real time manipulationof network elementsThis cannotbe
achievedin asuitableway by staticHTML pagesor thetypical interactioninterfacesof
theWeb,i.e., CGl scriptsandapplicationsHereit is the purposeof the platformto en-
ablethe developmentof integratingapplicationsbaseduponorthogonainterfacesand
servicesembeddednto a middlewvare.With the upcomingintegrationof CORBA into
standardWeb browsers,the “static” HTML pagescanbe easily extendedto dynamic
applicationssinceJava as an applicationlanguagewithin Web browsersis alsowell
establishedTheseapplicationsmay run with only little modificationsasmanagement
userinterfaces.However, Java enabledmanagemenapplicationswill not completely
replaceHTML pagesdueto their simplicity andthe broadavailability of this technol-
ogy. We believe thattherewill notbethe“one andonly” technologyfor anapplication
domainlik e distributedmanagemengsotherexamplesin the pasthave shavn.

We enhancesuchan approachyy implementinga gatavay to administrateSNMP-
manageablsystemgshroughCorBA-managersand proposean openervironmentfor
CoRBA-basedmanagemenwith anintegratedWebinterfacefor simpleaccessFigure
1 sketchessomecomponentsf suchaplatform.Thesolidlined componentsirealready
implementedwhile the dottedcomponentsre subjectto concurrentand future work
(seeSect.5).
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Structur e of the paper

We startwith a descriptionof our MIB compilerin section2 and of our gatevay in
section3. Both sectionggive a shortintroductionto anda comparisorof the appropri-
atemodelsin SNMP and CorBA (informationand communicatiormodel). Thenthe
approacho translateoneinto the otheris describedWe shov anexampleandgive an
overview of relatedwork. Sectiord introducesurapproacho Web-baseananagement
andtheintegrationof the gatevay. ThelastSect.(5) outlinesfuture work andpresents
aconclusion.

2 Information Modelsand the MIB Compiler

An integrationof SNMP into a CORBA-basedmanagemengrvironmentrequirestwo
translations:a transformationof the information model and a transformationof the
communicatiormodel.Our MIB compilerprovidesafacility to automaticallygenerate
aCoRrBA IDL specificatiorfrom agivenSNMP MIB.

2.1 SNMP Information Model

In SNMP the managemeninformation modelis describedusinga subsetof the Ab-
stractSyntaxNotationOne (ASN.1). A genericdocumentdetermineghe structureof
managemerinformation[19], [23], a so-calledVlanagemeninformationBase(MIB).
A MIB is aformalview of themanagedabjects(MOs)which allow to managenetwork
elementgNEs) asreal resourcesThe descriptionis datatype orientedandgivesa hi-
erarchicalview on a network elementby groupingits objectsor collectionsof objects
astables.SNMP allows the definition of trapsandnatificationsasmessagewhich are
spontaneouslgentfrom an NE (i.e., its managemensoftware, the agent)or another
manageto the manageto communicaterrorsor exceptionalbehaiour of anobject.
Many macrosandMIBs aredefinedby the InternetEngineeringlaskForce(IETF)
working groups,softwareandhardwarevendors researchnstitutesor otherorganisa-
tions. All MIBs anddefinedhierarchicalstructuresare embeddedn the ISO naming
tree [22]. The tree allows to addressa particularobject by its paththroughthe tree,
givenby numbersThis pathin its numericform is calledObjectldentification(OID).

2.2 CORBA Interface Descriptions

The CorBA informationmodel,thoughnot explicitly namedby thisterm,allows for a
class-basedescriptionof dataobjects,.e., theirinterfaceswith attributesandmethods
aregivenin a completelyobject-orientednanner The so-calledinterfaceDescription
LanguaggIDL) hasa syntaxwhich is stronglyrelatedto C++. A hierarchicalhaming
andscopingof definitionsis provided by nestednodules.

A CoRrsA IDL definitionis usuallytranslatednto (static) stubsandskeletonsof a
programminganguageby anIDL compiler During translationa uniqueandstandard-
isedidentification(type identifier) is generatecaindassignedo the CORBA interfaces
andtypes.Thisidentifieris usuallyobtainedirom a certainprefix, a pathdescriptionof
nestednodulesandinterfacesanda versionnumber Optionally, all of thesepartscan
be providedby theinterfacedesignepragma -keyword, seebelow). Togethemwith an
interfacerepository(IR) theseuniqueidentifiersallow for dynamiccalls of operations
(seeSect.3.2).



2.3 Translation of MIBs into IDL

To translateSNMP MIBs to CORBA IDLs, we have implementeda compiler [20]
which hasto copewith several aspectsWe do not describeall detailsof the trans-
formation, but only sketch the mostimportantfeatures.Like arny other compilerour
translatorhasto copewith issuedik e differentidentifiers,accessights,import/export
of identifiers,scopingrules,etc. However, we have to handlesomespecialcases:

— SNMP macrosarehard-codedn the compiler, sincethey only definesyntacticand
semanticstructure andanalysisof theMIB andcannotbe extended.

— In general SNMP objectdefinitionsaretranslatedo CorBA interfacesWe have
to distinguishthreecaseslf the entity is simply an SNMP variable,the generated
interfacegetsan attribute of the appropriatetype. If the objectbelongsto a group
(a SEQUENCIHBf SNMP objects),the group becomesan interfaceandthe mem-
bersbecomeattributes,just asif they wereordinarySNMP variableslf the object
belongsto a table,the table containsone specialentry objectwhich hasthe same
structureasa groupandis translatedik e agroup.

Additionally, IDL ID-pragmasaregeneratedy concatenatinghe singlenumbers
of theSNMPOID to allow for theeasymappingof CORBA objectsto SNMPObject
IDs andvice-versawithin the gatevay.

— Sinceit is only possibleto definea few restrictionson typesandrangesin IDL,
e.g.,themaximumnumberof elementswvithin a sequenceye have to drop mostof
this information.

— In orderto usetrapsandnotificationsof SNMP, we have definedappropriateyeneric
IDL interfacesTheinterfacesprovide pushandpull operationsimilarto the Cor-
BA EventServiceg[13]. However, themethodshave commonSNMPspecificparam-
eters(e.g.,communityname trap type, time ticks) anda genericparametenof the
IDL-type any which holdstrap-specifianformation.

— Parts of MIBs which cannotbe mappedto IDL areinsertedas commentse.g.,
objectdescriptionsr accessightsotherthanreadonly

Figure2 shavs somecapabilitiesof the MIB compilet

2.4 RelatedWork

The Joint Inter DomainManagemen{JIDM) working group of the OpenGroup (for-
merly X/Open) hasworked out a specificationfor the translationof the information
modelsof SNMP and OSI/TMN managemento CORBA [18]. We picked up some
ideasfrom this work but alsomadesomedifferentdesigndecisionsin mostcaseswve
droppedspecificationfrom the JIDM design,sincewe found themoverdonefor this
tool, e.g.,mappingof all ASN.1typesto CorBA (oneshouldkeepin mind thatJIDM
triesto cover both SNMP and OSI managementr mappingof complex SNMP con-
stantsto an operation(which mustbe implementedsomehav). Oneimportantaspect
is thatwe generatgragmalDs for SNMP OIDs to supportdynamicaccesso SNMP
variableshroughthe gatavay. Someimplementation®f the JIDM proposakxist, e.g.,
(7] [11].

Besidesthe JIDM approachthere exist several tools to translateASN.1 to other
languagesOne of themis the SampleNeufeld ASN.1 to C/C++ Compiler (SNACC,
[6]) andits derivatives,e.g.,for Java[9].



RFC1213-MIB DEFINITIONS ::= BEGIN j'#include "SNMPTypes.idl"
IMPORTS mgmt, ... FROM RFC1155-SMI T module RFC1213_MIB {
“DisplayString ::= OCTET STRING #pragma prefix "SNMP:"
typedef OctetString
system OBJECT IDENTIFIER DisplayString__ Type;
n={mib-21} i —
interface system {
sysDescr OBJECT-TYPE #pragma ID system "1.3.6.1.2.1.1"
SYNTAX DisplayString donly attribute
(SIZE (0..255)) — |~ A
- al DisplayString__Type sysDescr;
ACCESS read-only =] #pragma ID sysDescr "1.3.6.1.2.1.1.1"
o
STATUS mandatory = * STATUS: mandatory
DESCRIPTION o DESCRIPTION:
"A textual description ... "A textual description ...
printable ASCII characters." iﬁi’intable ASCII characters."
n={system1} |
a) Fragment of MIB-II b) IDL code generated from MIB-II
Fig. 2. Translationof SNMPMIB to CORBA IDL
3 Gateway

After describinghe“specificationtranslation”of a CORBA to SNMPgatavay, we now
discusghe“interactiontranslation”.

3.1 Communicationsin SNMP

In orderto make SNMP communicationgfficient, it wasoriginally built usingtheUser
DatagramProtocol(UDP) of the TCP/IPfamily. Sothe maincharactenof SNMP com-
municationsis that of an unreliable,asynchronousmessagéasedprotocol. SNMP
knows basicallyfive messageypes:setrequestgetrequestgetnext requestresponse,
andtrap. Besidessomegeneralinformationlike the SNMP versionnumber message
type, requestd, andauthorisatiorinformation,eachmessage&ontainsa list of name-
value pairs, a so-calledvariablebinding list. The namesarethe OIDs of SNMP vari-
ablesthevaluesoccuronly in setrequestandin getandgetnext responsesGetnext
requestareusedto traversethevariablesin theorderof the OID tree,especiallyin the
caseof tables,wherethe OID of the next variableis not a priori known. The defini-
tion of SNMPv2additionallyintroducedbulk transferg24] to minimisethe numberof
protocolmessages, e.g.,all valuesof atablemustbetransferred.

3.2 Communicationsin CORBA

While in SNMP there are strongerfacilities to define datatypes, especiallyto re-
strictthem,in CORBA communicationaremuchmorecomplex. Besidesasynchronous
(unreliable),synchronousand deferredsynchronougboth reliable) communications,
CoRBA hasto copewith mary otheraspectse.g.,encodingof operationcalls, or dif-
ferentparametesemantics.

However, the CORBA standard16] proposessomefacilities that are particularly
usefulin a bridging applicationlike our gatavay. The definition of the Dynamic In-
vocationInterface (DII) allows for a client to build up a requestduring runtime by



manuallypackingthe requesimessag@asan object,containingthe referenceof the ob-
ject to be called, the nameof the operation,andits parametersThe genericmethod
invoke of therequesbbjectreturnswith theresultsof the calledoperationwhich can
be unpacled by the client. The dynamicskeletoninterface (DSI) allows the sameon
thesenerside,theso-called'servant” [21]. With the DSI, objectdispatchings still left
to the CORBA objectadapter(OA), but operationdispatchings providedby the object
itself. The objectimplementsa methodinvoke whichis calledby the objectadapter
with passingarequesbbjectasa parameter

As partof the DIl specificationso-calledContext objectswereintroduced Context
objectsarealist of propertiedname+ stringvaluepairs)which allow to passadditional
informationwith therequesto thesenant,e.g.,abouttheclientervironment.They can
be seenas dynamic(named)parametergo the senant method,since normally only
staticparameterslefinedin the IDL specificatiorarepossible.

3.3 Mapping of CORBA Calls to SNMP Requests

Our gatevay [12] is currentlyimplementedby five different processesas shown in
Fig. 3. Sincewe mainly hadthe integrationof SNMP into CORBA in mind, the main
accesgointfor CorRBA applicationds the CorRBA Half-bridge (CB). Callson SNMP
objectsareperformedhroughthe Corea DIl andDSI. Besidegherequesparameters,
encodedn arequesbbject,acontect objectholdsthe SNMPagentspecificinformation
(agentcontext), i.e., host,port number communitystring etc.

Incomingrequestarepassedo the SNMP Half-bridge(SB) aftermappingthe IDL
attribute to the correspondingSNMP variableby extractingthe SNMP OID from the
CorsBA IR. Additional parameter$or thisrequestirethe unchangeégentcontect and
anewly obtainedSNMP requestontext object(invocationcontext) from the Gatavay
InformationCentre(GIC). Thisinvocationcontext is later usedto associatehe SNMP
responséo the CORBA requestlt mayalsobeusedto associaterrorsfor this particular
SNMPrequestetectedy the TrapDaemon(TD), e.g.,authenticatiorerrors.

TheSB actsasan SNMP entity in managerole andis responsibléor encodingand
decodingof SNMP messages,e., corversionfrom andto CORBA requestsandcom-
municationwith SNMP agentslf arequestefersto an SNMPtable,SB autonomously
performsa numberof getnext requestgor getbulk in SNMPv2)to traversethe table
andreturnsthewholetableat onceto the caller (by passingt throughthe CB).

The gatavay works asa protocol corverterand doesnot manageary information
aboutpotentialcommunicatiorpartnersj.e., SNMP agentsTo storeandprovide such
informationis the duty of a gatevay user who may delegatethis taskto a particular
serviceor repositorye.g.,our SCOT repository(Sect.4).

It is easily possibleto extendthe gatavay by additional SNMP MIBs, by simply
loadingtheminto the CorBA IR. No recompilationor even restartof the gatavay is
necessaryThe gatavay cancopewith different SNMP versionsin a transparentvay
for the client. In its multi threadedversion,the gatavay enablesconcurrentrequests
from CorRBA managerso SNMP managedbjects.
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3.4 Mapping of SNMP Traps

TheTD recevesary trapor notificationsentby anSNMPagentIf themessageontains
an SNMPv2inform notification,it sendsanappropriateconfirmationto the originator
Thenit forwardsthe messagéo the EventService(ES). The ES unpackshe message
andconstructanappropriatéCORBA objectwith thetraptypeinformationstoredin the
IR andforwardsthis objectto the GIC whereit mightbeusedto respondo anerroneous
client requestas describedabove. Additionally, the event objectis storedand canbe
requestedater (polled) by a CoRBA client. ESworks similar to a specialisedCORBA
event servicewhich providesforwarding of messages publisher/subscribemanner
andallows for the subscriptiorof additionalclients. CORBA managemrpplicationsmay
also register as event consumerswith the ES, similar to the standardCorBA event
service.Currently it only provides a pushinterface and untypedevents,but can be
easilyextendedby pull interfacesandtypedevents.

3.5 Implementation and a Client Example

The gatevay itself is implementedin C++, currently basedon ORBacus[17]. The
clients,however, canbe implementedn ary languagewhich is supportecoy CORBA
andwith ary inter-operablebroker which implementsthe Internetinter-ORB Proto-
col (IIOP). We give a shortexamplein Fig. 4: A contet objectis acquiredfrom the
ORB andthedynamicparametersirestored;arequesto geta MIB tableis madeand
afterwardstheresultcanbe unpacled.

Tablel shovs someperformanceneasurementsf our gatavay obtainedonasmall
network of PCs(200MHz Pentium,Suselinux 5.1) connectedy a sharedl0 MBit/s
EthernetAs onewould expect,involving the gatevay makesthe communicatiormuch
slower. Thefirst row shows the averagetime neededo completea call (request+ re-
sponse)ln thecaseof asinglevalueit is slowveddown by afactorof nearly41. Retriev-
ing an SNMPtablereduceghe overheadandthe gateavay is only slower by a factorof



)}.get the gateway reference somehow
org.omg.CORBA.Object gateway = ...

org.omg.CORBA.Context ctx = orb.get_default_context ();
org.omg.CORBA.Any somedata = orb.create_any();

somedata.insert_string ("1"); ctx.set_one_value ("Version", somedata);

somedata.insert_string ("130.83.14.64");
ctx.set_one_value ("ipaddress", somedata);

org.omg.CORBA.Request request

= gateway._request ("_get_ RFC1213_MIB__snmplInPkts");
request.ctx (ctx);
/I the result is always a table, even if it contains only one element
request.set_return_type (tableTagHelper.type());
request.invoke();
org.omg.CORBA.Any res = request.return_value();

tableTag result = tableTagHelper.extract (res);

Fig. 4. Fragmenof CorRBA-Java clientfor the gatavay.

3.75.However, the secondrow shaws the real time spentby a commandine version
of bothimplementationgusingsnmpget andsnmpwalk of the UCD SNMPimple-
mentation) Theresponséimeis muchbelon onesecondsoit is sufficientfor ahuman
user Only in a few casesof automatedasks,e.g., monitoring of valueswith a high
frequeng, it is notappropriateo usethe gatavay.

Table 1. Performanceneasurementsf requestsnadethroughthe gatevay (Timesin ms)

SingleVariable SNMP Table
GW SNMP |FactofGW SNMP Factor
Callonly|29.141mg/0.717mg40.64(61.497mg16.479msg3.73
Executiontime|94.0ms |38.0ms |2.474|264.0ms |59.0ms |4.475

3.6 RelatedWork

As for the MIB compiler, we wereinspiredby the ideasof the JIDM groupwhich re-
sultedin an OMG proposal[15]. It definesa large classhierarchyfor SNMP objects
andrelies on the extensionof mary CORBA servicessuchas namingservice,prop-
erty service etc.andprovidesa powerful framawvork. However, it alsointroducessome
overheade.g.,to finally accesen SNMPMIB variable JIDM introducegwo new ser
vices,a specialisedSNMP Naming Serviceanda specialised/SNMP ObjectInterface
RepositoryBoth specificationsarederivedfrom the standardCorRBA NamingService
andthe standardCoRrBA InterfaceRepository The COrRBA SNMP Namingserviceis
usedto build a naminghierarchystartingwith a virtual node,the SNMP-MIB-ROQT.
Beyondthis virtual node the particularhostsin the managemerdomainof a particular
gatavay eachhave their own subtregbasedonthe DNS hostnameor the IP addresof
the host).Within onesubtreethe differentMIBs which areaccessiblen a hostcanbe
found. The MIBs containthe SNMP variables groups,andtableswith their symbolic
SNMP namesTo find the correspondingNMP OID of an SNMP entity, the symbolic



namesare mappedo their SNMP OID by the SNMP ObjectInterfaceRepository To
retrieve the actualOID of an SNMP instance at first the Naming Servicehasto be
traversedto find the symbolic namevia the host subtree Thenthe SNMP Interface
Repositoryhasto mapthe symbolicnameto the SNMP OID. Both retrievals require
someinteractionshetweenthe gatavay andthe involved service We believe thatboth
mappingsareorthogonalandshouldnot be combined.n our approacttheretrieval of
the hostinformationis left to the client, which may alreadyhave this information.In
the next sectionwe introduceour genericrepositoryfor hostconfigurationinformation
whichis oneexamplehow clientscouldgainhostspecificinformationwhich might not
only be usedin the context of SNMP requestsAdditionally we usethe standardCoRr-
BA InterfaceRepositoryto mapsymbolicSNMP namesto SNMP OIDs andtherefore
avoid theintroductionof anew service.

[7] introducegproxy objects(shadav objects)for SNMP objectswithin its gatevay;,
i.e., cachesThis hasthe advantagehatsomegetrequestanbedirectly answeredy
thegatavaywithoutany SNMPcommunicationOntheotherhandit introducesacache
consisteng problem,especiallyif the SNMPresourcesareconcurrentlyaccesseérom
othermanagerdhanthe gatevay. The thesis[7] statesthat complex methodsto min-
imise (if notto avoid) consisteng problemswould benecessarput leavesthe solution
to this problemopen.

[4] summarise$wo otherdynamicapproacheso make SNMP resourceswvailable
throughCoRrBA. Both (GOM andLiaison) do not careaboutmakingthe exact SNMP
MIB specificationswvailableby translatingthe MIB to anIDL description.They only
provide accesso SNMP variablesby a genericmappingof stringsto variablenames.

4 Integration of SNMP and SCOT

In [1] we introducedour SystemConfigurationTool (SCOT). It provides an object
repositorybaseduponthe prototypeinstancemodel[10] which allows for value shar
ing amongobjects.Managedobjectsare describedwithin repositoryobjectsasa list
of slot objects.A slotis atuple S = (name,value, attributes). It cannotonly hold
valuesandreferencedo otherobjectsbut alsoalgorithms(Lisp functionsandlambda
expressionsinceit is implementedn Lisp) andthereforeis ableto computecomplex
objectrelationshipdasediponanembeddeabject-orientedjuerylanguageThemain
purposés to provide a specification-dieninformationmodelfor systemsandnetwork
managementAdministratorscandirectly specifythe administratve stateof managed
objectslin fact,they canevenconcentratentheinterestingeatureshey wantto model.
Every objectcansene asa prototypefor otherobjects,which extendor specialiséts
descriptionClassicainformationmodelsasin SNMP or OSI managemertiave alarge
overheadf operationaktatedescriptionsvhicharenotnecessarfor someadministra-
tive taskslik e configuratiormanagemensincethe repositoryis embeddednto a Lisp
platform, it is easyto definemanagemenpoliciesand constraintsasinvariantswhich
canbeautomaticallychecledby therepository

4.1 CoRBA Interface

SCOT originally provided only a very simple CORBA interfacewhich allowed to ac-
cessobjectsvia Lisp expressionsasstring parameterso a CORBA operation We have



extendedthe implementatiorof repositoryobjectsandslotsby makingthemdirectly
available as CorBA objectsthroughthe CorBA compliantILU package(Inter Lan-
guageUnification,[27]). Objectsandslotsnow canbedirectly accessely appropriate
operationggetandsetfunctions,method<go insert,delete etc.objectsandslots).Cor-
BA managemenrdpplicationsantherebyuseandmanipulateherepositorye.g.,to get
the contet information of a network elementfor SNMP accesghroughthe SNMP
CORBA gatavay (seeabove).

4.2 WebInterface

SCOT originally allowedto browsethe repositorythrougha Web interface. Therepos-
itory generatedHTML coderepresentinghe stateof the requestedbject. With the
CORBA extensionit becamepossibleto directly launchmanagemenapplicationsas
Java appletsfrom the objectspecificHTML pagesSuchapplicationscanbe common
utilities like an object editor for the administratve stateof the objectsor a generic
SNMPMIB browseror morededicatedpplicationdik e performancenonitoringtools,
eventbrowsers,or userinterfacesof otherCORBA managemenrdpplicationgseeSect.
5).

Edit Button Applet URL

CIRFCI213_MIE: ..
Eﬁﬁﬁ @ [Jsysterm: ..
File Edit | ¥iew Go Communicgfor Help

= = sysDesar Linug version 2.0,32 (root@lapa) (goc versi
< | 3 4 /N b
Back Fprward Reload  Hom Sea D sysObjectlD: 1.3.6.14.1.1575.1.5

)_:t' Boofmarks 4 Location: [ftp-/71ep3 /] D sysUpTime: 38801
Scot System [} sysContact: Gerd Aschemann
Confi{uration Tgol [ sysName: lap3

D sysLocation: Mobile LapTop

o [ ifTable: ..

0 [T interfaces: ...

Bt e s/ o [JatTable: ..

o [ ipMetToMediaTable: ..
o [JipRouteTable: ..

o ] ipAddrTable: ..

@ & :SHMP "SNMP Applet”
L] Loc "25/5"

[ ] HAME  "118"

[ ] ORG forafvs

B s ae a2

[4]

[»l

Fig.5. SCOT standartHTML pageandSNMP browserapplet

Figure 5 shavs an exampleof a repositoryobject and the launch points for two
differentappletsanda genericSNMP MIB browserasanexamplefor suchanapplet.
The browsercan be startedby clicking on the embeddedJRL in the :SNMP-slot of
the shawvn object. Suchappletsmustbe parameterisethy objectspecificvalues.The
parametersre,e.g.,its stringifiedinter-operableobjectreferencqlOR) or areference
to the objectin a name-serer, the available MIBs on the real resourcegtc. We have
implementedigenericCGl scriptto startsuchanparameterisedppletwith appropriate
HTML code.



4.3 RelatedWork

With thegrowing popularityof theWWW severalapproachesor theintegrationof Dis-
tributedManagemeninto Web-basediserinterfaceshave beenproposedseeappropri-
ateconferences.g.,NOMS andIM). Only few of themprovide a genericarchitecture
to cover or atleastintegratethe whole spectrumof managemernissues.

In generait canbesaidthattherearetwo directionsfor currentdevelopmentSome
approaches.g.,Web-basedEnterpriseManagemenfWBEM, [26]) andthe Java Man-
agemenAPI (JMAPI, [25]), try to introducecompletelynew modelsandservicearchi-
tecturesWBEM with the CommoninformationModel (CIM), andthe so-calledCIM
ObjectManager(CIMOM), JMAPI with the IMAPI ObjectModel, the so-calledAp-
pliances,and communicationdasedon the Java RemoteMethod Invocation(RMI).
Both architecturedry to integrateotherarchitecturesmostly SNMP by internalgate-
ways. Otherstry to provide a seamlessntegrationbetweerthe differentmanagement
worlds by a translationor gatevay approache.g.,Liaison[2] (seealsoSect.3), Inte-
gratedWeb-BasedvlanagemenArchitecture[8], or the Web-based'MN integration
proposedn [3]. Our architecturebelongsto the secondgroupandtriesto combinethe
establishedVebtechnologiedor simpletasksasbrowsingthroughresourcegandvisu-
alisationwith automatictranslationof protocolson a CorRBA basis.We try to rely on
HTML/HTTP asmuchaspossibleandonly useJava appletsf theHTML/HTTP-based
accesss not sufficient.

5 Future Work and Conclusions

We arecurrentlyinvestigatingheimplementatiorandintegrationof additionalservices
to provide an openintegratedplatform for the managemenof networks, distributed
systemsanddistributedapplicationsasrequiredin Sect.1 andoutlinedin Fig. 1.

Besidesthe currentlyimplementedrepository the Web interface,andthe CORBA
SNMP gatavay which is an examplefor managemengatavaysin generalwe arego-
ing to integratea servicefor managemengcripts[5] in the nearfuture. Othercompo-
nentswill be a COrRBA-basedagenton the managedesourcesanda stand-alonaiser
interface(Web-basediserinterfacingis sometimegoo restrictedfor somepurposes).
Besidesthesegenericcomponentsve are developingmore complex managemenap-
plicationslike a migrationtool for serviceswhich may rely on highly sophisticated
CoRrBA servicedike the ObjectTransactiorService[14].

We have presentedhe designandimplementatiorof an gatevay for the accesof
SNMPresourcedy CORBA managersit hasminimal overheadn comparisorto other
approachewvhile allowing dynamicaccesandruntimeextension.It canberun stand-
aloneto integrate SNMP with CORBA management-urthermore we have extended
our SCOT repositoryby a full CorBA interface.In combinationwith SCOT’s Web
interfaceandthe CorBA-basedSNMP gatavay this allows for the completeintegration
of SNMP managemeninto Web-basednanagemenivithout introducingcompletely
new protocolsandservices.
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