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1. Intr oduction

One of the main obstaclego the unification of smart-
cardusageis the specializationof applicationsand proto-
cols usedbetweenthe card and the terminals. Even with
Java cardsthis will not change sincethereis no standard-
ized way of exhibiting a smartcard interfaceto the out-
sideworld. Smartcardcommunicateby exchangingbyte
sequencesAPDUs, which areonly weakly structured.For
the easeof parsing thisis oftendoneby usingTLV encod-
ings,but in general eachcardtype definests own formats.

Traditionally, theseformatsarestandardizedby largein-
stitutional bodies. However, standardizatiorefforts suffer
from their high costandthe rapid changeof market needs.
Practicalinteroperabilitythereforecannotbe achieved by
standardizingardapplicationinterfaces.

Smartcardheaily dependon the ervironmentthey are
usedin. Sincethesesystemsare generallyequippedwith
more computingresourceshan smartcardsthe key to in-
teroperabilitycould lie within moresophisticatedgeneral-
ly applicabletechniqueghathelpto discover cardservices
andgrantaccesso them. Thesetechniqueshouldsupport
thefollowing issues:

— Spontaneousintegration of cards. Thereshouldbe
minimal effort requiredto make an existing system
work with new cards. Vice versa,it shouldbe easy
to setup a new systemusingexisting cards.

— Transparent usageof card sewices. The system
shouldnot have to careaboutary detailsregardingthe
communicatiorto the serviceghatreston the card.

— Remote access. Card servicesshould be available
within a distributed ervironment. For example, the
samecard,but differentservicescouldbeusedfor ter-
minallogin andaccountingohonecalls.

— Security. Only the legal owner of the card mustbe
ableto initiate the useof cardservices. Transactions
have to be authorizedy thecardowner.

This paper shortly describesthe JiniCard framewvork

which was developedto enablethe seamlessntegration
of smartcardsin distributed ervironments. We give an
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overview of the systemand discusssomesecurity issues
in more detail. The systems implementationis available
at[4].

2.The JiniCard Framework

In this section,we give a shortoverview of the system
designandshav how therequirementaretackled.A more
detaileddescriptionof the framework canbe foundin [5].
Securityissuesarediscussedn the next section.

2.1 DesignOverview

The JiniCard systemis comprisedof two major part-
s. Onepartconsistsof a componenthat directly controls
the card readey while the other part lies within the “net”.
Thecoreof thecardterminalcomponents the CardExplor
erManager (CEM). The taskof this componenis to man-
agethe exploration processof the card. The network part
supportsthe CEM by providing card and servicespecific
components.

Figurel shavsthecomponentsf thesystem.Thelower
layeroffersbasicoperationgo accesardreaderfunctions
remotely Its software partsandthe CEM are physically
locatedon the cardterminal. All othercomponentseside
onremotelocationsandarerequestedor codeobjectsonly
whenneeded.

2.2 Functional Description

The mainideaof the JiniCardframework is to keepall
functionality thatis requiredto interactwith a specificcard
serviceremotelyon the net. It is loadedonly whenthe
respectie cardis actuallyinsertedinto the reader There
needsto be a mappingbetweenthe card and the location
wherethe requiredcodecanbe found. This mappingis es-
tablishedn two steps.

In the first step,the CEM readsthe ATR (or multiple
ATRs, if the card issuesmore than one) of the card and
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Figure 1. Components of the JiniCard framework

compilesa (HTTP) requestwhich is sentto a sener at a
well-known addresse.g. wwwatr.net

This sener returnsa set of referenceso CardExplor
er (CE) objectswhich arelikely to be ableto handlethat
typeof smartcardsSincethe mappingis basedonthe ATR
stringsonly, it might not be possibleto reliably determine
the propercard explorer. However, this is resolhed in the
next explorationstep

In thesecondstep,all CEsareaskedto explorethesmart-
card. Thisresultsin a setof Servicelnfq(SI) objects.Each
S| object correspondgo a servicewhich resideson the
smartcarcandfor which a CE existswhich wasableto dis-
cover the service. A Sl object containsanotherreference
to a pieceof code,the respectie CardService(CS).A CS
objectis instantiatecat the cardreaderto manageaccesgo
the card residentpart of the service. Another object, the
ServicePoxy(SP),canbeobtainedhroughthe CS.SPsare
transferredo the serviceclientsto offer themaninterface
to the service. They communicatelirectly to their peerCS
objects.

2.3 Embeddingin a Jini Environment

Theimplementatiorof our framewvork makesuseof the
codeinstantiatiorfacilities offeredby Java. The classload-
ing mechanismsffer a corvenientmethodfor instantiating
objectsfrom (remotelyloaded)JAR files. The centralserv-
er at wwwatr.netkeepsa setof thesefiles, eachcontaining
theclassesieededy acardexplorer.

The CSsarealsostoredin JAR files andareinstantiated
througha specialclassloaderwhichimplementgurtherop-
timizationssuchascachingof alreadyknown cardservices.

Jini [7] comesinto play whencardservicesareto bean-
nouncedn a distributed ervironment. Jini offers methods
for clientsto look up whethemeededservicesareavailable
and also supportsmary of the administratve taskslinked
with the use of remote services(such as timeoutswhen
clientscrashor serviceshecomeunavailable).

The centralcomponentof Jini, the Lookup Service,is
usedto storeserviceproxy objectswhich implementinter-
facesto their respectie services. Clients sendqueriesto
the Lookup Service,askingfor proxieswhich implementa
certainserviceinterface.A suitableproxyis downloadedo
theclientwhich canusethis objectto establisha communi-
cationto theactualservice which resideson thesmartcard.

We assumehatthecardterminalhassuficientresources
to participatein a Jini federation. This requiresa rela-
tively large amountof computingand storagecapabilities.
But sinceJini is usedonly for the announcemenof card
services,the requirementsmposedon terminalscould be
wealenedin more static ervironmentswherecomponents
areequippedwith knowledgeabouteachother

However, we regardtheflexibility of dynamiccodeload-
ing ascrucialin achiering a high degreeof interoperability
betweerawide varietyof applicationsandsmartcardsThe
responsibilityof implementingserviceproxiesis shiftedto
theserviceimplementoravho gainfreedomin thedesignof
theirservices Anyway, theproblemof standardizedervice
interfacesremains,but on a muchhigherlevel, i.e. onthe
level of Javainterfaces.



2.4 Discussion

Theonly informationthatcanbereliably usedfor identi-
ficationof smartcard$ies within the ATR. We usethe ATR
to roughlydeterminevhich cardexplorerscouldbesuitable
for further investigationof the card. Sincecard explorers
arenot storedin the cardterminalitself but kept remotely
onthenetwork, it is easilypossibleto introducenew cards
by providing a new cardexplorer; no local interventionis
necessary

Transparentisageof cardservicess providedby service
proxies. All detailsof the protocolsusedby the smartcard
are encapsulatedvithin the proxy. From an applications
pointof view, the serviceis representetly a Java object.

Corventional smartcardservicesare designedto work
with asingleclient. Interleaving cardsessiongrenormally
not allowed. As with Java cards.this restrictionis easedo
somedegree.

Within our framework, it is possiblefor multiple clients
to downloadproxiesthattalk to a singlesmartcard.Prob-
lemsarisewhentheseproxiestry to talk to the cardconcur
rently. This happenswhena proxy initiatesa corversation
with somecardappletandsendsan APDU to the card,and
anothermroxy doesthe sameright afterwards. The cardis
thenlik ely to produceno meaningfulanswerijt is evenpos-
siblethatdatawill getlost.

To avoid this, we introducedthe possibility for proxies
to gainexclusive accesgo a smartcardby acquiringa lock.
The cardterminalguaranteethatno otherproxy’'s APDUs
aresentto thesmartcarduntil thelock is released.

A typical interactionwith a JavaCardis somevhat dif-
ferent. An appletis selectedthena sequencef APDUsis
exchanged.Sincethereis no (card-) global stateinforma-
tion storedwithin an applet,it posesno problemto dese-
lect an appletat ary time andreselectt againto continue
thecorversation.This enablesoncurrenusageof different
appletson a singlecard. To handlethis transparentlyo the
clients,thereexists a corveniencanethodnamedset Se-
| ect APDU in the Snar t Car d interfacewhich is usedto
definean APDU for re-selectinghe applet.

3 Secure RemoteSmartcard Access

In the previous sectionwe have outlinedanarchitecture
that allows a smartcardto offer servicesin a network by
meanof aproactve explorationmechanisninitiatedby the
cardterminal.ClientsaccesshesecardserviceghroughJi-
ni serviceproxiesthatusethebasicinterfacemethodsf the
cardterminalto communicatevith thecard-residenportion
of the service.The mostobvious problemwith suchanap-
proachis the secureaccesgrom remoteclientsto the card,
andthe problemof the card holder verification procedure
(CHV).

3.1 Card Holder Verification

In traditionalsmartcardscenarioseadersareattachedo
terminalswith which the cardholderperformsCHV to un-
lock the cardfor security-sensitie operations.This canbe
thePIN typedinto anATM, or the PIN enterednto aGSM
handseto activatethe network authenticatiorprocedure.

Theunderlyingassumptiomwith this approachs thatthe
communicationlink betweenthe pinpador keyboardand
thesmartcards secureandcannotbe eavesdroppear tam-
peredwith. For mostof the practicalapplicationscenarios
smartcardsare usedin, this assumptiorsoundsquite rea-
sonable.In the scenarioglescribedn our servicearchitec-
ture though,the link betweenthe client andthe smartcard
must potentially be consideredas untrustedand insecure,
andspecialprecautionhave to betaken.

3.2 End-to-End Security Approaches

The ultimatesolutionto this problemwould be to com-
pletely encrypt all information exchangedbetweenthe
client andthe smartcard.This would imply that the tradi-
tional ISO 7816interfacebasedon APDUs cannotbe used
anymoresinceit assumesinencryptedAPDUs exchanged
with the ervironment. Mechanismdik e secue messaging
[3] areonly suitableto encryptandauthenticat¢hedatapart
of APDUs, but not the classand instructionbytes. Tam-
peringwith headetinformationcanbedetectedy addinga
digital signatureof theheadedatato thebodyof anAPDU.
But not encryptingheadeiinformationleavesopportunities
for eavesdropperslIf the whole APDU is encryptedthen
the structureof the APDU becomesneaninglessSuchan
APDU couldonly beinterpretedafterdecryption.

In additionto sucha completelynew cardinterfacewe
would run into a key distribution problemin casewe use
symmetricalgorithmsfor encryption.Eitherthe proxy con-
tainsthe secretkey in its state,which could potentiallybe
obsenedin someruntimeervironmentandexploitedto de-
crypt future sessionsvith sucha smartcard A bettersolu-
tion would be to useprotocolssimilarto SSL/TLS[1] that
useasymmetrieencryptionto agreeon a sharedsessiorkey
betweeraclientandasener. We arein theproces®f inves-
tigating suchan approachby implementingthe sener-side
portionof the SSL protocolon asmartcard.

3.3 Secure SessiorManagementvia SSL

If we cannotrely on end-to-endsecureccommunication
with a smartcardve canrequirethe cardterminalitself to
be a secureplatform. In this casewe could, e.g.,require
arny communicatiorfrom a network clientto betransported
over SSL. This could be done, for instance,by tunneling
JaraRMI invocationson top of SSLfor which off-the-shelf



solutionsareavailable,e.g.[6]. As a first step,this would

offer encryptedcommunicatiorbetweerthe client andthe

cardterminal. Of coursewe musttrust the card terminal
notto compromisesuchanapproachCurrentpractice e.qg.

ATM machinesoperatewith the sametrust model. This

malkesus confidentto considerthis approachasfeasiblefor

mary applicationdomains. The main differencebetween
ATM machinesandPCsasterminalsis thatthe formerare
stronglyphysicallysecuredwhereaghe degreeof physical
protectionof PCsis notashigh.

Simplyencryptingcommunicatiorio thecardterminalis
not sufficient, though.It would helpto performa securere-
motecardholderverification,but leavesthe cardunlocked
for a certainperiodof time. If anintrudermanageso send
APDUs to the card via the terminal while the cardis un-
locked,the systemcouldbe compromised.

A solutionwould beto closelycoupleoperationghatre-
quire privilegedaccesdo the cardand SSL sessions.The
cardterminalthatoffersacceswvia SSL canuniquelyiden-
tify peersbasednthe symmetricsessiorkeys usedfor en-
crypting and authenticatinghe communication. When a
client performsa cardholderverificationthe cardterminal
recordsthe peersidentity. Furtherrequestdo this cardare
only allowedfrom the SSLcommunicatiorchannethathas
unlockedthe card. This effectively blocksany APDUs sent
from otherclientsuntil the cardis resetagainandlocked.
This is essentiallya variant of the semaphoreoperations
begi nMut ex/endMut ex methodsoffered by the termi-
nal.

4. Related Work

Closelyrelatedto our approactof smartcardntegration
is the OpenCard~ramavork [2]. Originally, OCFwasde-
signedto run within a singleJarza VM which would block
cardreadergo otherapplications.Also, it hasno support
for remotesmartcardaccess. The proxy conceptis used
to hide the protocolto the serviceimplementationon the
smartcard. Similar to our approachis the use of Card-
ServiceRctoryobjectswhich producelava objectsthrough
which cardresidentservicescanbe accessedAnyway, we
foundthe conceptinsufiicient.

OCF usesan “applicationdriven” paradigm. An appli-
cation,which runsin thesameJavzaVM asOCFitself, asks
for a particularcard serviceand waits until a cardimple-
mentingthatcardservicearrives. The cardremainspassve
and doesnot geta chanceto announcdts capabilitiesand
available services. To achiese this goal, a proactie para-
digm is neededjn which the cardis asked for its services
thatarethenmadeavailableto the ervironment.

AlthoughOCFdefinednterfacesandclassedor applica-
tion andcardmanagementhey arerealizedonly rudimen-
tary. In particular the mappingfrom servicedescriptiongo

serviceinstancess not defined.

OCF is a statically configuredframework, where all
availableservicesnustberegisteredn a configuratiorfile.
Thisisin oppositiorto therequiremenbf spontaneoummte-
grationthatwe identifiedasanimportantissuein smartcard
middleware.

5. Conclusion

We have motivatedthe needfor a standardwvay of ex-
hibiting asmartcardsinterfaceto theoutsideworld. Thisis-
sueis still notsolvedwith theadwentof Java cards because
the Java cardapproactdoesnot changethe basicmeansof
interactionwith smartcardspamelythroughAPDUs.

Smartcardslependntheirervironmentdo provide use-
ful servicesandarealsoinherentlyportableby theirhuman
owners.Giventhesecharacteristicsve have identifiedfour
key areaswhich needto be takeninto accountby middle-
warethataimsfor theinteroperabilityof smartcardsThese
are spontaneoutegrationinto ervironments transparent
usageof cardservicesremoteaccesgo cardservicesand
securitythat is effectively controllableand obsenable by
the card’s owner.

We have givena brief descriptionof the JiniCardframe-
work, which aimsat the seamleséntegrationof smartcard
servicesinto distributed ervironments. JiniCardrelieson
the dynamicdownload of codeto identify andinstantiate
the servicesthat are available on a smartcard.It provides
a well-definedplatform for the executionof card-eternal
partsof cardservices.

To achiere spontaneousntegration into ervironments
we choselini asthe underlyingmiddlevaretechnologybe-
causelini's objective expresslyis to provide simplemech-
anismswhich enabledevicesto plug togetherto form an
impromptucommunity

Ourapproachs easilyextensibleby uploadingnew card
explorersto awell known websenerandby providing card
serviceimplementations It alsohandlesmutual exclusion
of multiple clientsthattry to usea cardconcurrently The
independencef appletson Java cardsseemdo make arel-
atively transparenschedulingapproachpossible.

Accessingsmartcardgemotely posesnew security is-
sues.In particular the assumptiorthatthe communication
betweerclientsandcardserviceds secureno longerholds.
Communicationbetweenclientsin the net and smartcard
servicescan potentially be obsened (eavesdropping)and
even altered(tampering). Thereforeit is consideredorob-
lematicto completelyunlock a cardvia cardholderverifi-
cation. New approachefave to be investigatedo ensure
the securityof card-to-servicecommunication. One solu-
tion thatwe arecurrentlyinvestigatings to implementthe
sener-sideportionof the SSL protocolonasmartcardron



theterminalattachedo the smartcardeader This makesit
possibleto geographicallyseparate cardfromits client.
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