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Chapter 1

Moti vation

It is likely that therewill be a new paradigmin the field of computerapplicationin
thenearfuture. Thecurrentparadigmis thatworkstationsandsenersareconnectedo
local areanetworks (LANS), e.g. Ethernet.TheseL ANs canbuild wide areanetworks
(WANS) by interconnectinghem,e.g.the Internet.

Usingthatinfrastructuretheindustrycurrentlydefinesstandard$or connectingll
typesof appliancesnto thelnternet.Thisalsoincludeshouseholdppliancesike TVs,
refrigeratorsjawn sprinklers,vacuumcleanerslights, etc. Furtheron, it is imaginable
thatalsoclothesandevery productinsidearefrigeratomwill beconnectedo thelnternet
via smartlabels,atechnologythatis alreadyavailable.

However, only connectingtheseitemsto the Internetdoesnot provide arny ben-
efit. The addedvalue of the interconnectingriginatesif all the appliancesprovide
a well-definedapplicationprogrammingnterface (API). To reacha higherdegreeof
transpareng- thatmeandgo hide proprietaryprotocolsandfor easieradministratiorof
thoseappliances theappliances representetdy a servicein thenet. The servicepro-
videsalsoawell-definedAPI andcarriesoutthe communicatiorwith theappliance A
client,whichitselfis asoftwarecomponentcanusetheapplianceby usingthatservice
API. Sothe APl is aninterfacewhich canbe usedby differentfirms to communicate
in awell-definedmanner

Oneadwantagdor the useris thathe hasa higherdegreeof flexibility in operating
theappliance Theintrinsic valueis theinteractionbetweerdifferentservices Services
cancombinesomeotherservicego provide a new functionality, e.g. a storageservice
anda TV servicecanbe combinedto a VCR service. It could alsobe possiblethat
the TV servicedetectsa defectand automaticallycontactsthe manufcturerservice.
The manugcturerservicetheninstructsa robotin the storagehouséo get the right
sparepart. Scheduleserviceson both sidesnegotiatea datefor the installationof the
sparepart,andsoon. This alsomeansa reductionof the costsfor the maintenancef
appliances.

Suchservicesrequirea distributed communicationinfrastructure.A communica-
tion infrastructureactsasa middlevarebetweerthe operatingsystemandthe applica-
tion. Its taskis to provide servicediscovery andbrokerage similar to a marketplace,
wheremarketerandcustomercanmeetandtrade. The protocolusedin the market-
placeexampleis veryinformal. A customeicanexpressthewishto buy a TV in mary
differentwayswhich is understoody the marketer whereasa client anda servicein
the computerervironmentneeda well-definedprotocol of how to communicate.To
usethe TV servicementionedabove, thereis exactly onepossibleway to turn the TV



on or off by calling thecorrespondingnethods.

Jini, atechnologyfrom SunMicrosystemsis oneof severalapproacheto provide
a middlewarefor servicediscovery andbrokerage.A key conceptof Jini is the self-
healingability thatfits very goodin spontaneousetworks, whereappliancesappear
and disappeawithout notification, so that the self-healingability doesimplicitly the
cleanup of no longerusedresources.The biggestadvantageof the Jini technology
comparedo UniversalPlugandPlayis currentavailability. Therefore Jiniis a good
candidatdor theinfrastructureof thenew paradigm.

Clearly, security in particularuserauthenticatiorand authorization,is very im-
portantin an openserviceervironment. Every Jini servicecancurrently be usedby
aryonein the Internet.For example the ownerof the TV canusethe tvOff-methodof
the TV service,but anyoneelsein the Internet,especiallysomeonavho is malicious,
canusethis methodof the TV servicetoo, while the ownerof TV is watchingTV. It
would be possibleto preventthis by usinga firewall, but thenanotherproblemarose:
trying to programthe VCR serviceto recorda movie from an Internet-cafevould be
impossible.Using a firewall doesnotincludeauthorizationg.g. only the owner of the
TV shouldbeableto watchTV anytime, sothatauthorizatiormechanismareneeded.
His childrenmayberestrictedto watchTV only in theafternoon.

Thethesisis structuredasfollows:

Chapter2 is aboutsecurityconceptsn general. It explainsthe meaningof digi-
tal signaturessecurecommunicatiorand thereforealsointegrity, authenticatiorand
authorizationwhich areneededy this architecture.

A moredetaileddescriptionof JavaandJini, whichis avery promisingmiddlewvare
techniqueo interconnecall kind of applianceswill begivenin chapter3.

Chapter4 combinesthe aspectsecurityandJava. It introducesthe Java security
conceptsvhich areusedin this architecture.

Sincethedescriptiorof thearchitecturavhichis givenin chapte6 is very detailed,
a generaloverview is givenfirst in chapter5 which alsoincludesa casestudyon a
higherlevel, whereachapter8 providesa moredetailedcasestudy

Chapter7 explainshow the referencamplementatiorof this architecturas made
by implementingthe Java interfaceswhich describeghe architecture.

Finally, conclusionandfuturework, whicharerelatedto thearchitecturearegiven
in chapter.



Chapter 2

Security Concepts

This chaptergivesagenerabverview aboutsecurityconceptghatareusedthroughout
this thesis. They arenot Java or Jini specific. The mainfocusis on digital signatures,
sinceJava provideshbuilt-in supportfor digital signatures.The secondpartintroduces
the conceptof a securecommunicatiorchannel. Thereforeit alsotakesa look at in-
tegrity andconfidentiality At the endof this chapterauthenticatiorandauthorization
aredescribedn general.

2.1 Digital Signatures

The purposeof a digital signatureon ary kind of datais to verify the identity of the
personwho digitally signedthe codeandto verify theintegrity of the data.

A digital signatureof aninputa consistf two phasesin thefirst phaseheinput
a is transformedo b usinga securehashfunction, sincethe resultd is muchshorter
thantheinputa. In the secondphasea signingfunctionis appliedto theinputb using
a privatesigningkey ¢ andreturnsthe digital signatured of input a usingthe private
signingkey c.

d = signing function(hashcode(a), c)

The complementaryperationis the verificationof a digital signature.For that,a
verificationfunction takesthe digital signatured anda public verificationkey e that
correspondso the privatesigningkey ¢ andcalculatesan output f. Using the same
securehashfunction appliedon the input a returnsg. Now g and f are testedfor
equality

verified = equals(veri fication function(d, e), hashcode(a))

If the verificationsucceedsit hasbeenverified thatthe giveninput wasdigitally
signedby someonewho hasthe privatesigningkey correspondingo the public verifi-
cationkey if someassumptionsrehold:

e Thesecurehashfunctionis collisionfree: hash function(m) = hash function(m')

andm # m/' is extremelyhardto compute.Thatmeanst is extremelyhardto
find aninputm’ thatcorrespondso theoriginalinputm andbothhave thesame
hashcode.

¢ Theprivatesigningkey andthe public verificationkey mustfulfill two require-
ments.Givenoneof bothkeys, it mustbe extremelyhardto computethe other



Both keys andonly thesebotharecorrespondingsothatit is extremelyhardto
find anotherverificationkey thatcorrespond$o the signingkey andvice versa.

e Thesigningfunctionmustfulfill thesamerequirementsisthehashfunctionand
mustgeneratalifferentresultsfor differentsigningkeys. Therefore the signing
functioncanbe seemasa hashfunctionwith a parameterthe signingkey.

e The verificationfunction that usesthe public verificationkey hasto reproduce
the sameinput which was given to the signing function that usedthe private

signingkey.

Only if all theseassumptionsirefulfilled, the conclusionthatonly someonevho
hadknown the privatekey that correspondso the usedpublic verificationkey could
have signedthedata,is avalid conclusion And thatis the only interpretatiorwhichis
possiblein this model.

Theseare the theoreticalaspectof digital signing, but the expression“signing”
suggest®neapplicationof thatmathematicatheory:in reallife, adocumenis signed
by a persorwith his signature. The documenmatcheswith theinputandthe persons
hand-writtersignaturematcheswith the digital signature The privatekey corresponds
to theability of the personthatthe personandonly this personcansignthe document
with his hand-writtensignature . Theinterpretatiorof the public verificationkey is the
ability of ahandwritingauthenticatoto authenticate signatureasthe signatureof that
personwho signedit. Thisis only onekind of interpretationtherecould alsobe other
interpretations.

Thereremainsonevery importantfactto mention. This interpretatioronly works
if the personwho usesthe privatesigningkey is the only personwho knows the key.
In real life a signaturecanbe faked. But this canbe detectecby an expert, whereas
publishinga privatesigningkey enablessverybodyto digitally signan electronically
documenwithout the possibility to detectthis by anexpert.

Thus,signingcodeandthe verificationwith a public verificationkey only implies
thatsomeonevho hasthe correspondingprivatesigningkey signedthe codeandthat
thedatahasnotbeenaltered.Thatmeansit doesnotimply authenticityreferringto the
verificationof theidentity of someonealthoughit usedfor thatpurpose As described
above, it cannotbe usedfor thatpurpose.Authenticity canonly be achiezed by using
anindirection,but not on atechnicallevel, only on alogical level, sothata misuseis
still possible. This works by assigningtrust to the private signingkey, wherebytwo
circumstancearetrusted. Thefirst is thatthe owner of the privatekey takescarethat
no third party getsthe privatesigningkey andthatthe digital signingwith the private
signingkey impliesa semantidhatis the sameon bothsides.

All thefollowing aspectsoncernegal aspectsThe semanticwhichis usedmust
be uniqueandthereforehasto be written down legally binding. This couldbe a previ-
ouscontract,or a datastructureinsidethe code. Furthermorethe privatesigningkey
must be kept secret. For an uniqueassignmenbf the public verifying key with the
ownerof theprivatesigningkey, the public verifying key mustbe certifiedby a public
authority This couldbedoneby signingthe public signingkey with theprivatesigning
key of the public authority In generalanauthoritywhich signspublic keysis called
CertificateAuthority (CA). Thus,the public key of the CA mustbetrusted.Chainsof
trustcanbe built usingatreeof CAs. The public key of a CA hasto be signedby the
CA in the hierarchyabore. Thatmeangheremustbe aroot CA which hasto signits
own certificate. Therefore,its self-signedcertificateor the fingerprintof it hasto be



publishedby anothemedium,e.g. an“official” newspaper A fingerprintis ahuman
readablehashvalueof theinput, e.g.ahashvalueof a certificate.

2.2 Secure Communication Channels

A securechannels acommunicatiorchanneljn which datacannotbereador altered.
An exampleof aninsecurechannelis an Internetlink. Every routerhasaccesgo all
thedatathatheroutes.But it is possibleto secureaninsecurechannel.Confidentiality
andintegrity have to be achieved. Confidentialitymeanshatonly the senderandthe
trustedrecever canreadthe messageywhereasntegrity meanshatthereceverknows
thatthereceveddatais the sameasthe datasentby the sender

Confidentialityis typically achieved by using symmetricencryption. It is also
imaginableto useasymmetrieencryption but thisis 1000timesslower thansymmetric
encryption.A messagauthenticatiorcode(MAC) is theway to ensurethatintegrity
is achieved.

A mathematicaview on symmetricencryptionanddecryptionis:

e encryption:cipher = cryptofunction(data, secretkey)

e decryption:data = cryptofunction(cipher, secretkey)

The assumptionsrethat the secretkey is kept secreton both sides,whereashe
cryptofunctioncanbe public. Having the cipher, but not the secretkey, it mustbe ex-
tremelyhardto computethe original dataor the secretkey. It shouldalsobe extremely
hardto computethe secrekey if dataandcipheris known.

Oneapplicationof encryptionanddecryptionis theconfidentiaktransmissiomf ary
kind of dataover aninsecurechannel.If anattacler getsthe cipherfrom theinsecure
channelheis notableto recoverthe original informationwithoutthe secrekey which
is only known by partieswhich areentitled.

The MAC is computedby a hashfunction which is initialized with a secretkey.
Sincesenderandreceverknow the secrekey, bothareableto computethe MAC. The
recever cancomparehe computedandthe sentMAC.

Another problemis the replay of networks paclets. A network paclet which is
neitherreadnor alteredcanbereceivedby athird party. Then,this network paclketcan
bereplayedseveraltimesby thethird party. To preventreplays,ncreasingransaction
numberganbeused.Thatmeansthereplayof anetwork packethasanold transaction
numbemwhichis detectedby therecever.

2.3 Authentication

Authenticationrefersto the procesgo establishtrustthatanentity is real, e.g. the au-

thenticationof a contractis achiesed by the verificationof the signaturesin thecom-

puterervironment,authenticatiormeansto verify theidentity of an entity, on which

behalfcodeis executedamongotherthings. The entity could be a userthat entershis

usernameandhis passvord for the verificationprocesst is alsoimaginablethatthe

entity is a computermprogramor a device andthe verificationis doneby a challenge-
responserocedure.



2.4 Authorization

In general,authorizationis independentf the authenticatiorprocess.Authorization
meansto grantpermissiondo an entity. The permissionsanreferto ary restricted
resourcephysicalor logical, e.g.accessin@ printeror executingcode.In mostcases,
it is importantto know theidentity of theentity. For thatreasonauthorizatiomormally
builds on authentication.n this thesis,authorizatiormeansto grantan authenticated
entity permissiongo access restrictedphysicalor logical resource.
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Chapter 3

Jini Concepts

This chapterconsistsof two parts. The first andsmalleronetakesalook at the com-
puterlanguagelava which is usedby Jini. Building on that, Jini andits conceptsare
describedn the secondpart.

3.1 Java

A very shortoverview of Java is givenin this section,since Jini utilizes Java. Fur
furtherinformationon Javathereis very muchliteratureavailable.

3.1.1 History

Theverybeginningof thecomputedanguagelaszawasin 1991asSuns”"GreenTeam”
shouldanticipateandplanfor the next wave in computing.Their first conclusionwas
thatonetrendwould bethe corvergenceof digitally consumedevicesandcomputers.
Sothey triedto createtheinfrastructurdor ainteractive network. At thattimethecable
networkswerefocusedout it cameoutthattherewasno businessn thatfield. But they
foundanothercandidatethenewly popularinternet. Thefirst versionof Java cameout
in 1995andwasa revolution, becausét broughtmotioninto the staticinternet.Since
then,Java hasstormedthe computemarket.

3.1.2 Features

Java is a strongtyped objectorientedlanguage.The syntaxis closeto the notion of
C++, butthe conceptof thelanguagaliffersstrongly Themostimportantfeaturesare

e nopointerarithmetic

exceptionhandling

garbagecollection

platformindependentompiledbytecode

appletsrunnablein awww browser

dynamiccodeloadingovertheInternet

11



e network support
e threadsupport

e remotemethodinvocation

The absencef pointersandthe automaticgarbagecollectionmadeit possibleto
veryrapidly write down thecode.A very importantfeaturefor the Internetis thatJava
usescompiledbytecodesothattheappletscanrunin every browserthatsupportslaza
independenthof the underlayingoperatingsystem. The Java appletsor applications
will beexecutedn aJavaVirtual Machine(JVM) which canuseajustin time compiler
for afasterexecutionof the code.Onedisadwantageof usingbytecodss the execution
time. A native codeprogramis 20 timesfasterthana bytecodeprogram,but usinga
justin time compiler(JIT) speedsip theexecutiondramatically

3.2 Jini

This sectiononly providesa shortoverview aboutJini. The mainfocuswill be onthe
securityarchitecture.For a more detaileddescriptionmary booksare available. Jini
will only be introducedinsofar thatit is possibleto understandhe securityarchitec-
ture. As mentionedn the motivation, Jini is a middlewarefor servicediscovery and
lookup in a distributed ervironment. It is built on top of Java which is designedto
supportdistributedernvironmentsby usingremotemethodinvocation(RMI) andby us-
ing dynamicdownloadablecode.But Jini differsfrom thefirst paradignof distributed
systemsawvhichwill beintroducedn the next subsection.

3.2.1 ClassicalNetworking

The classicalapproachwasto make the network transparent.e. to hidethe nonlocal
effects,e.g. performancelateny andfailure mode. Therearegoodreasondor it. A
distributedsystemis muchmorecomplex thana local standaloneone. To design,to
implementandto testsucha systemis muchhardercomparedo alocal one.If all the
compleity canbereducedsothatadistributedsystemlookslike alocal one,no new
modelsarerequiredandeverythingcanbe donethe known way.

But it turnedout thatthis simplificationis an oversimplification.Performanceand
latengy areexamplesthatsimplificationcanalsobebad. In generaljt is notdecidable
if a network entity hasbeencrashedr if it is slow, whereasn the local casethis is
deterministic,e.g. thetime to access harddisk drive is given. Soit is decidableif
the harddisk works or hasbeencrashed Anotherimportantpointis thefailure mode.
In thelocal case the systemis corrector not, whereagartial failurescanoccurin the
distributedcase e.g. a multicastmessagés only receved by a few recevers,sothat
notall entitiessharethe samestate.Hiding thesefactscanleadto anundefinedstate.

3.2.2 Jini’ sParadigm

Jini introducesa new paradigmto the distributedworld. It providesthe marketplace
mentionedin the first chapter It is a middlewvarefor servicesand clients. They can
useJini andits conceptdo find eachotherandto communicatesynchronouslyand
asynchronouslyThebig benefitof Jini is thatservicescanspontaneousljoin or leave
the Jini communityandthe Jini conceptsdo the discovery andthe cleanup,e.g. the

12



VCR serviceuseghe TV serviceto shov amovie. If the VCR servicecrashesthe TV
servicecanreleasdheresourceshatthe VCR serviceused sothatanotherservicecan
usetheTV service.A Jini serviceis veryflexible, it cancommunicatavith a physical
deviceandprovidesits feature g.g.theTV. It canbeaservicewhichusestherservices
to provide a functionality, e.g. the VCR servicewhich usesthe TV serviceandthe
storageservice.Or it canbe a "standalone” service,e.g. which providesinformation
likethecurrenttime.

To achieve the given propertieslini hasfive key conceptsvhich will be explained
in moredetailin the next subsections:

e discovery

e |lookup

e leasing

e remoteevents

e transactions

The following subsectiongjive a very shortoverview aboutJini andits concept.
Someminor aspectareleft outwhich arenotrelevantfor this thesis.

3.2.3 Discovery

The discovery procedureis the bootstrappingprocessof the Jini infrastructure. It is
usedto find the lookup servicesthe core component®f every Jini community The
lookupservice whichis aregularJini service providesaccess$o theservicesn several
groupsin its community A Jini communityenfoldsthe subnethatis reachabldy an
IP broadcastThis restrictionis very useful,becausén the majority of casesonly local
servicesarerelevant, e.g. to usethe TV serviceat home,all the other TV services
in all the other householdslo not matter But Jini is not boundto this. A lookup
servicecanalso provide servicesfrom othercommunitiese.g. it is possibleto start
the VCR serviceat the office. A groupwhereads alogical restriction. Servicescan
bein multiple groupsandlookupservicescanprovide servicefrom severalgroups.A
specialgroupis the public groupwhichis somekind of a defaultgroup.

Therearethreedifferentwaysto discover alookup servicewhich aredrivenby the
serviceor aredrivenby thelookupservice:

e Whena serviceor an applicationstarts, they find the lookup servicein their
communityusinga multicastrequesprotocol(figure 3.1).

e Themuliticastannouncemerrotocolgoesanothemway. A lookup servicecan
announcets existenceby usingthatprotocol,shovnin figure 3.2.

¢ Theunicastdiscovery protocolis usedif a serviceor anapplicationknows the
addresof a lookup servicein advance(figure 3.3). Using thatinformation it
cancontactthelookupservicedirectly which canbein anothercommunity The
syntaxto specifythelookupserviceis quitesimple.lt isaURL containing i ni
asprotocolnameandahostnamavherethelookupserviceis running. The URL
canalsocontainaport, if not, the defaultlookupserviceport4160 is used.e.g.
jini://marzipan.icsi.berkeley.edu.
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Figure3.1: MulticastRequesProtocol

Example Code

First, a serviceor an applicationhasto instantiatea LookupDi scovery objectby
specifyingthegroupsthatit is interestedn:

LookupDi scovery di sco = new LookupDi scovery(groups);

Thenit registersa Di scover yLi st ener whichis only aninterfaceandneeds
animplementation:

di sco. addDi scoveryLi st ener (di scLi st ener);

If new lookup servicesarediscoveredor discardedhe correspondingnethodsof
theDi scover yLi st ener arecalled:

voi d di scarded(D scoveryEvent e);
voi d di scovered(Di scoveryEvent e);

TheDi scover yEvent containghelookupservices.

3.2.4 Lookup

Lookupis the processof retrieving a desiredservice. SinceJini is basedon services,
thisprocesss doneby aservicecalledthe LookupService.This servicehasto maintain
all the otherservices. That means,it hasto handleregistrationof new servicesand
requestdor services.Lookup servicesaremorepowerful thannormalnameservices.
They have to storeandretrieve serializedJasa objects,known asProxies. A request
canconsistof a ServicelD, a Javainterfaceto beimplementedy the proxy or a setof

attributes. TheJini packageprovidesaimplementatiorof a Lookup Service(LUS), but

it canbeimplementedy anyoneelse,sincethe LUS is justaninterfacedescription.
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Example Code

As showvn above, the discovery procesdinds the lookup servicesandcalls the appro-
priate Di scoveryLi st ener methods. Two things can be donewith the lookup
services:

e registeraservice

e searchfor aservice

To registeror to searcHor a service,acommunicatiorwith thelookup servicehas
to take place. The methodget Regi strars() of theDi scover yEvent returns
an array of Servi ceRegi strars. Servi ceRegi strar is aninterfacewhich
everylookup servicehatto implement,sothatdifferentimplementationdesideSun’s
implementatiorof thelookupservicenamedreggie arepossible.

Having alookupservice themethod

Servi ceRegi stration register(Serviceltemitem
| ong | easeDuration);

is calledto registera service. | easeDur at i on will be explainedin the next
section.Theserviceitself is locatedin the Ser vel t emobject.Its constructoiis:
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Figure3.4: ServiceRggistration

Servicelten(ServicelD servicel D, java.l ang. Obj ect service,
Entry[] attrSets)

The Ser vi cel Duniquelyidentifiesa servicein time andplace. If a servicereg-
istersitself thefirst time, it shouldstoreits informationpersistentlysothatit is ableto
registeritself on anotherlookup serviceor aftera crashwith the sameSer vi cel D.
This canbe usefulfor clientswho searchexactly the sameservice. It is alsopossible
for servicedo re-registerthemseles,e.g.if anewerversionof theserviceis available.
The third agumentof the constructoris anarrayof Ent r ys. Ent r ys areattributes
which describethe service,and canbe usedto searcha specificservice. A common
attribute which mostservicesshouldprovide is the place. In the TV serviceexample,
the TV in theliving room shouldbe usedby the VCR serviceandnotthe TV service
for theTV in thebedroomif the VCR serviceis startedn theliving room.

The secondand mostimportantargumentis ser vi ce which is declaredas an
oj ect . Thisis notthe serviceitself, but a proxy for that service. The proxy must
be a serializableobjectwhich the servicehasto specifythere(figure 3.4). The useof
a proxy is the key ideaof Jini. The proxy hasto implementa well-definedinterface
whichis known by theclient, e.g.the TV serviceinterfacewhich includesmethodgo
turnthe TV on or off or to choosethe AV source. If a copy of that serializedproxy
is downloadedby a client, the client canusethe proxy, becausédt knowstheinterface
which the proxy implements.Therearedifferentpossibilitiesto implementthe proxy.
In mostcasest is likely thatthe proxy contactsthe servicebackendvia RMI or ary
other protocol, calls the correspondingnethodsand returnsthe resultif the method
hasto returnone. Anotherpossibility is that the proxy implementsthe whole func-
tionality anddoesnot contactary otherentities.It canalsodirectly communicatevith
anappliance.Usingthattechniquethe problemsof not installeddriversareobsolete,
because¢he "implementationof thedriver” is hiddenby the proxy, sothataclientonly
hasto know theinterface.However, usingthecreatedSer vi cel t em theservicecan
registeritself onthelookupservice.

A servicecanalsobeaclientif it usesanotherservice e.g.the VCR serviceis such
aservicebecausét providesthefunctionalityof aVCR. Butit is alsoaclientbecause
it useswo otherservicestheTV serviceandthestorageservice.Theclientalsousesa
LookupDi scovery objectto getthelookupservicesBut aclienthasnotto register
aservice.lt hasto find a serviceusingthe

public java.lang. Obj ect | ookup(ServiceTenplate tnpl)
throws java.rm . Renpt eException

methodof the LookupDi scovery object(figure 3.5). For thatpurposeit hasto
createa Ser vi ceTenpl at e object.lts constructoiis:
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Entry[] attrSet Tenpl at es)

Servi cel DandEnt ry have alreadybeenintroduced.A client canspecifythe
desiredServicelDandthe attributesthatthe serviceamustprovide (figure 3.6). nul |
canbeusedaswildcard. Thesecondargumentser vi ceTypes isverypowerful. It is
possibleto specifywhich interfacesthe proxy shouldimplement.As mentionecabove
the interface definesthe protocol of how a client cancommunicatewith the service.
A client doesnot care aboutthe implementation. It only expresseghat it needsa
service,resp. its proxy that can”speak”the protocol,i.e. thatimplementsthe given
interface,e.g. a remotecontrol specifies,it needsa servicewhich "speaks”the TV
serviceprotocol. The lookup servicesthenreturnsa proxy which is ableto "speak”
this protocolif oneis available. Anotherimportantfeatureis thatthe proxy doesnot
have to implementit directly, it canalsobeimplementechsanextendednterface,e.qg.
the TV serviceprovidesa proxythatimplementshe TV serviceinterfaceversion2, but
the remotecontrol asksfor a proxy thatimplementsthe TV serviceinterfaceversion
1. If theversion2 interfaceextendsthe versionl interface thelookupservicegeturns
theversion2 proxy andthe remotecontrolusesonly a subsebf theversion2, i.e. the
versionl interfaceto communicatevith the service.-

Summarizingo publisha service:

e Raistrationof aDi scover yLi st ener thatwill beinvokedif alookupser
viceis found.

¢ Rgjistrationof aproxy on alookupserviceusingaSer vi ceRegi strati on
object.

Summarizingo find aservice:
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e Rayistrationof aDi scover yLi st ener thatwill beinvokedif alookupser
viceis found.

e Lookupof aproxyonalookupserviceusingaSer vi ceTenpl at e object.

3.2.5 Leasing

Leasingis the self-healingcapability of Jini that doesimplicitly the cleanupof no
longerusedresourcese.g. the TV servicestorescontet informationaboutthe VCR

service.This couldbe a GUI thatshows the statusof the VCR onthe TV screen.For
variousreasonsthe VCR servicecrashesand cannotreleasethe context information
whichis storedin the TV service.If thathappens few moretimes,the storageof the
TV servicewill be exhausted.The ideaof leasing,which preventssuchsituations,is

not to grantpermissiornto access resourceor a undefinedamountof time, but for a
explicit amountof time. If thereis no requesto renav the leaseuntil it expires,all

resourceshatareassignedo thatleasewill bereleasede.g.if theVCR servicecannot
renav its leasepecausé hasbeencrashedall the context informationwill becleared
by the TV serviceaftertheleasehasbeenexpired.

Anotherimportantscenariofor leasingis the useof mobile deviceswhich could
spontaneousljoin andleave Jini communities.And thatis exactly what Jini is built
for. A new servicecanspontaneousljoin the Jini communityby registeringitself on
alookup service. The lookup serviceitself usesleasingto keeptrack which services
arestill available. If the serviceis no longeravailablefor variousreasonsthe lookup
servicediscardgthe proxy. It is up to the servicehow to implementandhow to hand
out the leases.The leasehasto implementthe Lease interfacewhich only defines
methodsto cancelor to renev alease.Thelookup servicefor examplehandsout the
leasewviatheSer vi ceRegi strati onanditsget Lease() method.Therenaval
of leasess a standardaskwhich canbe doneby a LeaseRenewal Manager . A
clientonly hasto instantiatehe LeaseRenewal Manager usingtheleaseasoneof
the constructors arguments.

3.2.6 RemoteEvents

In general eventscanbe usedfor asynchronousommunication.For example,a user
interactswith a GUI asynchronouslylf the usersclicks on a button,aneventwill be
generatec&anddependingon theimplementationpneor morepartieswill be notified.
In thelocal case the eventsare orderedandthe notificationis guaranteedwhereasn

the remotecasea partial failure canoccur, i.e. afew eventsgetlost or the ordering
is not guaranteedThereare alsosomeotherproblemswhich canpartly be fixed but

only with loss of performance.Jini providesa very generickind of events,i.e. only

onetype that can be extended: Renpt eEvent . A client that needsnotification of

eventshasto implementthe Renot eEvent Li st ener interfacewhich only defines
thenoti fy() methodwhich the client hasto implement. Thenit hasto register
itself on the servicewhich returnsan Event Regi st r at i on objectwhich contains
the leasefor the notification amongother things. Every time an event occurs, the
noti fy() methodwill be called. For example,the VCR serviceregistersitself on

the TV serviceto benotifiedif the TV servicehasbeenshutdown.
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3.2.7 Transactions

Jini alsodefinesa two phaseprotocolfor transactionsA transactionis a collectionof
morethanoneactionthat arelogically performedatomic,i.e. all actionssucceecr
none.TheinterfaceTr ansact i on providesthemethodsabort () andcormmi t ()
thatmustbeimplementedy every clientthatperformson atransactionA centralized
transactiormanager a Jini transactiormanageiserviceis includedin the package
callstheabor t () methodif oneof theclientsfailed,or callsthecomi t () method
if all clientssucceeded.
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Chapter 4

Java Security

This approachs basedon the securityfeaturesof Java. Securityis a big issuein Java

becausét supportslynamicloadingof codeoverthelnternet. Thatmeanslavaapplets
which couldrunin aclient browser aredownloadedby a senerin the Internetwhich

could be malicious. ThereforeJava hasto provide securityfeatureso preventthatan

unknown appletexecutesmaliciouscode.

4.1 Security in older JDK Versions

With thefirst versionof Java (JDK1.0), Sunintroducedthe Sandboxmodel,in which
downloadedcodehasno accesdo ary securityrelevantresourcegfigure4.1). JDK1.1
extendedthe Sandboxmodel with the signing of code. A classfile andits digital
signaturewill be checled at client side. If the signerof the codeis trustedandthe
signaturecould be verified, the appletgetsthe samepermissiondik e a local class. If
the signerof the codeis not trustedor the signatureis not valid, the appletwill be
executedn the Sandboxfigure4.2).

Sandbox
Java
Application
Java
Applet

Figure4.1: SecurityModel JDK1.0
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Figure4.2: SecurityModel JDK1.1

Java Applet Java Applet
or Application

(URL, signers)

or Application
(URL, signers)

Figure4.3: SecurityModel JDK1.2

4.2 Securityin JDK1.2

JDK1.2introducedine grainedaccesgontrolto all securityrelevantresourceslt uses
Per i ssi on classesand subtypesof it to representherightsto accessa resource,
e.g. newFi |l ePerm ssion ("c:\config.sys", "read") representghe
permissiorto accesghefile c: \ confi g. sys for readingonly . Thesepermissions
canbe grantedon the basisof the codebaseby whom the codeis signedor without
ary restrictiongfigure4.3). Thatmeanghe Sandboxmodelandtheexplicit distinction
betweenlocal anddownloadedcodeis no longerneedecbecausehe functionality of
the older modelsis a subsetof the new one. A key storeis usedto storethe private
signingkeys andthe certificatedpublic verifying keys for digital signatures.To spec-
ify wherethe key storeis locatedandwhich permissionsare granted,a policy file is
usedwhich canbe an argumentto the JVM or referencedy the default securityset-
tings. Thepolicy file itselfis anASCII file which containghelocationof onekey store
andmultiple permissiongrantingentries. A simplified grammarfor thosepermission
grantingentriesis:

grant [codebase url] [signedby signers]{
{perm ssion}*
}
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Figure4.4: SecurityModel JDK1.3

The analysisof sucha policy file is doneby the JVM, sothatthe useronly hasto
specifythepolicy. Theprogrampol i cyt ool providesa GUI for simpleeditingof a
policy file. Certificatesandprivatesigningkeys arestoredin a key store.Anotherpro-
gramkeyt ool providescommandine accesgo the key store. A programmatically
accesss providedby instantiatinga Keyst or e objectthatallows signingobjectsand
verifying digital signaturesat runtime. The commandline programj ar si gner is
usedto signclassfiles insidea jar file. A jar file is anarchive which containsclasses
andotherfiles.

Theinternalpermissioncheckis very sophisticatedput alsotransparento the au-
thenticationarchitecturesothattheseinternaldetailsareskippedhere.

4.3 Security in JDK1.3 basedon JAAS

Grantingpermissionsn JDK1.2is basedon wherethe codeis from andwho signed
the code. Java Authenticationand AuthorizationService(JAAS) is a standardexten-
sionto the JDK1.3. JAAS extendsthe JDK1.2conceptby grantingpermissiondased
on which behalfthe codeis executed(figure 4.4). It alsocontainsmodulesto log on
theuser JAAS is basedon the PluggableAuthenticationModules(PAM) framework
which definesan API for applicationgo log on users.Thus,every applicationcanuse
thePAM framawork which canbe configuredby anadministratorConsequentlyPAM
is independentdf which applicationusesthe authenticatioomechanismsandconfigur
ing the authenticatiorpolicy canbe doneseparatelyNext, the conceptof JAAS will
bedescribednorein detail: SubjectsandPrincipals.

4.3.1 Subjectsand Principals

Subj ect sandPri nci pal sareusedto representhe identity of a userandits lo-
gin names.The distinctionbetweenSubj ect sandPri nci pal sis veryimportant
becausa reallife personcanhave differentlogin namesfor differentservices.That
meanghatareallife personhasa collectionof differentlogin namegfigure 4.5). In
thatmannerPr i ni ci pal isdefindedas:

public interface Principal{
String getNane();
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Thenameof thePri nci pal canbeinterpretedasalogin name.As mentioned
above, a Subj ect is acollectionof Pri ni ci pal swhich canalsoinclude private
and public credentials,e.g. public certificatesor Kerberostickets. Accordingly, a
Subj ect containsall thedatathata userneedso log on:

public final class Subject{
Set getPrincipals(){};
Set getPrivateCredential s(){};
Set get PublicCredential s(){};

The privateandpublic credentialcanbeany Jasza Obj ect andthereforethey are
nottyped. Credentialscanbe used but in mary situationsthey arenot neededfigure
4.5).

PAM demandghatthe login proceduras independenbf the authenticatiortech-
nology, i.e. whichauthenticatioms used.For thatpurpose,JAAS definesaLogi nCont ext
andalogi nModul e.

A Logi nModul e represent®neauthenticatiortechnology e.g. usernamepass-
word authenticatior{figure 4.5). Every authenticatiortechnologymustimplementthe
two phaseprotocolsimilar to the two phaseransactiorprotocolusedby Jini's Trans-
actionManager:

public interface Logi nModul ef
bool ean I ogin();
bool ean commit ();
bool ean abort ();
bool ean [ ogout ();

Theregularsequencés:

e executionof theauthenticationechnologyusingl ogi n()
e committheresultusingconmi t ()

e cleanupthe systemafterlogoutusingl ogout ()

Thissequenceanbeinterruptedatarny time,callingabort () . Callingabort ()
or | ogout () shouldclearall confidentialdatathatarecurrentlystored.On this ac-
count, all confidentialdatashouldbe storedin primitive datatypes,e.g. char[],
because¢hevaluesthey storecaneasilybeoverridden.

The central“transactionmanager’in this scenarids the Logi nCont ext . It co-
ordinatesthe login procedureby using multiple Logi nModul es andcalls their ap-
propriatemethods:

public class Logi nCont ext {
Logi nContext (String, CallbackHandl er){};
Subj ect get Subject(){};
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void login(){};
void |l ogout (){};

To performalogin sessionthefollowing stepshave to be executed:

instantiationof aLogi nCont ext

callingits| ogi n() method

if | ogi n() returnsget Subj ect () canbecalled

in theend! ogout () shouldbecalled

If aSubj ect hasbeenreturnedj.e. no exceptionwasthrown, e.g. the passverd
was wrong or the useris unknown, the authenticatiorhas beensucceededind the
Subj ect representtheauthenticatedser But afew topicsarestill unsettled Which
Logi nMbdul es areused? How doesthe Logi nModul e's interactwith the user?
And atleast,how is authorizatiorachiezed?

JAAS providesastackableauthenticatioriramenork. ThatmeansnultipleLogi nModul es
canbe specifiedin alogin policy file (figure 4.5). The grammarfor oneentry called
“name”in thepolicy file is:

nanme{
{package. Logi nMbdul e flag [options]}*
1

The nameis alsogivenasanargumentto the constructorof the Logi nCont ext
whichusest tolookuptheLogi nModul essin thelogin policy file. Multiple Logi nMbdul e
includingtheir packagenamecanbe specified A flag canbe

e REQUIRED - if theLogi nMbdul e fails, the overall login procedurefails and
theremainingLogi nModul eswill beprocessed,

e REQUISITE - if theLogi nModul e fails, the overalllogin procedureails and
theremainingLogi nModul eswill notbeprocessed

e SUFFICIENT- if theLogi nModul e succeedstheoveralllogin succeedsind
theremainingLogi nModul eswill notbeprocessed

e OPTIONAL - if theLogi nMbdul e succeedsr fails, theoveralllogin doesnot
dependdnit andtheremainingLogi nMbdul eswill beprocessed.

If oneof theprocesse®REQUIRED or REQUISITE moduledails, theoveralllogin
procedurefails. If noneof thosemodulesare specified,at leastone SUFFICIENT
or OPTIONAL mustsucceed. CombiningLogi nModul e‘s with thesefour flags:
very sophisticatedogin schemesan be built. (Note: if only one Logi nModul e
is specified,is doesnot matterwhich flag is used,but it is recommendedo usethe
REQUIRED flag becauséf thelist maybeextendedno securityhole canarise.)

Thelogin policy file canbe specifiedstaticallyin the Jasa securitysettingsor asa
commandine argumentto the Javainterpreter:

-Djava. security.auth.login.config=l ogin.config.file
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Next, the userinteractionwill be focused,e.g. promptingfor a usernameanda
password. JAAS usesthe callbackmodel. Thatmeansa Cal | backHandl er (fig-
ure 4.5) hasto be instantiatedvhich handl e() ‘s Cal | back's, instantiatedn the
Logi nModul e. TheCal | backHandl er isthesecondagumeniftheLogi nCont ext’s
constructor

TheCal | backHandl er definesonly onemethod:

public interface CallbackHandl er {
voi d handl e(Cal | back[] cal | backs)
}

Cal | back is an interfacewhich definesno methodsso that it is only usedas
marker and for type safety A Logi nMbdul e cancall the handl e() methodof
theCal | backHandl er with anarrayof Cal | back's which will be performedby
theCal | backHandl er . To build a usernamepasswerd authenticatiormodule,the
predefinedNanmeCal | back andPasswor dCal | back canbeused.

As mentionedabove, if theauthenticatiorproceduresucceedsa Subj ect will be
returned.ActionsthatneedauthorizatiormustimplementthePr i vi | egedAct i on
orPrivi | egedExcepti onAct i on interface depending@nthrowinganexception
is required. Theseinterfacesonly definethe Cbj ect . r un() method. To perform
thataction,thestaticmethodSubj ect . doAs() will beinvoked,with theSubj ect
andthePri vi | eged{ Excepti on} Acti on asamguments.ThedoAs() method
performsa lookup in an extendedpolicy file if the given Subj ect hasgot the per
mission,while it is executingther un() methodof thePri vi | egedAct i on. That
alsomeanghatall the codethatneedauthorizationmustbe putin the run() methodof
aPrivil egedActi on object.

grant [ Codebase url,]
[ Si gnedby si gners, ]
{Principal package.Prinicipallnpl nane,}*{
{permi ssion_entry}*

If multiplePr i nci pal sarespecifiedtheSubj ect mustcontainall thePr i nci pal s.
This policy file thatextendsthe JDK1.2policy file, canbe staticallystatedin the Java
securitysettingsor givenasa commandine argumentto the Java interpreter:

-Dj ava. security. auth. policy=auth.policy.file

4.3.2 Summary of the JAAS Concepts

A Subj ect representa user It containsPri nci pal swhich representshe users
login names.In an extendedpolicy file canbe specifiedwhich Pr i nci pal sauser
musthave atleast,sothata Per m ssi on canbegranted.

TogetaSubj ect ,aLogi nCont ext mustbeinstantiatedvith aCal | backHandl er
andthe nameof alogin policy which is specifiedin the login configurationfile. De-
pendingon thelogin policy, multiple Logi nMbdul e whichrepresentanauthentica-
tiontechniquewill beinvokedwhichin turninvokestheCal | backHandl er for user
interaction.If thelogin succeedsa Subj ect will becreatedptherwiseanexception
will bethrown.
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Figure4.5: JAAS ConceptsandClasses

To performanauthorizatecction,theSubj ect . doAs() hasto beinvokedwith
theSubj ect andthePri vi | eged{ Excepti on} Acti on. ThedoAs() method
callsther un() methodandcheckghepermissionsluringtheexecutionof ther un()
method.

4.4 SignedCodein Java

A commonproblemof dynamicallyloadedcodeis the unavarenessf the codedoes
whatit is expectedto do, especiallydoesnot performary maliciousactions,e.g. for-
mattingthe harddisk. For thatpurposelava useddigital signatureof code.

In this architecturetwo assumptioraremadeaboutsignedcode:

¢ thesignerof the codekeepsts privatesigningkey secret.

¢ thesemantioof signingcodeis thatthe signerguaranteethatusingcodesigned
by itself doesnotleadto ary disadantagedor theuser e.g. transmittingsecret
datawithout encryptionoverinsecurechanneldik e theInternet.

Theseassumptiongarealsomadeby Java for downloadedcode. This impliesthat
the userhasto trustthe signerandhasto verify the truthfulnessof the certificatethat
theuserutilizesto verify thedigital signatureof thecode.

It is upto bothparties how the usergetsthe certificatefrom theowner It is alsoup
to theuserif hetrustsa self-signedcertificate.In thatcase the certificateis only used
asacontainerfor the publickey. It is alsopossibleto askfor thatthe certificatehasto
besignedby atrustedCA.

Theseboth assumptionsbore doesnot overloadthe currentsemanticof signed
code. It is exactly the way Java intendssignedcodeto be interpreted: a negative
semanticthat sayswhat the codedoesnot do. It is not a positive semantic:thereis
no notion,whatthe codeis exactly doing. Thisfits perfectlyto thearchitecturewhere
the authenticatiorprocedures transparento the client. If authentications used,and
the usertruststhe signer the codeis expectedto do no maliciousactionswhich could
harmtheusersgnterests.
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Theuserhasto do two thingswhich he alsohasto do if heuseslJini serviceswith-
out authenticatiorbecauseainsignedcodefrom the Internetis in generalnot trustable.
He hasto setupthe JDK1.2-stylepolicy file andhasto grantappropriategpermissions
only to signedcodewhich is signedby a trustworthy entity. He also hasto put the
certificateinto the default Java key store. The default location of the key storeis
file:/userhone/. keystore. keyt ool is acommandine programfor that
purpose.

4.4.1 Example

Supposethefile j ohncert . cer containsa certificatefrom JohnSmith which the
userwantsto putinto thekey storeusingthealiasj ohn. First,hehasto make surethe
certificatecanbetrusted:

> keytool -printcert -file johncert.cer

keyt ool printsthefingerprintof thecertificateamongotherthingswhichtheuser
canvalidate.If thefingerprintis valid, he couldimportthe certificate:

> keytool -import -alias john -file johncert.cer

But beforea certificatecan be importedat client side, the certificateandthe as-
signedprivatesigningkey mustbe generatedt serviceside,alsousingthe command
line programkeyt ool :

> keytool -genkey -alias john -keypass 123456

The keypass amgumentspecifiesa passverd thatis only usedto checkthe in-
tegrity of the key store. If the programis started,a dialog asksfor someinformation,
like name,organizationgtc. It alsopromptsfor a passverd for the key. Whereaghis
passwerdis usedto encryptthe privatekey. If returnis pressedthe samepassvordlike
for the key storeintegrity is used. A usershouldbe very careful. If anattacler gets
theprivatekey andtheassociatedertificatehasbeenissuedby anpublic authority the
attacler cansign contractsnsteadof the authoriziatecuseror cando othermalicious
actions.

A policy file couldlook like:

keystore "file:/${user. hone}/.keystore", "JKS";

grant signedBy "john"{
perm ssion java.security. Al Permission "", "";

i

grant {
perm ssion java. net. Socket Perm ssion "*:1024-",
"connect, accept";

¥

In thisexamplethedefaultkey storeis used.Only codethatis signedbyj ohn,i.e.
it is the aliasfor the certificatein thekey store,is grantecthe Al | Per m ssi on. The
lastgrantingentryis specifiecbecaus@therwisethe classloaderusedby RMI cannot
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be instantiated.It is not insightful, why this grantentryis needed.Java coreclasses
needno permissionandif all classeswhich areused,would be signedby j ohn, the
lastgrantentryis still needed.

Usingsignedcodeasdescribedabore,the JVM detectsf thecodehasbeenaltered
during the transmission. It also detectsif an entity, who is not trustedregistersor
re-registersa serviceon thelookupservice.

4.5 Java Cryptography Architecture

TheJavaCryptographyArchitecture(JCA) providesseveralclassesvhichmalkeit pos-
sibleto encryptanddecryptJava objects. All the classeghatareneededor thatpur-
poseareintroducedn the next sections.The classesieededor encryptionareshovn
in figure4.6. Figure4.7 givesanoverview aboutall signaturerelevantclasses.

4.5.1 Cipher Object
Theencryptionanddecryptionis doneby the Cipherobjectin the JCA:

cl ass G pher{
static final C pher getlnstance(String, String){};
final void init(int, Key){}:
final byte[] doFinal (byte[]){};

In generalgvery objectin the Java CryptographyArchitectureis instantiatedsia a
factory Thatmeansa cryptographyprovider hasto be registeredwith the JVM. This
canbedonestaticallyin the Java securitysettingsor dynamically:

Security. addProvi der (provi der);

If aninstanceof a cryptographyclassis neededthe mostcommonway is to call
thestaticget | nst ance() methodwith the algorithmnameandthe provider name
asparametere.qg.

Ci pher cipher = Cipher.getlnstance('‘DES ', ‘‘SUNJCE );

The provider is optional. If noneis specified,the first provider in the provider
hierarchyis taken. The hierarchyis a priority list of providers,wherebyit is possible
to specifythe priority of eachprovider. The default behaiour is thata new provider
will beaddedo theendof thelist.

This architecturedoesnot dictateto usea specificprovider. It is recommendetb
usea non US cryptographyprovider outsidethe USA, because&ryptographyproducts
areexportrestricted. Algorithmsaresuggestedby thearchitecturelt is not obligatory
to specifythealgorithms they couldalsobe negotiatedduringruntime. But specifying
the algorithmsmalkesit is easierto switch to anotherprovider becausehe minimum
setof to be supportedalgorithmsis known.

Thesuggestiorior thealgorithmusedby the Cipherclassis DES,usingthedefault
valuesfor modeandpadding. The modespecifiesvariantsof the DES algorithm,e.g.
how the blocks are ordered. DES is a block orientatedalgorithm. That meansthat
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not thewholeinputis encryptedat once,but block by block. The default valueis the
ElectronicCodebookViode (ECB). Paddingmeanshow missingbits in the lastblock
arefilled. Thedefaultis PKCS5Rdding.

Thenext stepis to initialize the Cipherobject. Thereareseveralways,wherebythe
mostcommonway is to usetheinit() methodwith modeandsecrekey asparameters.
ModecanbeENCRYPT _MODE or DECRYPT_MODE. To encryptor decryptdatawhich
have to be a byte array the methoddoFinal()is calledwith the dataasargument. It
returnsthe transformedytearray

4.5.2 SealedObject

Handlingbytearraysis not very comfortablef objectsareused.For thatpurpose JCE
providesthe classSealedObiject:

cl ass Seal edObj ect inplenents Serializabl ef
Seal edQbj ect (Seri al i zabl e, G pher);
final Object getbject(Key);

Theconstructoexpectsaserializableobjects becausenly byte[] canbeencrypted
andainitialized G pher objectfor encryption. After instantiation the objectcanbe
transmittecconfidentialityoveraninsecurechannel.Ontheotherside,only themethod
get Obj ect () with thecommonsecretkey hasto be called. The Seal edObj ect
decryptsanddeserializeshe dataandreturnsthe original object.

4.5.3 KeyAgreement

C pher andSeal edObj ect provide a very simpleway to exchangelava objects
overaninsecurechannelith confidentiality

But one premiseis that both partiessharea commonsecretkey. Therefore,the
secrekey is veryoftenasessiorkey, it mustbeexchangedverasecureechannebr has
to encryptedasymmetrically A betterapproachs to usea key agreemenalgorithm.
Both sidesgenerate pair of privateandpublic keys for the key agreemenélgorithm.
They exchangetheir public keys and generatawith their own private key and public
key from the othersidethe samesecretkey.

cl ass KeyAgr eenent{
static final KeyAgreenent getlnstance(String, String){};
final void init(Key);
final Key doPhase(Key, bool ean);

The usagés straightforwarded. Firsttheget | nst ance() methodis calledto
getaninstancethenthemethodi ni t () is called,with the own privatekey. Depend-
ing onthealgorithmused,thedoPhase() methodis calledasoften,asthe protocol
requiresthebool ean valueindicatesf thelastphasehasto beperformed.
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4.5.4 KeyPairGenerator
To createthe key pair, theKeyPai r Gener at or is used:

abstract class KeyPairGenerator {
static KeyPairCenerator getlnstance(String, String);
void initialize(Al gorithmnParaneter Spec);
final KeyPair genKeyPair();

First,theinstancds createdby callingget | nst ance() , thenit hasto beinitial-
ized with someparametervhich the algorithmneedsandat leastthe key pair canbe
createdby calling genKeyPai r () . KeyPai r is only a containerclassthat stores
theprivateandpublic key.

4.5.5 Usageof the Diffie Hellman Key AgreementAlgorithm

As mentionedabove, thearchitecturesuggesta defaultalgorithm. The key agreement
algorithmsuggestioris the Diffie Hellmannkey agreemenalgorithm(DH) whichuses
Diffie Hellmankey pairs(DH). Theparameteraeededo generateéhekeys - exponent
andmodulus- arepregeneratedpublic andtakenfrom SunsDiffie Hellmanexample
program.DH is a onephaseprotocol,sothatthedoPhase() methodhasonly to be
calledoncewith true asargumentbecauséehefirst phasds thelastphase.
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Using DH preventspassve attaclersfrom decryptthe data. However, an active
attacler could starta manin the middle attackby creatingits own privateandpublic
keys, interceptghe public keys of both partiesandgivesthemhis public key.

Butthis couldeasilyprohibitedby usingthedigital signaturavhichwasintroduced
in chapterbefore. As mentionedabove, the serviceconsistsof two parts: the service
proxy andthe servicebaclkend. And the serviceproxy hasto make surethatthe com-
municationbetweenitself andthe baclendis confidentialandinteger. If the public
key of the servicebackendis digital signed the proxy candetectif therewasanactive
attacler, who alteredthe public key or exchangedt with its own. In theotherdirection
no digital signatureof the public key needed After the client verified the signatureof
the public key from the servicebaclend,heis ableto generatehe secretkey. Thenhe
transmitshis unsignedpublic key with alreadyencrypteddatato the servicebaclend.
If thereis anacticeattacler betweerboth, he cannotencryptthe data,becausée has
no notion aboutthe secretkey. The public key from serviceproxy is uselesdor it.
Manipulatingthe public key or the encrypteddatawould be detectedby the service
baclend. The only thing is thathe is ableto generatéhis own public key, encryptits
own dataandsendthatto the servicebackend. This situationis not dangerousvecause
thatis equivalentfor servicebaclendto the situationthat the regular serviceproxy
neverwantedto log on andtheattacler asksfor anormallog onthatis of course what
the servicebaclendis for.

4.5.6 SignedObject

It is very importantto notice the differencebetweenthe signing of static codeand

dynamicallydata. If the serviceproxy is digitally signedand containsa public key

that was generatedat runtime, the public key is not signed,only the codeis signed.
The explanationis very simple: the codewassigned,beforeit was executedthe first

time usingthej ar si gner commandine program. The public key was generated
afterwardsduring runtime. Soit hasto be signedexplicitly during runtime. There-
fore, the Java CryptographyArchitectureprovidesa Si gnedCbj ect thatis akinto

Seal edbj ect . Thedifferencds thataSeal edhj ect guaranteesonfidentialty
andaSi gnedObj ect guaranteestegrity:

final class SignedObject(
Si gnedOoj ect (Seri al i zabl e, PrivateKey, Signature){};
bool ean verify(PublicKey, Signature){};
bj ect get bject (){};

}

4.5.7 Signature

To signanobiject,it hasto bethefirstagumentof the constructor Theotherarguments
arethe private key andthe signing enginethat usesthe private key andthe signing
functionto computethe signature:

abstract class Signature{
static Signature getlnstance(String, String){};
i ni tSign(PrivateKey){};
i nitVerify(PublicKey){};
final int sign(byte[], int, int){};
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final boolean verify(byte[]){};

Thedeveloperonly hasto instantiatehe Si gnat ur e classanduseit asargument
to the constructorof Si gnedbj ect , resp.theveri fy() method.Thealgorithm
suggestions the SHA1wi t hDSA algorithm. Thatmeanshe SecureHashAlgorithm
thatfirst hasheghe input and Digital SignatureAlgorithm computeson it the digital
signature.

4.5.8 Keystore

j ar si gner ,thecommandine program,useshekey storeto retrieve thekey needed
for signingandthe JVM usesit to retrieve thekey for verifying. Thetool j ar si gner
andthe JVM useinternally the classKeyst or e to accesghe proprietarykey store
file. The samecanbe doneby a developer That meango sign andverify the public
DH key, no extra datais necessaryOnly the alreadygiveninfrastructurds used.

cl ass Keyst ore{
static Keystore getlnstance(String, String){};
final void |oad(lnputStream char[]){};
final Key getKey(String, char[]){};
final Certificate getCertificate(String);

Consequentlythe samedesignpatternis usedto getaninstanceof a Keyst or e
class,usingtheget | nst ance() methodwith key storetype andprovider asargu-
ments.The suggestions to usethe standardlava format JKS becausét is partof the
JDK distribution. To retrieve the key storedata,thefile hasto beloadedvial oad()
andan| nput st r eamthat readsthe file anda key storepassverd. This passverd
is only usedto checkthe integrity of the key store. If no passwerd is given,no check
will be performed.At servicebaclendside,the public DH key hasto be signed sothe
privatesigningkey hasto beretrievedfrom the key storevia theget Key() method,
whereasthe alias of the entry and a passverd for the key are the argumentsto that
method. The passvord for the key is requiredbecausehe key is storedpassverd en-
cryptedin the key store,therefore,to encryptthe key, the passverd is needed. On
serviceproxy sidetheCer t i f i cat e andtheincluding public verifying key haveto
beretrieved. Theget Certi fi cat e() methodonly needghealiasnameof theen-
try because certificateis publicandthereforedoesnotneedto betreatedconfidential.

459 MAC

The last cryptographyconceptthatis usedby the JCA, is the messagauthentication
code. It is importantto notice that encryptiondoesnot guaranteantegrity. It only
guaranteesonfidentiality If anactive attacler manipulateanencryptednessagé¢hat
containsa serializedJava object,it is notlikely thatthe resultis a valid classbecause
the attacler hasno notionaboutwhatis the resultof his manipulation.But it is much
morelikely that a valid classarisesafter deserilizationof the alteredencrypteddata
thanfinding the secretkey. For example,the attacler knows the position of a field
in the serializationstreamthat is encrypted. Only manipulatingthis location leads
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to a differentfield value. In a bankervironment,wherethe correctnes®f valuesis
crucial, integrity mustbe achieved. A simpleapproachwould be to signthe databut
thentwo problemsarose. First, asymmetricoperationsare very time consuming,so
this would penert the useof symmetricencryption. Anotherlack is thatthe service
baclend would also needto store certificates. Using messageuthenticationcodes
(MAC) solveshoth problems.They arecomputinghashvalueson the input usingthe
secretkey asparameterThatmeanst is a fastsymmetricoperationandthereforeno
extra certificatesare needed.In addition, the secretkey generatedor the symmetric
encryptioncanalsobe usedto computehe MAC.

cl ass Mac{
static final Mac getlnstance(String, String){};
final void init (Key);
final byte[] doFinal (byte[]);

As shavn mary times,theget | nst ance() methodseturnanew instanceof a
Mac object. Algorithm andprovider have to be specified.The suggestions to usethe
Hmac MD5 algorithm. Callingi ni t () with theexisting secretkey initializesthe Mac
object. doFi nal () computesandreturnsthe MAC asbyte array The input must
be a byte array too. In this situation,no wrapperclassexists, like Seal edbj ect
or Si gnedvj ect, soit is a goodideato develop sucha class. The benefitsof
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thosewrapperclassearethattheserializatioranddeserializatioprocesss transparent
andthatthey performthe computatiorandverificationautomatically The verification
hasto be doneby computingthe MAC on receverssideandcompareit to the MAC
attachedo themessage.

4.5.10 Summary

This summarygivesanoverview of all usedkeys andclasses.
Following keys areused:

privatesigningkeys, storedin the key storeat servicebackendside,usedto sign
staticcodeandthe dynamicallydata,createdalongwith the certificatewith the
commandine programkeyt ool atservicebaclendside,

self-signectertificatecontainingthe public verifying key, storedin thekey store
at client side, usedto verify signedcodeanddynamicallysigneddata,created
togethemwith thecommandine programkeyt ool atservicebaclendside,

privateDH key, createddynamicallyalongwith thepublic DH key onbothsides,
storedlocally, neededor creationof secretkey,

public DH key, createddynamicallyalongwith theprivateDH key onbothsides,
servicebaclendsignsit andputsit in the serviceproxy, serviceproxy sendsit
unsignedo theservicebaclend,

secertkey, createddynamicallyon both sideswith the own privateDH key and
theotherpublic DH key, usedto encryptanddecryptdatasymmetricallyandto
computea MAC.

Following classesf thej ava. security andj avax. crypt o packages
areused:

G pher , usedo encryptanddecryptdata,needshesecrekey for initialization;
inputandoutputarebytearrays,

Seal edbj ect , usedto encryptanddecryptlava objects needsa serializable
objectandaCi pher objectfor encryptionneedshesecrekey for decryption,

KeyAgr eenent , usedto computeasecrekey thatis only known by two parties
overaninsecurechannelneedgheown privateDH key andtheotherpublic DH

key,

KeyPai r Gener at or , usedto generate pair of public andprivatekeys, used
hereto generatehe privateandthe public DH key,

Si gnat ur e, usedto computeandto verify adigital signatureneedsheprivate
signingkey or thepublicverifying key for initialization, inputandoutputarebyte
arrays,

Si gnedbj ect , usedto sign and verify signatureson Java objects,needsa
serializableobject,theprivatesigningkey andaSi gnat ur e objectfor signing,
needgshe public verificationkey anda Signatureobjectfor verification,
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e Keyst or e, usedto storeandretrieve privatekeys andpublic certificategersis-
tently, needsanl nput St r eamandoptionalakey storepassverd for initializa-
tion, needsan aliasto retrieve public certificatesand privatekeys, whereadast
oneneedsa passverd obligatory usedhereto storethe privatesigningkey and
the public verifying key insidea certificate,

e Mac, usedto guaranteghe integrity of a messageneedsthe secretkey for ini-
tialization,usedhereto guarantee¢he integrity of theencryptediata.

35



Chapter 5

High Level Overview of the
Ar chitecture

This chaptemprovidesa high level overview of the architecturelt startswith the high-
lights, followedby the goals.Thenthearchitectureandtheir componentgareshavn in
the next two sections.

5.1 Highlights

¢ Built on standardff the shelf Jasa technology:JAAS 1.0,JDK 1.3,JINI 1.0.1,
JCE1.2.1,JavaCard2.0

e Transparento the Client: existing clientsdo not have to be modified

e Minimal overheacht senerside

e Pawerful Login Policiesallow flexible authenticatiorschemes

e Securitylnfrastructurebuilt asJini services

o Firstprototypeup andrunning,includessmartcardauthenticatior{Java Ring)

e Authorizationmechanism$JAAS 1.0+ Java SecurityArchitecture)

5.2 Goals

The systemwasdesignedvith thefollowing goalsin mind:
e ServiceAuthenticationandAuthorization
e Definition of differentLogin Policies

e ClientTranspareng

5.2.1 Sewice Authentication and Authorization

Every servicehasto authenticatendauthorizeeachclient request.The client hasto
male surethatit is runningonly signedcodefrom atrustedsource.
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5.2.2 Login Policies

A usershouldinteractaslittle aspossiblewith thelogin infrastructurethereforea sin-
gle signon approachs usedwhereappropriate Especiallyin the homeernvironment,
ausertypically doesnotwantto authenticatdimselfif heturnsonthelight.

The login policy shouldbe asflexible aspossible. Differentservicesin different
ernvironmentscan specify different policies to log on the user For example,a user
at homecanturn on the lights without authenticationjn his office he hasto entera
usernameandpasswverd andon the Internethe may have to authenticataisinga Jaza
Ring.

5.2.3 Client Transparency

Thesecurityinfrastructureshouldbetransparento theclientimplementationExisting
clientsdo not have to be changedn orderto usethe securityinfrastructure.The user
doesnothave to specifytheauthenticatioomethod this will bedeterminedhroughthe
login policy atruntimeby thesystem.

5.3 Architecture

Next, it is reportedhow thesegoalswereachieved. This architectureconsistof differ-
entJini serviceghatimplementthe securityinfrastructure.

5.3.1 Client

In orderto achiere clienttranspareng all securityrelatedfunctionalityis paclkedinto
theserviceproxy. Theclientusegshe publishednterfaceof theservice asif it werean
insecureservice.

5.3.2 Sewice Proxy and Sewice Backend

Upon servicediscovery, the client loadsthe appropriateserviceproxy from the Jini
lookup-servicahatin turncommunicatesvith theservicebaclend. To provide privacy
andto preventreplay we usesymmetricencryptionof thedata,messagauthentication
codeandadda transactiomumber The symmetricencryptionis achiesed usingthe
Diffie Hellman-Algorithm: the backendservicegenerateds public and privatekeys,
the privatekey remainsatthe baclendservice the publickey will betransferredo the
serviceproxy. After a proxy hasbeendownloadedby the client, the proxy generates
its own privateandpublic keys andwith its own privatekey andthe backends’public
key, it generateshe symmetricsecretsessionkey and sendsits public key backto
the baclend,sothatthe baclendcangeneratehe symmetricsecretkey which will be
storedin asessiordatabase.

Sincetheclientrunsonly signedandtrustedcode,andthecommunicatiorbetween
serviceproxy and servicebaclendis secureusing the mechanisndescribedabove,
privagy is achieved and replayingand changingof databetweenthe client and the
seneris prevented.
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5.4 The Componentsof the Security Infrastructur e

In thefollowing, it is describechow authenticatiorandauthorizationcanbe achieved
usingtheaboveinfrastructure.

1. Uponserviceinvocation,the servicebackendcontactsa Jini servicecalled Sub-
jectAuthenticatorService/hich returnsa Subjectobjectintroducedin JDK 1.3/
JAAS 1.0. It's up to the SubjectAuthenticatorServichpw to generatehe Sub-
ject. In thereferencamplementationye usedthe JAAS technologybecauset
is alreadyavailableandit is easilyextendibleto beusedin adistributedenviron-
ment.

2. The SubjectAuthenticatorServiggetsthe informationto which servicethe user
wantsto log onincludingthe numberof attemptgheuserhasperformedalready
With this informationthe SubjectAuthenticatorServiaontactshe login policy
databaset.oginPolicyDB. This canbea separatdINI serviceor canbe built-in
the ServiceAuthenticatorService.

3. The LoginPolicyDB returnsa LoginPolicy which specifiesa policy of how to
authenticatehe user Now the SubjectAuthenticatorServiantactsa Remote-
CallbackHandlewhich wasinstantiatedy the serviceproxy at client side. De-
pendingonthelogin policy, the RemoteCallbackHandl@anpromptfor auser
nameandpassverd, or initiate evenmorecomplex authenticatiorschemes.

4. TheRemoteCallbackHandlenaycontactJINI RingAuthenticationServicerhich
in turn contactsa JINI BlueDotServicedo run a challenge-responsgppleton a
JavaRing, for example.

5. After the RemoteCallbackHandldrasreceved the resultof the authentication
proceduretheinformationis sentbackto theSubjectAuthenticatorServigehich
contactsa userdatabaselJserDB,which againcanbe a JINI serviceor built-in
the SubjectAuthenticatorServicé. TheUserDBchecksf all thedatais correct
andreturnsthedataneededo build a Subject.Basedonthis datathe SubjectAu-
thenticatorServiceuilds the Subjectandreturnsit to the service.

6. The servicefinally storesthe subjectin its context information and returnsa
tokento the serviceproxy, to be usedby the client. This completeghe Authen-
ticationprocedure.

7. To performactionsthat needauthorizationthe servicerunsthe Subject.doAs()
methoddor theclient.
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Chapter 6

Ar chitecture

Chapter5 hasalreadyintroducedthe main conceptsof this architecture.This chapter
providesavery detailedlook at thearchitecture.

Both, interfacedescriptionand referencdmplementatiorof that architectureare
undera GNU public license. Everybodyis welcometo extendthis architectureand
may alsocontactthe authorsfor thatpurpose.

6.1 Approach

The approacthof this thesisis to shav how that securityarchitecturecan be built on
top of the existing Jini andJava ervironmentwithout changingit. Thethesisdoesnot
cover denialof serviceattacksor to securealookupservice e.g. hiding services.

It usesJava interfacesto describethe architecture. A referencemplementation,
whichis programedhgainstheinterfacedescriptionwill beexplainedin chapter7.

6.2 Definition of Authentication and Authorization in
the Jini Environment

Authenticationrandauthorizatiorhave alreadybeenintroducedn general.This section
additionallyexplainstheseterms,how they areusedin thethe Jini environment.

6.2.1 Authentication

Authenticatiorin theJini servicescenarianeanspn behalfof which entitytheservice
executescode. An entity could be areal life person,a serviceor an appliance.The
authenticatiorof areallife personis clear It canalsobe reasonabléo authenticate
serviceor anapplianceg.g. alight switch client only hasto authenticatetself to the
light servicebecausét doesnot matter who switchesthe light on or off. This does
not meanthat no authenticatioris required. Only a light switch in the sameroom,
wherethelight is, shouldbe ableto turnthelight on or off, sothe light switchhasto
authenticatétself asthelight switchin the sameroom.
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6.2.2 Authorization

Authorizationin this scenarids built on top of the authenticatiomprocess Authoriza-
tion meando grantanauthenticate@ntity only restrictedaccesso resourcesyhereby
resourceganbe physicaldevicesor logical permissionse.g. accesshe TV screeror

the permissiorto watchTV only weekday$etweerBpmto 5pm.

6.3 Generaloverview

Thegenerabverview coverstwo aspectsFirst, it introducegshemodulesvhichthear
chitectures built of. Secondit refersto thesectionswherethemodulesaredescribed
in detail. The overview usesthetop down approachwhereashe bottomup approach
is usedin thedetailedsection.

6.3.1 CommonJini schemes

The JoinManagedoesmostof the administrationwork for a service.The pendanfor
a clientis missing. Therefore the section6.4 provides classeghat doesthe admin-
istrative work for a client: finding a serviceandvalidatingif the serviceis still alive.
Theseclassesreindependenfrom the securityinfrastructureand canbe usedin all
Jini environments.

6.3.2 Client Transparency

Jini providesseveralwayshow a serviceinvocationcanbe done. The mostcommon
way is thata clientrequests serviceproxy from thelookup service.Sincethe service
proxy is a regular Jini objectandthe client knows at leastoneinterfacethat the ser

vice proxy implementsthe client could locally invoke methodson the serviceproxy.

Then,theserviceproxy contactgheservicebaclendusingRemoteMethodinvocation.
Clienttranspareng meanghatthereshouldbe no changeo existing clientswhich re-

guestserviceproxies.Thereforethesecurityinfrastructuranustbe putinto theservice
baclendandthe downloadableserviceproxy. Although no changes requiredat the
client, afew securitysettingshave to bedoneat client side, this is describedn section
6.5.

6.3.3 Sewice

Sincethe clientscontainno codeof thatarchitectureall of it hasto take placein the
serviceproxy andthe servicebaclend. The detaileddescriptionof both partscanbe
foundin section6.11. If the serviceproxy is calledthefirst time by the client, it has
to startthe authenticatiorprocess.Therefore the serviceproxy hasto communicate
with its servicebaclend. Sincethe communicatiorhasto be securein regardof con-
fidentiality andintegrity, a securecommunicatiorchannehasto be establishedMore
detailsof how a securecommunicatiorchannelcanbe achievedin this ervironment,
canbe foundin section6.6. In general,a serviceproxy hasto registeritself on its
servicebackendto establisha securecommunication.Theseclasseghat build on the
securecommunicatiorchannelcanbefoundin section6.7.
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6.3.4 Authentication

Summarizinghepresentacts:theclientsregularly callsmethodsontheserviceproxy,
the serviceproxy startsthe authenticatiorprocessy calling the servicebaclendona
securecommunicatiorchannel.

Now, the servicebackendcancontinuethe authenticatiorprocesdy invoking the
SubjectAuthenticatoservice. This is the centralservicewhich coordinateghe whole
authenticatiorprocessat servicebaclendside. The descriptionof that servicecanbe
foundin section6.10.3.

Login Policies

Sincesereralauthenticatiorschemesxist andclientscanstartthe authenticatiorpro-

cessin differentdomainswith differentlevel of trust, it is a goodway to specifya

policy of how to log on independenthof the service. Therefore the SubjectAuthen-
ticator serviceconsultsthe LoginPolicyDB servicewhich returnsa login policy, see
section6.10.1.

RemoteCallback

Dependingnthelogin policy, the SubjectAuthenticataservicecarriesouttheauthen-
tication. In mostcasesthe SubjectAuthenticataneedauserinteractione.g. prompting
for ausernameandpassverd. Therefore the serviceproxy hasalreadyinstalledare-
mote callbackhandleron client sidewhich is a regular Renot e object. More details
aboutthe remotecallbackhandlercanbe found in section6.9. The remotecallback
handlercan performdifferentauthenticatiorschemese.g. usernamepassverd dia-

log.

Java Ring Authentication

It is also possibleto perform an authenticatiorprocessusing a challenge-response
procedureon a Jasa Ring. Therefore the remotecallbackhandlerhasto invoke the
RingAuthenticatiorservicewhich itself usesthe BlueDot servicewhich in turn does
the communicatiorwith the Java Ring. Both servicesareregular Jini serviceswvhich
proxiesarerequestedby alookupservice.Theservicesaredescribednorein detailin
thesections.10.5and6.10.4.

Verification

In mostcasesthedatareturnedirom clientsidehasto beverified,e.g.thepassverd or
theresponseTherefore the SubjectAuthenticatoconsultsthe UserDB servicewhich
storegheseanformationsandreturnstheinformationwhich areneededo completethe
authenticatioprocessMore aboutthe UserDBservicein section6.10.2.

6.3.5 ExchangingData

The previoussectionanentionedhatservicesareinvokedandthatinformationarere-
turned.Thereforedifferentclassesreneededo exchangedata,e.g.User , Passwor d,
Logi nPol i cy andsoon. All theseclassesredescribedn section6.8.
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6.4 Common Classes

This sectionprovidessomeusefulinterfaceswvhich canbe usedin differentcontexts.

6.4.1 SewiceFinder

i nterface ServiceFinder extends Serializable, DiscoverylListener{
hj ect get Proxy();
}

is the mostimportantinterfacehere. A classthatimplementsthis interfaceis re-
sponsiblehatget Pr oxy() returnsavalid serviceproxy. If analreadyfoundservice
proxyis nolongervalid, e.g.theservicebackendis down, it hasto find anotherservice
proxy that matcheshe Ser vi ceTenpl at e which canbe given asan argumentto
theconstructorTo testif aproxy is valid, the proxy shouldimplement:

6.4.2 Pingable

i nterface Pingable extends Serializabl e
voi d ping();
}

sothatSer vi ceFi nder cando the checkby calling thepi ng() method. For
communicationwith the baclkend,the Renot ePi ngabl e interfaceshouldbe used.
If no proxy is available,anExcept i on shouldbethrown insteadof returningnul | .
Thesemantiof get Pr oxy() isthatit alwaysreturnavalid serviceproxy, otherwise
the client could not regularly continueits program,so an exceptionhandlingmustbe
started.

6.5 Client side

6.5.1 Transparency

Onegoalof thisarchitecturas transparengfor theclient. A few thingshaveto bedone
atclientside,but this doesnot affecttheclient code. Thatmeansanexisting client that
usesaninsecureservicewithout authenticatiorandauthorizatiorhasnot to be altered
to usea servicethatneedsauthenticatiorandauthorization.Both servicesmplement
the sameprotocol. Thatmeangheextrawork, which is neededo performthe authen-
tication procedurehasto be donecompletelyby the serviceandtheinfrastructurethat
is availableat serviceside.

The Jini conceptgrovide the fundamentalgo do this by splitting the serviceinto
the serviceproxy andthe servicebackend. The serviceproxy canbe seenasclient
codethatthe client doesnot know at compilationtime, andit is linked dynamically
duringruntime.Soevery actionneededt client sidecanbe putinto the serviceproxy,
becausét is executedby theclientin its thread(figure6.1).

6.5.2 SignedCode

A dangerousituationarisesif the client downloadsa maliciousserviceproxy. That
meanstheserviceproxiescontainamaliciouscode e.g. deletingfilesin theusershome
directory
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Independentlyof this securityarchitecture gvery time codeis downloadedi,it is
potentialmalicious. Therefore only signedcodefrom trustedsourcesshouldbe exe-
cuted.

Althoughthe client codedoesnot needto be changedthe userhasto addtrusted
certificatesto his key store. Then, he hasto edit the policy file thatonly codethatis
signedby trustedentitiescould be executed.

This hasalwaysto be doneindependentrom this architecturas usedor not, since
thedownloadof the serviceproxy is the problem.

6.5.3 Summary
Summarizinghefactsabouttheclient side:
¢ transparengfor theclientthatmeanso changeo existing clients
e editingthepolicy file: grantingonly signedandtrustedcodepermissions

¢ addingtrustedcertificatego thekey store

6.6 Secure Communication
6.6.1 Goals

First of all, the architecturaboalsfor implementingthe authenticatioomoduleshould
begiven,sothatthe securecommunicatiorcanbe describedvith thesegoalsin mind:

e anauthorof anew servicewhich useshatarchitectureshouldinteractaslessas
possiblewith theauthenticatioimodule,

o the communicatiorbetweenthe serviceproxy andthe servicebackend should
fulfill integrity andconfidentiality

6.6.2 Cryptography at Application Level

All thesefeaturesgexcludingtransactiomumbersareprovidedby the Java Cryptogra-
phy Extension(JCE).Currently all theencryptionis doneon applicationlevel, soit is

notabsolutelyjtransparento theservicej.e. aminimal setof methodshave to invoked

to dotheencryptionanddecryptionof thesentandreceveddata.ln the next versionof

this architectureall theencryptionwork will bedoneon socletlevel by implementing
anown SecureRMI SocletFactory i.e. no specialencryptionanddecryptionmethods
have to be called,sinceon soclet level all the datapassedhroughareencryptedand
decryptedmplicitly (figure6.2).
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6.6.3 LeasingContext Information

Beforetheinterfacesor thesecurecommunicatiorcanbeintroducedtwo dataobjects
have to beintroducedfirst. It is likely thatoneservicebackendsenesmorethanone
serviceproxy. Thatmeandn generalthe servicebaclendhasto sene multiple service
proxies.Thereforejt hasto storecontect information. In this architecturethe service
baclendhasat leastto storethe secretkey usedfor decryptionof incomingdataand
encryptionof outgoingdata,i.e. it usesimplicity memoryto storedata(figure 6.3).
TheJini philosophypretendshatany resourceshouldonly beleasedor awell-defined
amountof time. Serviceproxiesmay crashor the network goesdown, so that the
serviceproxy hasnot the chanceto logout andreleaseéts context information. It is
only a matterof time, when all the memoryis exhausted. Doing the right thing is
to leasethe context information. If the leaseexpires,the associatedesourcewill be
released.

Cookiesand Tokens

Thereforeanobjectis neededo identify theresourcdo the grantorandan objectthat
representshe right to accesghe resource.Thefirst is definedas cookieand canbe
public, whereaghe seconds definedastokenandmustbe keptsecret.Both concepts
arevery generakothey have acommonsuperinterface(figure 6.4):

i nterface Cooki eToken extends Serializabl ef
bool ean equal s( bj ect);
i nt hashCode();
String toString();
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All themethodsarealreadydefinedby every Java object,becausehe overall super
classis Qbj ect that providesthesethreemethods. They are explicitly specifiedto
marktheir specialmeaning.Objectsof thistype shouldbecomparablee.g.theclients
tokencanbe comparedo the referenceoken, they shouldimplementa collision free
hashcodefunction,sothatthey canefficiently mappede.g.the cookiecanbemapped
to the leasedresource.Thet oSt ri ng() methodshouldreturna humanreadable
representationCooki e andToken themselesdo not specifyarny further methods.
They areonly usedfor typesafety becaus¢hesemantids despiteof thesamenterface
different. Two instanceshouldbedifferentconcerningheequal () methodin space
andtime. The implementationof Cooki e and Token canbe the same,sinceboth
interfacesextendCooki eToken andprovide no furthermethods:

i nterface Cookie extends Cooki eToken{};
i nterface Token extends Cooki eToken{};

Thedifferences only madebecaus®f thedifferentsemanticA cookierepresents
aresourcewhereaghetokenrepresentsheright to usetheresource.

6.6.4 Cryptography at Socket Levelin Future

In thefirst versionof this architecturethe securecommunications handledatapplica-
tion level. In the next version this shouldbe doneat socletlevel, usingan own secure
RMI Soclet Factory All theconceptshavn in thefollowing canbe moveddirectly to

thislevel. The benefitis thetransparengof the securecommunicationln this version
it hasto bedoneexplicitly.

6.6.5 Secur Parametersand Return Values

Independentf who arethe entitieswhich communicatemethodshave to be called
remotely Thatmeansneentityis calling the methodandthe otherentity performsthe
executionof thatmethod.In thefollowing theentity who callsthemethodis definedas
secureclient. The entity who executeshe methodis calledsecureslot provider. The
namefor thefirst entityis clear theseconchasbeemamedhatway, becausén general
a servicehasto sene several clients,soit hasto storecontext information. They are
logically storedin a slot. If a clientis calling a method,the client hasto specifyin

which slot its context information can be found, whereasthe resultof an execution
doesnot needto specify a cookie on client side, becauset is a 1 : n relationship.
Thatmeanshe returnvalue of a securemethodinvocationis not thatcomplex asthe
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amgumentgivento thatmethod.First, it hasto bedefinedwhattheinterfaceof asecure
returnvalueis andthenwhattheinterfaceof a secureargumentis.

SealedMacObiject

i nterface Seal edMacObj ect extends Serializabl e
hj ect get Obj ect ( Secr et Key) ;

}

That meansa return value hasonly to return anotherJava objectby calling the
get Obj ect () methodwith asecrekey asargument.ThenameSeal edMacCbj ect
andthe useof a secretkey implies someaspectsywhattheimplementatioris expected
to do. The objecthasto be sealedthat meansguaranteeconfidentiality by the use
of symmetricencryptionandguaranteéntegrity by the useuseof aMAC. Boththings
haveto bedonetransparentlyAt instantiatiortime, Seal edMacObj ect hasto com-
putetheMA C andto sealthegivenobiject(figure6.5). Whereagiet Obj ect () hasto
implementthereverseoperationj.e. it hasto unseakhe objectandto verify the MAC
(figurereffig:unsealing)).If the verificationdoesnot succeedan exceptionhasto be
thrown. Thus,the semantioof Seal edMACOhj ect is closeto Seal edObj ect . In
addition,it providesintegrity.

SealedCookieMacObject

As mentionedabove, a parametehasalsoto includea cookie,sothatthe secureslot

provider canretrieve thecontext informationwith the cookie. Of coursetheparameter
hasto guaranteeonfidentialityandintegrity, too. Therefore,a secureparametehas
only to extendSeal edMACObj ect :

i nterface Seal edCooki eMacOhj ect extends Seal edMacObj ect {
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Cooki e get Cooki e();

andto returnthe associateookie.

6.6.6 SecurClient

Next, it will be describechow the securecommunicationcanbe encapsulatedysing
oneobjecton client and one on secureslot provider side. The namesfor thoseboth
objectsarestraightforwarded:Secur eCl i ent andSecur eS| ot Provi der . All
the following stepscanbe foundin figure 6.7. First, a look on the Secur eCl i ent
interface:

Interface Definition

public interface SecureC ient extends Serializable

public final static int FI RSTTRANSNUMB = O;

public final static String KEYAGREEALG = "DH';

public final static String SECRETALG = "DES";

public final static String MACALG = "HnacMD5";

public final static String KEYSTOREALG = "JKS";

public final static String KEYSTORENAME = ". keystore";
public final static String Sl GALG = " SHA1wi t hDSA";
public static final byte skipl024Modul usBytes[] = {...};

public static final Biglnteger skipl024Modul us =
new Bi gl nteger (1, ski pl024Modul usByt es);
public static final Biglnteger skiplO0O24Base =
Bi gl nt eger. val ueO (2);

public final static int ACTIVE = 0;
public final static int PASSIVE = 1;

Secr et Key get SecretKey();
Publ i cKey keyGenerati on(Publi cKey);

Seal edCooki eMacCbj ect seal Cbj ect (Seri al i zabl e) ;
bj ect unseal Ooj ect ( Seal edMacbj ect) ;

voi d set Cooki e( Cooki e);
voi d set Token( Token);

All the constantghat are mentionedabove, are definedhere. This includesthe
public parameter$or the DH algorithm: moduleandbaseoo.
Active and Passve Mode

Secur ed i ent shouldworkin differentmodes.Theregularmodeis active,because
the client calls methodsat the otherside, but it is alsoimaginablethat a oneto one
communicatiorshouldbe established.In that caseno secureslot provider is needed
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andoneof thetwo partieshave to be the passve part of the communicationwhereas
theotheroneis the active part.

Settingsin a 1:n Communication

If theSecur ed i ent isinstantiatedo securehecommunicatiorof aserviceproxy,
thekey generatiorcannotbedoneatinstantiatiortime, becausét is theonly instantia-
tion whichwould be availableby everyoneby regularly contactingthe lookupservice.
Not until theserviceproxy hasbeendeserializedby theclient,thekey generatiorcould
take place. It would be possiblethatthe servicebaclkendput its digital signedpublic
key for the DH key agreemeninto the serviceproxy. But thenit hasto re-register
the serviceproxy every time its signaturekeys hasbeenchanged.Therefore the most
generakaseis to exchangethe keys during runtimeof the serviceproxy at client side.
For thatreasorthekeyGener at i on() methodhasto usethe public DH key given
asarmgumentto performthe DH key agreementompletelyon its sideandhasto store
the secretkey. The createdown public DH key hasto be returnedasresult. After
the methodhasbeenexecuted the secureclient is readyto sealandunsealobjectsin
acticemode. Cookieand Token- thatthe client hasto specify sothatthe secureser
vice provider canretrieve the context informationand can ensurethat the client has
the right to accesshe context information- could not be set, until the leaserequest
hassucceededror thatreasorset Cooki e() andset Token() areprovidedto set
bothaftertheleaserequeshassucceeded.

Settingsin a 1:1 communication

The secondcaseis to usethe Secur eC i ent in an oneto one communication,
wherebythe secretkeys are alreadyknown on both sides,so that an implementation
canbeinstantiatedvith the secretkey andthemode. Thesecr et Key() canbere-
trievedby analreadyestablishedecurecommunicatiorusingtheget Secr et Key()
methodbutit is notrestrictedo that. Thereforejn thatcase¢hemethodkeyGener at i on() ,
set Cooki e() andset Token() arenotneededbecausén anoneto onecommu-
nicationno context informationarenecessary

Replay

Confidentialityandintegrity areguaranteetly Seal edMacbj ect andSeal edCooki eMacObj ect ,
but athird securityissuehasnotbeenexplainedin detail: replays.Replaysareanattack

thatdoesnot effect integrity and confidentiality Thatmeanshe datais not changed,

andthe context will notbe public readable An active attacler getsthe encrypteddata

on theinsecurechannelandreplaysit morethanonceto the recever. If the service

is idempotenttheremustnot be taken notion aboutthatfact. But if the serviceis not
idempotentsomethingbad canhappen.e.g. a credittransferwill be executedtwice,

sothat one party is aggrieved andthe other party thatis likely direct or indirect the

attacler, getsillegalanadwantage.

A problemthatis similarto this, is to deletesomemessagesntheinsecurechannel,
sothatonly someactionsaretaking placeandsomenot.

To preventthis, transactiomumbersmustbe used,so that a missingmessager
areplayedmessage&anbe recognized.The starttransactiomumberis definedasan
suggestionlik e the cryptographyalgorithms,in the interface. Therestill remainsone
securityhole with the transactiommumbers,a messagdrom an older sessioncanbe
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replayedandthe original could be deleted.To preventthis, the secretkey hasto bea
sessiorkey thatis valid for exactly onesessionn spaceandtime.

A moregenerabpproactwould beto specifyonly Key asargumentsothatasym-
metric operationswvould potentially be possible. Asymmetrickeys are normally not
usedassessiorkeys, becausasymmetricencryptionis very slov. Thatmeansn gen-
eral,asymmetricsessiorkey is themostreasonableecision.

TheSecur eC i ent hasto useFl RSTTRANSNUMB asfirst transactiomumber
so that the otherside knows what to expect. In active modethe secureclient hasto
increasethe numberafter an objecthasbeenunsealed.In passve mode,the secure
clienthasto increasahetransactiomumberaftersealinganobject.In bothmodesthe
transactiomumberhasto be checledright afterunsealingandan exceptionhasto be
thrown if they do notcorrespond.

In addition, the transactiomumberandthe token which mustbe sealedtogether
with thetokenneeda containerbject,becaus¢he sealingobjectsonly accepioneob-
jectto besealedFor thatreasonr ansact i onDat a andTokenDat a aredefined:

interface TransactionData extends Serializabl e
bj ect get vj ect ();
i nt getTransacti oNunber ();

}

i nterface TokenData extends Transacti onDat af{
Token get Token();

}

6.6.7 Secue Slot Provider

The securecounterparbf a secureclientis the secureslot provider which senessev-
eral secureclients. A commonsuperclassfor a secureand not secureslot provider
is Abst ract Sl ot Provi der which is explainednext. Thereare also somedata
containersvhich areneededyy the a slot provider.
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AbstractSlotProvider

i nterface Abstract Sl ot Provi der extends Landl ord{
bj ect get Dat a( Cooki e);
voi d set Dat a( Cooki e, nhject);

Every resourcehasto be leased,so Abst r act Sl ot Provi der hasto extend
Landl or d. Anotherinterfaceis alsoimaginablepecauséandlorddoesnotbelongto
thecoredini classesbut thefunctionalityof theLandl or d interfacefits, soextending
it, is agoodchoice.

GivenaCooki e, theget Dat a() methodreturngheassociate@bj ect ,whereas
theset Dat a() methodstoresanhj ect intheslotwhichisidentifiedby aCooki e.

SlotRes

But anobjectnot only hasto be storedin the slotandnot all of the datastoredin the
slot could be givento the client, sothattwo interfacesareneededvhich datais stored
for the clientandwhich extra datais neededo maintaintheslot:

interface Sl otRes extends Serializabl ef
Cooki e get Cooki e();
Lease get Lease();
Token get Token();

As mentionedabove, Cooki e andToken areneededy the secureclientto spec-
ify the slot andthe right to accesst. The secureclient also needsthe Lease for
cancelingor renaving it.

SlotData

interface Sl otData extends Sl ot Res{
bj ect getData();
voi d set Dat a( Obj ect) ;

| ong get Expiration();
voi d set Expiration(long);

i nt hashcode();

Theeffectivedatacanbeaccessetly get Dat a() andset Dat a() . Sinceevery
Lease expires,theexpirationdatehasto bestored.It is alsobe storedin theLease,
but thedatain theLeasecanbealtered sotheexpirationdatemanagemerntanbedone
by callingget Expi rati on() andset Expi rati on() for aslot. For reason®f
efficient storage,Sl ot Dat a shouldreturna collision free hashcodeby calling the
methodhashcode() .
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SecureSlotData

Thesebothdatastructuresarevery general For asecureslot provider, the Sl ot Dat a
interfacehasto be extendeda secondime:

i nterface SecureSl ot Data extends Sl ot Dat a{
Secr et Key get Secr et Key();
i nt getTransacti onNunber();
voi d set Transacti onNunber (int);

Consequentlythe extensionhandleshe storageof the secretkey andthe transac-
tion numberthatis neededor a securecommunication.

Interface definition
Onthatbasisthe secureslot provider canbeintroducedat last:

i nterface SecureSl ot Provi der extends Abstract Sl ot Provi der{
Publ i cKey get Publ i cKey();
Seal edMachj ect seal Obj ect (Cooki e, Seri al i zabl e);
bj ect unseal oj ect ( Seal edCooki eMacObj ect ) ;
oj ect unseal First(Cooki e, Seal edCooki eMacCbj ect);
Sl ot Res | easeSl ot (Publ i cKey, Seal edCooki eMacObj ect);
Seal edMachj ect | easeEncr ypt edSl ot (Publ i cKey,
Seal edCooki eMachj ect) ;

Sincea Secur eSl ot Provi der is normally usedin a servicebaclend, it has
to provide the public DH key which is neededor the key agreemenalgorithm. That
meangheSecur eS| ot Pr ovi der hasto createatinstantiatiortime the privateand
public DH key. The public DH key canberetrievedby callingget Publ i cKey() .

To sealanobiject,it hasto usethetransactiomumberandthe secrekey which can
befoundusingtheCooki e. Theserializableobject,whichis giventoseal Obj ect (),
hasto be sealedogethemwith thetransactiomumberwhich hasto be increasedfter
wards.

Vice versa:to unseala Seal edCooki eMacObj ect , which containsthe cookie
to getthe context information,unseal Obj ect () hasto be used. It hasto check
threefacts:

¢ thetransactiomumber
e thetoken
e expirationof thelease

If oneof the checksfail, an exceptionhasto be thrown. Otherwisethe unsealed
objecthasto bereturned.

To leaseaslot, theclientsendsaSeal edCooki eMachj ect , withoutacookie,
sincethe cookie doesnot exist yet. Sothe unseal Obj ect () methodwould fail.
Forthatreasorunseal Fi r st () getsthecookieof thenew createdslotanddoesnot
performary securitychecks.

Themostimportantmethodof thatinterfaceis| easeSl ot () . It hastodoseveral
things:

51



e completethe key generationwith the givenpublic DH key,

e storethesecretkey in theslot

e storethedatainsidethe Seal edCooki eMacObj ect in theslot
e generatatokenandstoreit in theslot

e generata cookieandstoreit in the slot

e generataleaseandstoreit in theslot

o storetheexpirationof theleasein theslot.

e returnthetoken,cookie,leaseasa Sl ot Res

A combinationof leasinga slot andthe encryptionof the returnedS| ot Res has
to bedoneby the method easeEncrypt edS| ot () .

6.6.8 Summary

Secured i ent andSecur eS| ot Provi der togetherprovide a securecommu-
nication over an insecurechannel. All the securitychecksand useddatastructures
aretransparento the tier which builds on this tier. Currently they only have to call
the methodsseal Obj ect () andunseal Qbj ect () . In the next versionof this
architecture,i.e. if all the securityis done on soclet level, seal Cbj ect () and
unseal oj ect () areimplicitly called,sothatthe securecommunicatioris totally
transparento thetier above.

6.7 Common Secuie Classes

Commonsecureclassegprovide a securecommunicatiorchanneland canbe usedin
multiple domains.They usethe Secur eC i ent andtheSecur eS| ot Pr ovi der
to establisha securecommunicatiorink.

6.7.1 Refreshable

The Java permissionsregrantedin a policy file which canbe alteredduringtherun-
time of a programthat readthe policy file at starttime. If the changesshouldtake
effect, theremustbe a possibility to updatethe stateby rereadingthe file or do an-
otherappropriateaction. Therefore aninterfacehasto beintroducedwhich providesa
methodthatcando theupdate:

interface Refreshabl e extends Serializabl e{
void refresh();

}

i nterface RenoteRefreshabl e ext ends Renot e{
voi d refresh(Seal edCooki eMacObj ect) ;
}
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Thefirst interfacecanbeimplementedy a serviceproxy or aregularlocal object,
whereaghe secondnterfaceis intendedto beimplementedby a servicebaclend. In
thatcasethe serviceproxy hasto do encryptionof the parameterandcallsthe service
baclendmethod.

Sincer ef resh() hasno parametersnul | hasto be usedasparameter It is
importantto do it that way, becausehereare mary things donetransparentlye.g.
sendingthe cookieandthetoken.

6.7.2 Register

Very often a serviceusesother servicesas client to performits task. To do so, the
clientshouldregisterandunrggisteritself, sothatthe servicecancreateor remove con-
text informationaboutthe client. In this architecturethe contet informationat least
consistof the secretkey, thetokenamongotherthings. The Jini philosophypretends
thatall resourceshouldbe leased. Context information are resourcesbecausehey
usememorywhich canbe exhaustedTo registerandunregisteronly two methodsare
needed:

i nterface Regi ster extends Serializabl e{
void register();
voi d unregister();

}

i nterface RenpteRegi ster extends Renote{
Seal edMacbj ect regi ster(PublicKey);
voi d unregi st er ( Seal edCooki eMac) ;

The first interfaceis intendedto be implementedby a serviceproxy. The two
methodshave to call the methodsof the secondinterfacethat hasto beimplemented
by aservicebaclkend.On proxy side,bothmethodshave no argumentssothey have to
retrieve theinformationby themselesto call theassociatednethodsof the backend.

ThePubl i cKey is thepublic DH key whichis neededy the servicebaclendto
completethe DH key agreemenalgorithm,thereforethe proxy hasto do the DH key
agreementirst. A publickey from andsignedby theservicebackendhasalreadybeen
putinto the proxy. Sincethe verificationof the signedcodeis doneby the JVM, only
thedynamicdatahasto be checledexplicitly.

SignedRegisterData

ThePubl i cKey andthe Donmai nName whichis usedto lookupthe public verifica-
tion key in thekey storearebundledin oneinterface:

interface SignedRegi sterData extends Serializabl e{
Domai nNane get Domai nNane() ;
Publ i cKey get Publ i cKey();

An implementatiorof it canbe putinto a Si gnedCbj ect which alsocontains
thesignatureof the Si gnedRegi st er Dat a.
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RegisterMethods

The proxy hasto call get Domai nNane() to retrieve the Domai nNane which it
usesasthealiasto lookupthe public verificationkey in the key store.This verification
key canbe usedto verify the signatureof the Si gnedRegi st er Dat a thatcanbe
storedtogetherin aSi gnedObj ect . Only if theverificationsucceedghepublic DH
key canbeusedto performthe DH key agreemenin the proxy, otherwiseanexception
shouldbethrown.

Theverificationhasto bedoneif r egi st er () hasbeencalledontheproxy. After
theverificationhasbeensucceededhe proxy generate#s own pair of the public and
private DH keys to performthe DH key agreemenat its side. Using its public key,
it hasto call ther egi st er () methodof the servicebaclkend. The servicebaclend
doesnot neecto performaintegrity check,becauseveryinterestegartyis allowedto
connecto the servicebackend.

Ther egi st er () methodonthis sidealsohasto dothe DH key agreementvith
the givenpublic DH key of the proxy andits own storedprivateDH key. The context
informationhasto be storedin a secureslot provider. The returnvalueof theleasing
requestanbereturneddirectlyto theclient. It isaSeal edMac(hj ect containinga
S| ot Res whichincludesthecookie,tokenandtheleasewhich areusedby the proxy,
to identify theslot, therightto accessheslotandto renav or canceltheleasewhereas
therenaving of leasexaneasilybedoneby aLeaseRenewal Manager .

Theunr egi st er () methodof the proxy only hasto call theunr egi st er ()
methodof the servicebaclendusingnul | asargument,sinceno argumentsare re-
quired,buttheunderlayingsealingtier is expectinganargument.Theunr egi st er ()
methodon backendsideshouldreleaseheresourcehatstoreghecontext information.
If the serviceproxy doesnot, or maybecouldnotcall unr egi st er () , this hasto be
doneimplicitly if theleaseexpires. Thatmeanscalling theunr egi st er () method
andtheexpirationof theassociateteaseareequivalent.

6.8 Objectsfor Authentication

This sectiondescribeshe objectswhich have to beexchangedetweerclient sideand
servicesideto exchangeauthenticatiordata.

6.8.1 User

Thegoalis to log onauser Thatmeanghe userhasto be definedby aninterface:

interface User extends Serializabl e{
bool ean equal s (Object);
i nt hashcode();
String toString();

Therefore,a User hasthe sameinterfacedefinition like a Cooki eToken, but
anothersemantids associatedTheequal s() methodis usedto comparegwo users.
Only if the otherobjectrepresentshe sameuser equal s() hasto returntrue, oth-
erwisefalse.For anefficient storageof usershashcode() shouldreturnacollision
free hashcode. Thet oSt ri ng() methodshouldonly be usedfor a humanread-
ablerepresentationf theobject. All comparisonshouldbedonevia equal s() and
hashcode() .
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6.8.2 Password

A commonlogin procedureis to usea usernamepasswerd dialog. Therefore,the
passwerd hasto be modeledusinganinterface too:

i nterface Password extends Serializabl e
bool ean equal s (bject);
i nt hashcode();
String toString();
voi d cl ear Password();
char[] getPassword();

The first threemethods:equal s() , hashcode() andt oStri ng() haveto
beimplementedhe sameway describedabove. Sincea passverdis very sensitve, the
representatiom thememoryshouldbe clearedby callingcl ear Passwor d() .

Currently the methodget Passwor d() is only provided to supportthe JAAS
Passwor dCal | back class.Thenext versionshoulduseanown Passwor dCal | back,
sothatget Passwor d() is neededholonger Therole of get Passwor d() isto
returnthe password as a char array representationwhich is alsothe recommended
implementationbecausét is very simpleto cleara chararray

6.8.3 Challenge-Response

Anothercommonlogin procedurds to usea challenge-respong@ocedure Therefore
thechallengeandtheresponséasto beintroducedasinterfacedefinition:

i nterface Chall enge extends Serializabl e{
bool ean equal s (Object);
i nt hashcode();
String toString();
byte[] toByteArray();
}

i nterface Response extends Serializabl e{
bool ean equal s (Object);
i nt hashcode();
String toString();
byte[] toByteArray();

The methodsequal s() , hashcode() andtoStri ng() have to beimple-
mentedasUser suggestdt.

The methodt 0Byt eArray() hasto returnthe byte arrayrepresentationf the
Chal | enge or theresponse This methodis neededdy the Java Card Api thatonly
allows to exchangebyt e[ ] . That meansexecutinga challenge-responggrocedure
on aJava Cardenableddevice demandghe Chal | enge in byte arrayrepresentation
andtheresponséasto beretrievedfrom abytearray
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6.8.4 DomainName

Assumingthat one Java Card enableddevice shouldbe usedin differentdomains,
wherebyevery domainrequiresanothervariantof the challenge-responggrocedure,
the domainsandthereforethe differentchallenge-respong@oceduredave to be dis-
tinguished.This leadsto thefollowing interface:

i nterface Donmi nName extends Serializabl e
bool ean equal s (Object);
i nt hashcode();
String toString();
byte[] toByteArray();

Thesemantiof all four methodss thesameasexplainedabove. Notice: Donmai nNane
doesnotdealwith DNS or othernamingschemesilt only is therepresentatioof differ-
entlogin domains.t is upto everydomainto chooséts Donai nNamne representation.
Thestringrepresentationf the Domai nNane is alsousedto determinghealiasname
onclientsideto retrievetheassociatedertificateandthepublicverifying key in it. Two
otherusesof the Dormai nNane will beshown lateron.

6.8.5 DefaultUser

This concepis very crucialto thearchitecture Oneaspecto determinedifferentlogin
schemesandependon wherethe client is executed. A possibleprocedurecould be
to usethe IP numbersof the client host. In general,it is not a gooddecisionto use
IP numberdor the purposeof authenticationbecause¢hereexistsseveralwaysto fake
the P number

Therefore,the conceptof a default useris utilized, which provides this feature
amongotherthings,without extendingthe architecturewith a new concept.A default
userdoesnotrepresenareallife personput thelocationfrom wheretheuserdog in.

Example

At first, default usersoundsa bit confusing,because client hostis meantandnot a
user asthe namesuggestsBut default useris not only usedto determinethelocation,
whereauserwantsto log on. It is alsousedthata usercanlog on anorymously sothat
no authenticatioris neededThis alsosoundslittle bit confusing but anexamplecan
easilymotivatetheuse:the TV servicein achild’sbedroomgcanbeturnedon between
2pm and 5pm without ary authenticatiorif the remotecontrol in this roomis used.
After 5pmonly personswho have the permissionto watch TV, e.g. the parentsare
allowedto usethe TV service. In the last caseauthenticatioris needed.Thatmeans
betweer2pmand5pmthe remotecontrollogs on asa default userto the TV service.
That meansthe TV servicedoesnot know, who is watching TV, it only knows that
someonas watching TV, who usedthe remotecontrolin the child’s bedroom. That
meangheremotecontrolis the default, becauseo otheruserinformationis needed.

Responselime

Anotherbenefitcanbetheresponsdime. For everylog onrequesa sessiorkey hasto
be generatedhatcurrentlytakes3 secondsn a SunUltra 5. This respondime is too
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long, e.g. if thelight shouldbeturnedon. Sothelight switchlogson thelight service
asdefaultuser Only atthefirst time, the sessiorkey hasto be calculated Afterwards,
everyonecanturn on or turn off the light asdefault userof that light switch service
withoutany delay

Interface Definition

The interfaceof the Def aul t User is very simple becausét builds on the existing
concepts:

i nterface Defaul tUser extends User{

}

Thatmeansa Def aul t User is a normaluserandthe interfaceis only usedfor
type safety

Def aul t User fulfills two purposesit definesthe location,from wherethe user
logson andcanbe usedif the usercanbe anorymous,becausehe decisiononly de-
pendsrom wherethe userswvantsto usetheservice.Thelocationis notaphysical,but
alogical location. Thatmeanson oneclient hostwith a multi userervironment,there
canbeoneaccounbnly for adefaultuser All otheraccounthave no defaultuser For
example:the VCR serviceshouldbe usedat the office without authenticationbecause
if theuserhasloggedon his accounthehasalreadybeenauthenticatedThereforethe
usercanputadefaultuserin his homedirectorywhich will beusedto log ontheVCR
service,whereaghe colleagueswhich canalsolog on the samehost, have their own
homedirectoryonthatclient, but they do not have thedefaultuser

Theuseof thedefaultuseris notobligatory It is upto thelogin policy if thedefault
usershouldbe used,andwhich permissionaregrantecto a defaultuser In generaljf
aclienthostcannotprovide the default user the mostrestrictive policy shouldbeused.

Handling the DefaultUser

Currently thereis no notionhow the default usercanberetrievedon client side. The
Donai nNane hasto be usedin thatsituation,too. A client hostaccountcanbe used
to log on differentdomainssothe Domai nNarre is aparameteto retrieve the correct
defaultuser Theauthenticatiorf thedefaultusercanbedoneby achallenge-response
procedure How this worksis up to theimplementationg.g. the default useris serial-
izedandwrittento

file:/${user.hone}/.jiniauth/{domai nNane}/def aul tuser. ser.

Also the objectneededor the challengecanbewritten to:

file:/${user.hone}/.jiniauth/{domai nNane}/chal |l resp. ser.

6.9 RemoteCallback

In general,to authenticatea user the servicebaclend,i.e. thelogin infrastructure
hasto requestdatafrom the user e.g. usernameandpasswerd. So, theremustbe a
communicatiorbackto clientside.

57



Remote Remote
Callbck Callbck handle()
A B

Handler Handler
A B

LoginModule RemoteCallbackHandler

v v

SecureClient SecureClient

result

User
Password

bio-
metrical

Challnge
Respnse

Login
> Token

Figure6.8: RemoteCallbackHandler

6.9.1 Interface Definition
Therefore aremotecallbackhandleris used:

i nterface RenoteCal | backHandl er extends Renot e{
Seal edCooki eMacObj ect handl e( Seal edCooki eMacOhj ect)
}

TheRenot eCal | backHandl er hastobeaRenot e object,sincethehandl e()
methaodis calledremotelyfrom serviceside. Therefore the communicatiorbetween
the serviceside andthe Renot eCal | backhandl er hasto be securedusingthe
Secur ed i ent onbothsides.

Theremotecallbackis a oneto onecommunicationwhereaghe servicesideis the
active part,becausét is calling the methodandthe Renot eCal | backHandl er is
thepassve part,becausét actsasaservice but with no context information.

Returnvalueaswell asparameteareSeal edCooki eMacOhj ect , althoughno
cookiesarerequired. This hasto be done,becauséwo Secur eCl i ent scommuni-
cate.In bothcaseghe cookieargumentshouldsetto null, resp.it shouldbeignored.

This alsomeanghatno key generatioris neededbecause secrekey hasalready
beencreatedhatcanbe usedfor theremotecallbackcommunicationtoo (figure 6.8).

6.9.2 RemoteCallbackHandlerRParam
Theobjectbehindthe sealedparameters:

i nterface RenoteCal | backHandl er Par am ext ends Seri al i zabl e{
Renot eCal | back[] get Renot eCal | backs();
}

6.9.3 RemoteCallback
Thus,Renot eCal | backHandl er Par amonlyisacontainerfor anarrayof Renot eCal | backs:

i nterface RenpteCal | back extends Call back, Serializabl e{

}

Since Renot eCal | back definesno methods,it is only usedas marler, like
Cal | back, aninterfaceof JAAS, is used.The extensionof Cal | back is notoblig-
atory. It shouldexpressthata Renot eCal | back is aspeciakind of Cal | back. If
the JAAS packages notused,Cal | back canberemovedsilently.
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Every authenticatioriechnologywhich needsemotecallbacksmustextendor im-
plementtheRenot eCal | back interface.

6.9.4 Common Callbacks

A few commonremotecallbacksarealreadydefinedin this architecture.

username Password Callback

To performausernamepassverd dialog, threeinterfacesareprovided:

i nterface RenoteNanmeCal | back extends RenoteCal |l back{
String getPronpt();
}

i nterface Renpt ePasswordCal | back extends RenoteCal | back{
String getPrompt();
bool ean i sEchoOn();

}

i nterface Renot eNamePasswor dCal | back ext ends RenoteCal | back{
Renot eNanmeCal | back get Renot eNameCal | back() ;
Renot ePasswor dCal | back get Passwor dCal | back() ;

If aRenot eCal | backHandl er hasto handlea Renot eNaneCal | back, it
hasto print the promptandit hasto returnaUser object.

If aRenpt ePasswor dCal | back is called,it hasto print the promptandit has
to displaytheenteredpassverdin clearor notaccordingoi seEchoOn() . Thereturn
valueis aPasswor d, whereaghe password hasto be clearedon client side.

TheRenot eCal | backHandl er canusethe consoleto promptfor username
andpassverd. It canalsousea GUI. A betterapproachs to usea GUI which resides
onclientsideandcanberetrieved,e.g.:

file:/${user.hone}/.jiniauth/userpassdial og. ser.

Thereare several benefitsusing that approach:every applianceknows for itself
which GUI fits perfectlyandfirms canfit out their appliance g.g. room panels with
their corporatddentity styleddialogs.
In generalthereturnvalueof theRenot eCal | backHandl er hastobeasealed
oj ect arraythatcorrespond$o theRenot eCal | back array
Forreason®f performancethebothremotecallbacksarebundledto aRenot eNanePasswor dCal | back
which shouldreturnan Aut hDat a objectthatextendsUser Dat a:

i nterface UserData extends Serializabl e
User getUser();
}

i nterface AuthData extends User Dat a{
bj ect get SecretData();
}
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The semantioof bothinterfacesis straightforward. User Dat a is a containerfor
anUser which canberetrievedby callingget User () .

Aut hDat a extendsthecontainetby addinga dataobjectwhich shouldbehandled
secretly This objectcanberetrievedby calling get Secr et Dat a() . In this casejt
isaPasswor d.

Challenge-Respons€allback

Thisarchitecturealsoprovidesbuilt-in supporfor challenge-responggoceduresThere-
foreit defines:

i nterface RenoteChall engeCal | back extends RenoteCal | back{
Chal | enge get Chal |l enge();
}

If theRenmot eCal | backHandl er recevesthiscallback,it shouldstartachallenge-
responsgrocedureandit shouldreturnits result:the Response.

In generaltherearetwo casesa challenge-respong@oceduras needed As men-
tionedabove to checkif the Def aul t User canauthenticatdnimselfandin combi-
nationwith the Java Card API. To determinewhich challenge-responggrocedures
meant,Renot eChal | engeCal | back shouldbe extendedoy markerinterfaces.

To checkthe authenticatiorof the Def aul t User , an objectthat containsthe
key neededor the challenge-respongwocedurecanbe deserializecandtherefore a
procedurecanbeexecuted.

If achallenge-respong®ocedurds desirede.g.achallenge-responskni service
can be contactedwhich itself contactsanotherJini serviceswhich provide the Jaza
CardAPI of asmartcardor a JavaRing.

Thereturnvalueof achallenge-responggoceduras a Chal | engeDat a:

i nterface Chall engeData extends User Dat a{
Chal | enge get Chal | enge();
Response get Response();

It extendsUs er Dat a andprovidestheChal | enge andtheResponse, whereas
the Response only hasto be set,the Chal | enge is setlater on by anotherentity,
otherwiseanold challengeandresponse&ould be used.

Login Token Callback

TheRenot eCal | backHandl er canalsobeusedto putor retrieve alogin tokenon
client side. Thatcanalsobe storedtogethemwith a cookieandaleaseasSl ot Res as
serializedobjectin the

file:/${user.hone}/.jiniauth/{domai nnane}.

Thisis usefulfor multiple loginswith only oneauthenticatione.g.thelogin token
is valid for ten minutesafter the userhasauthenticatedimself correctly Then,the
usercalls anotherservicesn the samedomainwhich - dependingon the policy - can
checkif at client sideexists a valid login token. If a valid login token exists andthe
login policy of thefirst serviceimpliesthelogin policy of thesecondservice the user
will beloggedon without furtherinteraction.
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6.9.5 Remarks

Thegivenconcepis extremelyflexible, sothatany possibleauthenticatioschemesan
be modeledwith it. A big benefitis thatthelogin policy at servicesidedecideswhich
of the giventechniqueshouldbe used. Thatmeansa malicioususercannotgetmore
rightsby fakingthe systemat client side.

It is alsoimaginablethatbiometricauthenticatiorschemesvill be usedby imple-
mentingnew Renot eCal | backs.

6.10 Infrastructur e Sewices

The architectureenfoldsseveral Jini serviceswhich have alreadybeenmentioned.A
servicenamedSubj ect Aut hent i cat or doesthe login procedureby contacting
someotherservices:

e Logi nPol i cy servicewhich decideshow to logon
e Renvot eCal | backHandl er whichreturnsthe authenticatiordata

e User DB servicewhich verifiesthereturneddata

In addition,to supportlava Ringauthenticatiofby processin@ challenge-response
proceduretwo moreservicesarenecessary:

e Bl ueDot servicewhich providesthefunctionality of a Blue Dot Receptoi(the
JasaRingreader)

e Ri ngAut henti cat i on whichcontactgsheBlueDotservicetorunachallenge-
responsg@rocedure

TheUser DB servicetheLogi nPol i cy serviceandtheSubj ect Aut hent i cat or
servicecould alsobe combinedin oneservice.But all threeservicesarevery modu-
lar andprovide a well-definedAPlI, with a well-definedsemanticsoit is gooddesign
decisionto separate¢hem.

Next, all servicesaredescribedn depth.

6.10.1 Login Policy DB Service

Thegenerattaskof alogin serviceis to determinedependingon oneor moreparame-
ters,whatlogin policy shouldbe usedto log onauser

Interface Definition
So,theinterfaceis very simple:

i nterface Logi nPolicyDB extends Refreshable, Register, Pingable{
public final static int FIRSTATTEMPT = 1;
Logi nPol i cy get Logi nPol i cy(Logi nDat a);
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The interfacesRef r eshabl e, Regi st er andPi ngabl e have alreadybeen
introduced. Another servicehasto register with the Logi nPol i cy to establisha
securecommunicatioriink. Ref r eshabl e is usedto refreshthe Logi nPol i cys
stateandPi ngabl e is usedto determinef the LoginPolicyDB serviceis still alive.

The intrinsic serviceonly hasone method: get Logi nPol i cy() which getsa
Logi nDat a to determinewhich Logi nPol i cy shouldbe returned. The general
approachs thatthis methodencryptsthe data,calls the backendserviceanddecrypt
its result,but first alook attheLogi nDat a.

LoginData

i nterface Logi nData extends Serializabl e{
int getAttenpt();
String getService();
Def aul t User get Def aul t User () ;

TheLogi nPol i cyDB serviceonly useghegiventhreemethod=f Logi nDat a,
theremainingareusedby otherservicesandthereforedescribedwhenneededfigure
6.9).

Login Policy Parameters

Login policiesthereforedependn threeparameters.

As explainedabove, the Def aul t User canbeinterpretedogically asthe client
location,or theidentity of theclienthost. Thisinformationcanberetrievedby calling
get Def aul t User ().

The secondparameteis the serviceused. Its St r i ng representatiofs returned
by get Ser vi ce() . The namingschemes animplementatiorfact, but a goodand
simple approachs to usetheget C ass() . get Nane() methodof the serviceto
retrieve theclassname.

The useof countingthe attemptsshouldbe motivatedfirst. For examplethe TV
servicein the childs bedroom:the first attemptis to log on asdefault user because
between3pm and 5pm exits no accesgestriction. That meansafter 5pm the default
usercould not log on. Therefore,a secondattempthasto be started,e.g. to log on a
realuserusinga usernamepassverd dialog.

It is only up to the login policy servicewhich login policy shouldbe usedby a
givencombinationof attempt,serviceandDef aul t User . It canbevery restrictve,
for exampleonly Java Ring authentications allowed, or it canbe moreuserfriendly:
log onasDef aul t User orto log onwith aexisting login token.

LoginPolicy
TheLogi nPol i cy whichis returnedcontainsonly two methods:

interface LoginPolicyDB extends Serializabl e{
String getNane();
bool ean i nmplies(Logi nPolicy);
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TheLogi nPol i cy doesnotreturnalogin policy, butthenameof thelogin policy
which canbeusedto lookupthe authenticationiechnologye.g.in adatabase.

Thei npl i es() methodis veryimportantfor alogin tokenauthenticationpther
wisethelogin policy strengthcouldbewealenby servicesvhich needaweakauthen-
ticationandgive outthelogin token. A servicethatneedsstrongerauthenticationbut
alsoacceptdogin tokens,could be used without the strongauthentication.

A login policy A shouldimply login policy B if the authenticatiorstrengthof the
login policy A is strongerthanor equalto the login policy B, whereasno semantic
of the strengthis givenin this architecture.lt is up to the login policy administrator
to decideaboutit. Thei npl y() methodshouldreturntrue atleastif the samelogin
policy is given. Theimplementatioralsohasto ensureghatno endlessecursioroccurs.

First attempt

Theinterfacealsodefinesa constanthathasto beusedto determinghe numberof the
first attempt.Two intuitive possibilitiesareto useoneor zero. Thisarchitecturalefines
onethatcorrespondso "first attempt”.

Remotelnterface

If the Logi nPol i cyDB is implementedas Jini serviceor at leastas RMI Sener
Object,theLogi nPol i cyDB is a serviceproxy andhasto do only the sealingand
unsealingof the dataandit callsthe appropriatenethodof the baclkend,wherebythe
baclendhasto do thework describedhbove.

i nterface Renotelogi nPolicyDB extends RenoteRegister,
Renot eRef r eshabl e, Renot ePi ngabl e{
Seal edMachj ect get Logi nPol i cy( Seal edCooki eMacObj ect ) ;

6.10.2 UserDB Sewice

Thetaskof theUserDB servicesto verify theresultsof theRenot eCal | backHandl er .
That meansiit hasto authenticatehe userby the given extra data,e.g. passverd or
challengeandresponse.

Interface Definition

Thereforejt currentlyprovidestwo methods:
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i nterface UserDB extends Refreshabl e, Register, Pingable{
Subj ect Dat a aut henti cat e( Aut hDat a) ;
Subj ect Dat a aut henti cat e( Chal | engeDat a) ;

As explainedabove, Aut hDat a couldbetheresultof ausernamepassverd dialog
andChal | engeDat a is theresultof a challenge-respongeocedure.

In general, Aut hDat a could be usedin differentways, e.g. it could containan
audiofile insteadof the passwverd, to verify the userby a voice recognitionsystem.
Therefore theseboth methodsspana wide rangeof possibleauthenticatiormethods
for verifying.

The semanticof Ref r eshabl e, Regi st er andPi ngabl e which User DB
extendsis thesameasin Longi nPol i cyDB.

Bothaut hent i cat e() methodsshouldcheckif theuserhasauthenticatethim-
selfcorrectly In thatcaseaSubj ect Dat a shouldbereturnedwhich containsall the
informationto build aSubj ect (figure6.10).If theauthenticatiorfails, anexception
shouldbethrown. The semantids thatin generalonly authenticatableserstry to log
on andthey give theright informationto log on. Every othercaseis an exceptionand
hasto behandledik e anexception.

SubjectAuthResult

Subj ect Aut hResul t is definedas:

i nterface Subject AuthResult extends Serializabl e{
Set get Principal s();
Set getPrivateCredential s();
Set get PublicCredential s();

The setsof Pri nci pal s, private and public credentialshave alreadybeenex-
plainedabove. They areusedto build a Subj ect object,on which the authorization
decisionscanbemade.

Remotelnterface

The mostcommonway is that thesetwo authenticatiormethodsdo the sealingand
unsealingandthatthey call the methodof a baclkendwhich implementshe following
interface:
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i nterface RenoteUser DB ext ends Renot eRegi ster,
Renpt eRef r eshabl e, Renot ePi ngabl ¢{
Seal edMachj ect aut henti cat e( Seal edCooki eMacObj ect ) ;

Sincethedatahasto be sealedthe baclkendonly hasto provide onemethodwhich
hasto dispatchaccordinglyto the unsealedlatawhich authenticatiorverificationhas
to be performed.

6.10.3 SubjectAuthenticator Service

Thisis the centralentity of thewhole architecturelt contactghe Logi nPol i cyDB,
theRenot eCal | backHandl er andthe User DB to handlethe authenticatiorpro-
cess.

Interface Definitions

i nterface Subject Authenticator extends Register, Refreshabl e,
Pi ngabl e{
Subj ect Aut hResul t | ogi n(Logi nData, RenoteCal | backHandl er);
voi d | ogout ( Sl ot Res) ;

TheRenot eSubj ect Aut hent i cat or is definedaccordinglyas:

i nterface RenopteSubject Aut henti cat or{
Seal edMachj ect | ogi n( Seal edCooki eMachj ect,
Renot eCal | backhandl er) ;
voi d | ogout ( Seal edCooki eMacbj ect) ;

The Subj ect Aut hent i cat or interfacehasto be implementedby a service
proxy andthe Renot eSubj ect Aut hent i cat or mustbe implementedoy a ser
vice baclend.

Again, the serviceproxy hasto do the sealingand unsealingof the data. The
Renot eCal | backHandl er whichimplementsRenot eRef cannotbeencrypted,
becausehe serializationanddeserializatiorprocesswhich hasto be doneby the en-
cryption, resp. decryptionwould leadto a wrong reference so that the RemoteCall-
backHandlecouldnotbecontacted SincethecommunicatiorbetweertheSubj ect Aut hent i cat or
andtheRenot eCal | backHandl er is secureno securityproblemsarises.

Thel ogi n() methodgetstheLogi nDat a andaRenot eCal | backHandl er
andhastoreturnaSubj ect Aut hResul t . First,it hasto contactheLogi nPol i cyDB
usingthe Logi nDat a asparameterDependingontheLogi nPol i cy, it hasto in-
voke the appropriateRenot eCal | backs, resp. checkif the given login token is
valid andimpliestheLogi nPol i cy (figure6.11).

LoginData

interface Logi nData extends Seri alizabl e{

Secr et Key get Secret Key();
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Sl ot Res get Sl ot Res();

Therefore two othermethodsof Logi nDat a areneeded.To securethe commu-
nicationwith theRenot eCal | backhandl er ,theget Secr et Key() methodre-
trievesthesecrekey usedto encryptanddecryptthedata.If theLogi nPol i cy spec-
ifiesthatalogin tokencouldbeusedget Sl ot Res() returnstheslotresultthatcon-
tainsthe cookieandthetokenthatidentifiestheslotandtheright of the userto retrieve
theinformation. ThereforeafterasuccessfuhuthenticationtheSubj ect Aut hent i cat or
hasto storethe dataneededn a separateslot provider. Sincethe datastoredin that
slot needno extra securecommunicationbecaus¢he datais sentto andrecevedfrom
securechannelsanonsecureslot provideris theright choice:

SlotProvider

i nterface Sl otProvider extends Abstract Sl ot Provider{
| easeSl ot (Obj ect) ;
}

Theonly methodhasto do afew things:

e generatdoken, Cooki e andLease

¢ storeToken, Cooki e, Lease, expirationtime andthe givenobjectin theslot,
e.g.usinga Sl ot Dat a

e returna$Sl ot Res, containingthe Token, Cooki e andtheLease
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JassSlotResult

In thatcase thedatathathasto be stored,is well-defined:

i nterface JaasSl ot Result extends Serializabl e{
Logi nPol i cy get Logi nPolicy();
Subj ect get Subj ect();

First, the Logi nPol i cy itself hasto be stored,theravith the implication check
canbedone.If thechecksucceedghestoredSubj ect canbeusedto built thereturn
valueof thel ogi n() method.

If no login token exists, the login tokenis not valid or it shouldnot be used,the
returnof the Renot eCal | backHandl er mustbechecledby calling the User DB
aut henti cat e() methodsThey returnaSubj ect Dat a object,whichis usedto
build the Subjectobject,asmentionedabove. This Subj ect andthe corresponding
Logi nPol i cy shouldbestoredin anonsecureslot provider.

SubjectAuthResult

Both, the Subj ect andthe S| ot Res, which is returnedfrom the slot provider, are
returnedo thecallerasa Subj ect Aut hResul t :

i nterface Subject AuthResult extends Serializabl e{
Sl ot Res get Sl ot Resul t () ;
Subj ect get Subj ect();

}
6.10.4 BlueDotSewice

TheBIl ueDot serviceis namedhatway, becaus¢he Java Ring readeris calledBlue
Dot Receptor“. Its taskis to dispatchmultiple requestfor the Blue Dot Receptorand
startthe communicatiorthatis neededrom the outsideto communicatevith the Java
Ring, resp.the Java CardAPI.

Java Card API

First a few wordsaboutthe Java Card API andthe classegrovided by Dallas Semi-
conductor- themanufcturerof theJava Ring - to accesshe Ring.

Onsmartcardsor on Java Ringsthatimplementthe Java CardAPI, runsareduced
JVM thatonly containsthefollowing classes:

e Applet,AID
e APDU

e |SO

o Util

several PIN classes

several Exceptionsclasses
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e eventuallycryptoclassese.g.DES3_Key

e eventuallyseveralFile classes

Even,avery commonclassSt r i ng is missingin thatlisting. The basicprinciple
is that the Java Card API executesextendedAppl et s, whereasthe communication
betweenan outsideapplicationandan Appl et is achieved by usingan APDU object
which canonly exchangebyte arrays. Thatmeansit is not possibleto exchangelava
objects.But evenif it would be allowed, it could notwork, because¢he Java CardAPI
providesno classloader

Appl et s have to be loadedon the smartcard or the Java Ring via a proprietary
protocol.If they areonthering, they runin a passie modeuntil they aredeleted.The
appletsarewaiting for anincomingrequest.Thenthey procesgherequestandreturn
theresult,whereagequestndresultarebyte arraysencapsulatedth an APDU (figure
6.12).

The classl SO containssomeconstantandUt i | somemethodsfor byte array
copying. ThePIN classesreusedto protectthe smartcardor anapplication.

Two extensionpackagesrovide cryptographysupportwhich the Java Ring in-
cludes. So the Java Ring can be usedto sign data, calculatehashcodesandit can
asymmetricallyandsymmetricallydecryptandencryptdata.

Anotherextensionpackagewhichis notincludedin the Java Ring, definesseveral
messagefor Fi | e handling.

But the Java Ring containssomeproprietaryextensiondy DallasSemiconductors:
Cl ock andCopr occesor thatprovide accesdo a clock and fast computationof
asymmetrioperations.
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Interface Definitions

Now, theBl ueDot servicehasto runoutsideRi ngAppl et sthatselecthe Appl et
neededdntheJavaRingandreturntheresultof the Appl et asbj ect (figure6.13):

i nterface Bl ueDot extends Pingabl e{
bj ect runAppl et (R ngAppl et) ;
}

i nterface RenoteBl ueDot extends RenotePi ngabl e
bj ect runAppl et (Ri ngAppl et);
}

interface Ri ngAppl et extends Serializabl ef
Ri ngDat a get Ri ngDat a();
bj ect getData();
void run(JibMiltiFactory, String);

TheRi ngAppl et providesthreemethodswhich arecalledby theBl ueDot im-
plementation.

First,if aJavaRingisinsertedget Ri ngDat a() hasto be calledto retrieve the
information aboutthe appletand how it canbe selected. Then,ther un() method
is calledusingthe proprietaryJi bMul t i Fact ory which providesthe connection
to the Java Ring and at leastget Dat a() hasto returnthe datawhich is the result
of the executionof the Appl et . The Stringargumentshouldbe printedout after the
executionhasbeencompleted.

At last,theRi ngDat a interface:

i nterface RingData extends Serializabl e
String get Appl et Nane();
String get Message();
String getPassword();
URL get URL();
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Ri ngDat a is just anotherdatacontainer get Appl et Name() is usedto select
theright Appl et onthering. get Passwor d() returnsthe overall Ring passverd
which is neededo accesgshering. URL specifieghefile which containsproprietary
information of how to accesghe Appl et which hasto be downloadedfirst by the
Bl ueDot implementation. get Message() shouldreturna messagehat can be
printedout, sothatthe userknows whatappletis running.

The Bl ueDot interfacehasto beimplementedy the serviceproxy, whereaghe
Renot eBl ueDot interfacehasto beimplementedy theservicebaclend. Themost
importantdifferenceis that the remoteinterfaceextendsindirectly Renot e, whereas
the local one extendsindirectly Ser i al i zabl e. The communicatiorbetweenthe
proxy andthebaclendhasnotto be securedsinceno critical datahasto beexchanged,
otherwisethe servicecould be extendedeasilyto provide a securecommunicatioras
mentionedabove.

6.10.5 RingAuthenticaton Sewice

The Ri ngAut henti cati on hasa very simple interfacelike the most other ser
vicesconsistingof only onemethodthatgetsaChal | enge andaDornai nNane and
shouldreturna Chal | engeDat a which containgheResponse:

i nterface Ri ngAuthentication extends Pingabl e{
Chal | engeDat a chal | engeResponse( Chal | enge, Donmi nNane) ;

}

i nterface RenpteRi ngAut henti cati on extends RenotePi ngabl e{
Chal | engeDat a chal | engeResponse( Chal | enge, Domai nNane) ;

}

Theserviceproxy, whichimplementsRi ngAut hent i cat i on, callsthemethod
of theservicebaclendwhichimplementsRenot eRi ngAut henti cati on.

To do aJava Ring authenticationthe servicebaclendhasto find a Bl ueDot ser
viceandhasto callitsr unAppl et () methodwith anappropriatédRi ngAppl et that
communicatesvith thechallenge-responsppletonthe Java Ring (figure 6.14).

6.11 Sewice

Onegoalis to simplify the developmentof new servicesso that the underlayingau-
thenticationis astransparentaispossible. In general therearetwo differentwaysto
achieve this:
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e provideaclasswhich canbeextended

e provideaclasswhich canbeusedasafield

The advantageof the first approachis that morework canbe doneby the super
class.SinceJaradoesnotsupportmultiple inheritagethe classhierarchyis very static,
whereaghisis exactly theadvantageof the secondapproachBut the secondapproach
lacksof nothaving thatmuchwork bedoneby theclass.

This architecturgorovidesboth on both sides: a classthatencapsulatethe whole
authenticatiorfunctionalityandalsoclasseghatcanbe extendedandactaswrapper

6.11.1 Interface Definitions

Consequentlythe serviceproxy containsa classthat encapsulatethe authentication
functionality. Its interfacedescriptionconsistsof two parts:

i nterface Authenticable extends Serializabl e
void login();
voi d | ogout ();

}

i nterface Authenticator extends Authenticabl e
SecureCd ient getSecureCient();
Sl ot Res get Sl ot Res() ;

Theremotecounterparbf Aut hent i cat or isAut hent i cat or Backend which
alsoprovidessomemethodsneededor anauthenticatedession:

i nterface Authenti catorBackend{
Seal edMacbj ect | ogi n( Publ i cKey, RenoteCal | backHandl er,
Seal edCooki eMachj ect) ;
voi d | ogout ( Seal edCooki eMachj ect) ;
Secur eS| ot Provi der get Sessi onSl ot Provi der () ;
get Si gnedObj ect (String);

Sincethe communicatiorhasto be securedetweernthe serviceproxy andthe ser
vice baclend,resultsandparameteraresealedbjects.Aut hent i cat or Backend
doesnot needto extendRenot e or Seri al i zabl e, becausét is intendedto bea
field in the servicebaclend(figure6.15).

6.11.2 Proxy

The first interface only describesin general,what a basic authenticationfunction-
ality is: startingthe authenticatiorby calling | ogi n() and closethe sessiornwith
 ogout () .

Thesecondnterfaceextendsthefirst andprovidestwo methodsjn orderto access
the underlayingsecurecommunicatiortier. Therole of get Secur eC i ent () and
get Sl ot Res() is simple. They only have to returnthe Secur eCl i ent andthe
Sl ot Res whichcontainthecookie tokenandthelease Currently get Secur eC i ent ()
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Figure6.15: ServiceBackendandServiceProxy

is needed,sincethe seal Obj ect () andunseal Obj ect () hasto be usedby
methodson serviceproxy sideto decryptresultsandto encryptparameters.

Theintentionof get Sl ot Res() is to provide thelease sothattheleasecanbe
canceledr renaved manually The secondnterfacecanberemovedin the next ver
sion. Sealingandunsealingwill be donetransparentlyCancelingheleases doneim-
plicitly by callingl ogout () andtherenaval canbedonebyal easeRenewal Manager .
That meansthe whole interfacewould consistof two methods:login() andlogout()
whichwill bedescribechext. If get Secur eCl i ent () orget Sl ot Resul t () is
called,without calling! ogi n() first,thel ogi n() methodhasto be calledimplic-
itly. In general,every methodin the proxy that calls methodsof the servicebaclend
hasto ensurethatthe proxy, resp.the user hasalreadybeenloggedon, otherwisethe
methodhasto startthelog on processy callingl ogi n() .

Tologout,l ogout () hastocallthel ogout () methodoftheRenot eAut hent i cat or
whichwill beimplementedy anobjectinsidetheservicebaclend.If theserviceproxy
hasnot beenloggedin, the methodshouldreturnsilently.

The mostimportantmethodof Aut heni cat or is| ogi n() which handleshe
whole login processat client side encapsulateih the serviceproxy. If | ogi n() is
called,anda login sessioralreadyexists, | ogout () shouldbe calledimplicitly, so
thata secondogin sessiorcanbe started. An alternatve would be to returnsilently,
likel ogout () it doesif nologin sessiorexists,but thisis nottherecommendeday.

To be ableto createa securecommunicatiorink, thel ogi n() procedureof the
serviceproxy hasto ensurethata cryptographigrovider is installedthat providesall
theusedalgorithms;if not, it hasto install anappropriaterovider.

SignedLoginData

The next stepis to checkthe signatureof the dynamicdatathat the service proxy
contains.Regi st er andRenpt eRegi st er usea Si gnedObj ect to exchange
Si gnedRegi st er Dat a. For thereason®f log on, Si gnedRegi st er Dat a has
to be extendedto provide further information. It needsthe servicenamefrom the
servicebaclendto built theLogi nDat a objectwhichis alsogivento thelogin policy
serviceandit usesthenameto determinehelogin policy:

i nterface SignedLogi nData extends Si gnedRegi st erDat a{
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String getService();

Having checledthe signaturethe DH key agreementanbe executed sothatthe
secretcommunicatiorkey is available. The secretkey andthe Dormai nNane have to
beusedto instantiatehe Renot eCal | backHandl er .

Two informationarestill neededo instantiateheLogi nDat a for the purposeof
callingtheremotd ogi n() method.ThesearetheDef aul t User andtheLogi nToken.
Bothcanbenul | if they donotexist atclientside.

Theotherobjectsneededo instantiatehe Logi nDat a are:theattemptcount,the
servicenameandthe secrekey. Thesecrekey andthe servicenamearealsoavailable
atclient side,sothatit is alsopossibleto setthesebothvaluesin the servicebaclend.
If it is donethatway, Si gnedLogi nDat a hasnot be used,becausdt only contains
theservicename.

However, now, theremotel ogi n() methodcanbecalledwith the public DH key,
theRenot eCal | backHandl er andthesealed_ogi nDat a.

6.11.3 Backend

First,theservicebaclendhasto generatehe secrekey usingthegivenpublic DH key

andits privateDH key. This is doneby the secureslot provider, sothattheresultis a

Sl ot Res. TheSl ot Res containsthe secretkey which hasto be usedto unsealthe

Logi nDat a.

HavingtheLogi nDat a andtheRenot eCal | backHandl er ,theSubj ect Aut hent i cat or

servicecanbecalled. Its | ogi n() methodreturnsa Subj ect Aut hResul t if the

| ogi n() succeedsTheSubj ect Aut hResul t , which containsthe Subj ect , is

storedin the secureslot provider.

LoginResult

Last,aLogi nResul t hasto becreated.lt containstheinformationthatthe service
proxy needsfor the login session:the Sl ot Res to communicatewith the service
baclendandthe Sl ot Res which containstheleased.ogi nToken:

interface Logi nResult extends Serializabl ef
Sl ot Res get Logi nSl ot Resul t () ;
Sl ot Res get Sl ot Resul t () ;

This Logi nResul t hasto be sealedandreturnedasresultof the serviceproxy
I ogi n() invocation.

The serviceproxy unsealghe resultandhasto storeboth Sl ot Ress. At least,it
hasto setthe Cooki e andToken, sothatits Secur eCl i ent candothecommuni-
cationwith the servicebaclkend.

Furthermoreit is upto theimplementatiornif theserviceproxywritestheLogi nToken
to disk or do someequialentaction,sothattheLogi nToken canberetrievedby an-
otherlogin procesgrom thesamedomain.Fromnow on, the useris authenticate@nd
theservicebaclendcanusethe Subj ect to performauthorizatedictions.

Theget Si gnedObj ect () hastoreturntheSi gnedObj ect containingSi gnedLogi nDat a,
whereagheSt r i ng arguments theservicename.To signtheobject,theprivatesign-
ing key hasto beretrievedfrom the key store. TheDonai nNane is usedasalias.
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Theget Sessi onSl ot Provi der () methodhastoreturntheSessi onSl ot Provi der,
sothatthe sealingandunsealingcanbe done. In the next versionof this architecture,
this shouldbe donetransparentlysothatthis methodis needecho longer

6.11.4 Remotelnterface

The implementatiorof the interfacesabove canbe usedasfieldsin the serviceproxy
andthe servicebackend. Theimplementatioralsoprovidesabstractlassesvhich act
aswrapperto call the appropriatemethodsof the fields. The servicebackendhasto
implementat leastthe following interface,wherebythe methodsonly have to actasa
wrapperto call theappropriatenethod=f the Aut hent i cat or Backend:

i nterface RenpteAuthenticator extends Renote{
Seal edMacbj ect | ogi n( Publ i cKey, RenoteCal | backHandl er,
Seal edCooki eMacObj ect) ;
voi d | ogout ( Seal edCooki eMacbj ect) ;

Theserviceproxy doesnot needto implementsuchaninterface because¢heclient
is usingthe serviceproxy andthewhole processs transparento the client. Thelogin
processis startedimplicitly: if the client calls a methodon the serviceproxy that
requiresalogin sessionthe methodhasto checkif the useris loggedon andif not, it
hasto startthelogin process.
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Chapter 7

Implementation

This chapteronly providesimplementatiorfactsaboutthe referencemplementation.
All the conceptshave alreadybeenshawn in the chaptersaboutthe architecture.So
this chapteris especiallyfor those,who wantto alter or expandthe architecture.lt is
alsopossibleo extractsomeparts.A recommendatiois to readthe sourcecodelisting
while studyingthis chapter

7.1 PackageStructur e and Conventions

Thewholearchitecturencludingthereferencemplementatiorconsistsof 26 packages
andl145classesOnehalf is theinterfacedefinitionandthe otherhalf is theimplemen-
tation. Thenext sectiongyiveanoverview of thepackagestructureandthe corventions
used provide somecommoninfrastructurethat canbe usedanddescribethe architec-

turestartingfrom theclientside.
Anotherdistinctionis madebetweensecurityand non securitypackagesso that
thereare4 portionsof package¢’-” meansawholesubtree):

e nonsecurityinterfaces:schoch.jini.interces.-depend®n no otherof thethree
packages,

e non securityimplementation:schoch.jini.reference.gnly dependson the non
securityinterfaces,

e securityinterfaces:schoch.jini.securitynterfaces.-only depend®n thethenon
securityinterfaces,

e securityimplementationschoch.jini.securityeference,dependsnall thepack-
ages.

7.1.1 Proxy Interface

Regularly, a servicehasto implementtwo interfaces.The serviceproxy hasto imple-
mentthe interfacethat specifieshe protocol,how a clienttalksto the service. This is
alocalinterface becauseheserviceproxyis downloadedandthenexecutedocally in
theclientthread.
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7.1.2 RMI

Thecommunicatiorbetweerthe serviceproxy andin generaljts backendservicegoes
overthe network. The mostcommonsolutionis to useJava’s built-in RemoteMethod
Invocation(RMI).

RMI generatesransparentlthe appropriatestubsandskeletonclasseseededor
marshallingandunmarshalling SinceJDK1.2,skeletonsareneededolonger To cre-
atearemoteaccessabl€bj ect ,themostcommonwayisto extendaUni cast Renot eCbj ect
oraActi vati on classandto instantiateit.

A clientthatwantsto usetheremoteobject,needsa remotereferenceof the object
which it obtainsfrom the RMI registry (not usedin this architecture)pr directly asa
regularobject: Renpt eRef er ence.

The interfacewhich the client usesasa protocolto the talk to the remoteobject,
andwhichtheclient stubandtheremoteservicemustsupporthasto extendRenot e.
Renot esonly taskis to markthe definedprotocolinterfaceasaremoteprotocol. That
meansa separatgrogram,besideghe java compiler (j avac), the RemoteMethod
InvocationCompiler(r mi c), generatetheappropriatestubclassesor thoseinterfaces
which extendRenot e.

7.1.3 Backend Interface

Back to the interfacesthat a servicehasto implement. The serviceproxy hasto im-
plementthelocal protocolinterface whereagheservicebaclkendimplementsaremote
interface. If the local and remoteare equalexceptfor the extensionof Renot e, it
is possibleto only useoneinterface. This alsoimplies thatit is not possibleto hide
Renot eExcept i ons,whicharethrown by the stub,or theremoteobject.

In this architecturéwo differentinterfacesareneededbecaus¢he communication
betweenthe serviceproxy andthe servicebaclendis encrypted. Whereashe com-
municationbetweenthe client andthe serviceproxy is not encrypted becauset is a
regularlocal methodinvocation. This alsoshavs thatthe encryptionis transparento
theclient. A corventionis to namethe remoteinterface,like the local interface,with
Renot e asprefix, e.g. alocal interfacenamedTV implies that the remoteinterface
hasto benamedRenot eTV.

7.2 Datacontainers

Marny of the classesarejust datacontainers. Their structureis to have public getter
andprivatesettermethods.The constructoiis public, too andit usesthe privatesetter
methodsto setupthe fields. The namingcorventionis to add the postfix | npl to

theinterfacename e.g. interfaceExampleimplies classExamplelmpl. The following

classesreonly datacontainers:

¢ Ri ngDat al npl

Local Chal | engeCal | backl npl

Local NamePasswor dCal | backl npl

Renot eChal | engeCal | backl npl

Renot eNaneCal | backl npl
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Renot eNanePasswor dCal | backl npl
Renot ePasswor dCal | backl npl
User DBCal | backl npl

Aut hDat al npl

Chal | engeDat al npl

Logi nDat al npl

Logi nResul t | npl

Renot eCal | backHandl er Par am npl
Si gnedLogi nDat al npl

Si gnedRegi st er Dat al npl

Subj ect Aut hResul t

Subj ect Dat al npl

TokenDat al npl

Transact i onDat al npl

User Dat al npl

Sl ot Resl npl

JaasS| ot Resul t | npl

7.2.1 ExtendedData Containers

Somedatacontainerslsodefinet oSt ri ng() ,hashCode() andequal s() meth-

ods:
[ ]
[ ]

7.3

Princi pal | npl
Sl ot Dat al npl
Secur eS| ot Dat al npl

Cookie and Token

Thefour marker classes

Logi nCooki el npl
Logi nTokenl npl
Ser vi ceCooki el npl
Ser vi ceTokenl npl
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have the commonsuperclassCooki eTokenl npl . This classusesinternally a
16 bytearray(128bit) to uniquelyrepresent cookieor token.

It is importantto usea goodrandomgeneratarbecausehe token representshe
right to acton behalfof a user Soguessingheright tokenshouldbevery hard. This
implementationusesthe SHA1PRNG algorithm from the Java Security architecture.
The 16 randombytesaresetin the no algumentconstructor

7.4 ExchangeData

Chal | engeDat al npl hasthesamemplementatiorasCooki eTokenl npl . One
differencds thatthet oByt eAr r ay() methodis public, sothatthe bytearraycould
beread.

ResponseDat al npl needsnorandomgeneratorbecaus¢hebytearrayis given
to the constructor

User Dat al npl usesa Stri ng to storethe usekname. Def aul t User | npl
only is amarker classandextendsUser Dat al npl .

Passwor dl npl usesachararrayto storethepassverd. Thecl ear Passwor d()
methodoverridesthe chararraywith spaceslt alsoprovidesafi nal i ze() method
whichonly callscl ear Passwor d() .

The Def aul t Logi nPol i cy returnsthe St ri ng "Default” if get Nanme() is
called.It only impliesDef aul t Logi nPol i cys.

7.5 Secure Communication

7.5.1 Encryption and Decryption

The constructorof Seal edMachj ect getsa Secr et Key andan Obj ect . It
serializeghebj ect into abytearrayusingaByt eAr r ay Qut put St r eamandan
nj ect Qut put St r eam On thatbyte arrayandwith the secretkey the MAC and
theencryptedversionarecalculatedandstoredinto two bytearrays.
get Obj ect ( Secr et Key) doesthereverseoperation It decryptshestoredand
encryptedoyte arrayandcompareshe MAC of thatdecryptedbytearrayto the stored
MAC. If they arenotequal,anExcept i on will bethrown, otherwisetheoriginal ob-
jectwill bedeserializedvith aByt eAr r ayl nput St r eamandanCbj ect | nput St r eam
The Seal edCooki eMacbj ect is just an extensionto Seal edMacbj ect
which additionallystoresa Cooki e thatis givento the constructor

7.5.2 Slot Provider

A commorsuperclassfor secureandnonsecureslotprovidersis Abst r act Sl ot Pr ovi der | npl .
It storeghedurationwhichis neededo calculatethe expiration,alandlordto call back
andusesa Landl or dLeaseFact ory to generatenew Leases. Both aguments
aregivento the constructor

It usesaHas hMap to storethecontectinformation.get Token() andget Cooki e()
aredefinedabstractbecausextensionsof this classdefinetheir own cookiesandto-
kens.get Dat a() andset Dat a mapthe cookiesto thecontext information.

Thecancel () andr enew() methodsarealsodefined put currentlydo nothing.
Thesemethodsshouldbe calledby thelandlordthatwasusedto build the leases An-
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otherapproachis to make Abst r act Sl ot Provi der | npl anRenot e(bj ect,
sothatit canbeits own landlord.

SlotProviderimpl

Sl ot Provi der | mpl providesanimplementatiorfor gener at eCooki e() and
gener at eToken() . Thesemethodseturnanen Logi nCooki e orLogi nToken.
The mostimportantmethodis | easeSl ot () . It generatesa new Token, Cooki e
andaLease usingthethreegener at eXXX() methodssothata Sl ot Dat a can
beinstantiatecandbe putinto theHashMap usingthe Cooki e askey.

SecureSlotProviderimpl

A moresophisticatedxtensionof Abst r act Sl ot Provi der | npl isSecur eSl ot Provi der | npl .
How the public methodswork, is describedabove morein detail. Threeimportantpri-

vate methodsare conpl et eKeyGener ati on(), get Encrypt G pher () and
keyCeneration().

The last methodis called, whenthe objectis created.A KeyPai r Gener at or
is initialized with the key agreemenalgorithm, specifiedin Secur e i ent anda
DHPar anet er Spec, i.e. themoduloandthe basealsoin Secur eCl i ent . After
thekey pairis generatedthe privateandpublic key is storedseparately

Thenext stepisto callconpl et eKeyGener at i on() with thepublickey of the
secureclient asargument. A KeyAgr eenment objectis createdandinitialized with
that public key andthe own privatekey. In theend,thegenerate®ecr et Key could
bereturned.

get Encrypt G pher () is quite simple,it takesa Secr et Key asargument,
createsanew Ci pher objectin encryptionmodeandreturnsit.

7.5.3 Secue Client

The counterparbf Secur eS| ot Provi der | npl is Secur eC i ent . Theimple-
mentationof the public methodsdescribedn the architecturas straightforward.

It hasfieldsto storetheCooki e, Token, Secr et Key andthetransactiomumber
neededo communicatavith aSecur eS| ot Pr ovi der . Anotherfield is typethatis
usedto determindf theSecur eCl i ent isin active or passve mode.

Oneof two importantprivatemethodsis checkTr ansact i onNunber () that
checksif the givenandthe own transactiomumberareequalandincreaseshetrans-
actionnumberin active mode.

The secondprivate methodis get Encr ypt G pher () . In that case,it needs
no agumentspecauseat canaccesdlirectly the Secr et Key, soit canreturna nen
instanceof Gi pher in encryptionmodefor theseal Obj ect () method.

7.6 Commonclasses

7.6.1 SewiceFinderimpl

Ser vi ceFi nder | npl is createdgiving a Ser vi ceTenpl at e to the constructor
which storesit in a field. The constructoralsocreatesa LookupDi scovery and
addsitselfasDi oscover yLi st ener . It usesaSet to keeptrackof thediscovered
lookupservices Anotherfield storesa proxy thatfits to theSer vi ceTenpl at e.
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If get Proxy() is calledor anew lookupserviceis found,f i ndSer vi ce() is
called. This methoditerateshroughthe setof lookupservicestriesto geta proxy and
registerson thatproxy if it implementthe Regi st er interface. Theget Pr oxy()
methodalsotriesto call pi ng() if theproxyimplementghePi ngabl e interface.

7.6.2 AbstractRingApplet

A commonsuperclassfor all host programsthat communicatewith a Java Ring, is
Abst ract Ri ngAppl et . It hasonefield thatstoresheRi ngDat a, neededo com-
municatewith the Appl et onthering andalsoprovidesthedecodeSW ) method
thatreturnsthe statusword recevedfrom the Ring, andreturnsa St r i ng describing
the statusword.

7.6.3 BasicUnicastSevice

Basi cUni cast Ser vi ce is takenfrom Keith EdwardsCoreJini. This abstracsu-
perclassdoesmostof the standardnitialization with the Jini infrastructure A service
which extendsthis classhasto implementtheabstractmethodget Pr oxy() whichis
usedby Basi cUni cast Ser vi ce to registerthe proxy with thelookupservice.

An instantiationof an extendedclassworkslik e this: thefirst stepis to instantiate
thesuperclassthesecondstepis to call thei ni ti al i ze() methodwhich doesthe
remaininginitialization andstartsthe service.

Basi scUni cast Ser vi ce extendsthe Uni cast Renpt eChj ect classand
storesits context, e.g. Ser vi cel D persistentlyin afile.

7.6.4 Registerimpl

An extensionto Basi cUni cast Servi ce is Renot eRegi st er | npl that pro-
videstheadditionalability to registeronaserviceusingaproxythatextendsRegi st er | npl .
Registrationmeango agreeon a commonsecretkey thatis usedby the clientandthe
serviceto encryptanddecryptthe communication.Thereareno restrictionson who
doestheregistration.

Regi st er | npl , the proxy, hasa bool ean field to indicateif the client has
registered. It alsoprovidesa field to storean own instanceof Secur ed i ent and
theresultof theSecur eS| ot Pr ovi der atserviceside:aSl ot Resul t .

To communicatewith the baclendservice,it hasa Renot eRegi st er field. A
Si gnedQbj ect fieldis usedo storethe Si gnedCbj ect thattheservicescreates
andstoresit to thefield, beforeit registersthe proxy onlookupservices.

regi ster() andunregi st er () have alreadybeenexplainedin the chapter
aboutthearchitecture TheprivatemethodsheckSi gnat ur e() andi nst al | Provi der ()
areworthto explain.

i nstal | Provider () iscalledbyregi ster (). It createsanew instanceof
the SunJ CE provider. If a provider with the nameof the instantiateddoesnot exist,
theprovideris addedo the JVM.

The secondmethodcheckSi gnat ur e() is calledby regi ster (), too. A
new KeySt or e usingthe Secur ed i ent . KEYSTOREALG s createdandthe file
Secur ed i ent . KEYSTORENAME in the usershomedirectoryis usedto build the
KeySt or e. The public verification key is retrieved from the Key St or e by the
Domai nNane andcalling get Publ i cKey() onthereturnedCertificate. A
verification enginewhich is initialized with the Secur eCl i ent . SI GALG andthe
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Publ i cKey aregivento the storedSi gnedObj ect methodveri fy() asargu-
ments.If the checkis positive the datainsidethe Si gnedObj ect arereturned oth-
erwiseanExcept i on is thrown.

7.6.5 RemoteRegisterimpl

The counterpartof Regi st er I npl is Renot eRegi st er | npl with threefields
and one constant. SERVI CE_DURATI ON is the constantthat storesthe maximum
durationof theleaseghatareusedby the Ser vi ceSl ot Pr ovi der thatis storedin
oneof thethreefields. The Domai nNanme anda Pri vat eKey, the signingkey are
theremainingtwo fields.

Thetwo cancel () methodsandthetwo r enew() methodsonly call thecorre-
spondingmethodsof the Secur eSl ot Pr ovi der .

Two methodsareexplainedmorein detail: get Si gnedObj ect () andl oadSi gni ngKey() .

| oadSi gni ngKey() is called by the constructorwith the private signingkey
accespassvord asargument.As describedabore,aKey St or e is createdrom afile.
KeySt or e. get Key() returnsthe privatesigningkey, wherebythe Domai nName
andthepassverd areusedto accesghe privatesigningkey.

get Si gnedOhj ect () is called, whenthe proxy is createdwhich storesthat
Si gnedbj ect . Thereforea new Si gnedRegi st er Dat al npl is createdand
puttogethemwith the privatesigningkey anda signingengineinto the constructoiof a
Si gnedbj ect whichis returned.

7.7 Callback

Most of the classesi.e. the Cal | backsitself areonly datacontainersaandtherefore
notworth to explainmorein detail,whereagheLocal Cal | backHandl er andthe
Renot eCal | backHandl er areworthto mention.

7.7.1 RemoteCallbackHandler

TheRenot eCal | backHandl er hasfieldsto storetheDonmai nNane,aSecur ed i ent
for thecommunicatiorandaSer vi ceFi nder tofindaRi ngAut henti cati onServi ce.
TheSecur eC i ent iscreatedn theconstructoin passie modewith theSecr et Key
thatis usedby the serviceproxy andthe servicebaclend.
Themostimportantmethodshandl e() . It getsaSeal edCooki eMacOhj ect
that containsan array of Renot eCal | backs. Dependingon the type, which is
checledby i nst anceof , differentauthenticatiorschemesanbe processed.This
implementatiorsupportswo Renot eCal | backs: Renot eNanmePassor dCal | back
andRenot eChal | engeCal | back.
Theimplementatiorof bothschemess straightforward: fromtheRenot eNanePasswor dCal | backs
areextractedthe Renpt eNaneCal | back andtheRenot ePasswor dCal | back.
Both messagesare promptedto the user The User nane andthe Passwor d are
storedin anAut hDat a object. After sealingthereturnvalue,thepassverdis cleared.
Theimplementatiorignoresthei sEchoOn() value.r eadPasswor d() isasimple
methodthatreadsa chararrayfrom the console.
TheprocessingftheRenot eChal | engeCal | back isevensimpler TheRi ngAut henti cati on
finderis usedto getaproxy. Onthatproxychal | engeResponse() is calledwith
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theChal | enge oftheRenot eChal | engeCal | back andthestoredDonmai nNane.
Thereturnvalueis aChal | engeDat a objectwhichis returnedsealed.

Theimplementatiorcurrentlydoesnotfulfill thespecificationBecauset doesnot
returnansealedarrayof objects.It only returnsthefirst result. This mustbe alteredin
afuturerelease.

7.7.2 LocalCallbackHandler

TheLocal Cal | backHandl er isanimplementatiorof JAAS’ Cal | backHandl er
interface. It storesa User DB proxy which canberequestedy a Logi nModul e, a
Secur ed i ent to securethe communicatioranda Renot eCal | backHandl er
whichis describedabove.

The Local Cal | backHandl er is invoked by a Logi nModul e. Depending
on the Local Cal | back, a Local NamePasswor d, a User DBCal | back or a
Local Chal | engeCal | back canberequested.

User DBCal | back only hasto returnthe storedUser DB. The two remaining
Local Cal | backsareprocessetly callingthehandl e() methodof theRenot eCal | backHandl er
with thecorrespondindRenot eCal | backs. ThatmeangheLocal Cal | backHandl er
actsasawrapperfor theRenot eCal | backHandl er .

7.8 Authentication classes

Thefour classeglivenherearethefoundationof all servicesvhichneedauthentication
andauthorization.

A serviceproxyextendsAbst r act Pr oxy whichusesanAut henti cat or | npl .
WhereagheservicebaclendextendsAbst r act Backend whichusesanAut hent i cat or Backendl npl
to provide the authenticatioriunctionality.

Bothclassesi.e. Aut hent i cat or | npl andAut henti cat or Backendl npl ,
canbe useddirectly, sothatis not mandatoryto extendfrom the given classeghatis
the moreflexible conceptif extensionis not possible.Whereaghe mosteasiestvay
is to extendthe both classes.Theseboth classesnly actasa wrapper Thatmeans
Abst ract Pr oxy callsthe correspondingnethodsof Aut hent i cat or | npl and
Abst r act Backend callsthecorrespondingnethodf Aut hent i cat or Backendl npl .

7.8.1 AbstractProxy

Thereforean Abst r act Pr oxy providestwo methods:l ogi n() andl ogout ()
that calls the appropriatemethodson Aut hent i cat or thatis storedin the field
aut henti cat or.

7.8.2 AbstractBackend

Abst r act Backend is alittle bit morecomplex thanAbst r act Pr oxy. It imple-
mentsheLandl or d interfaceandcallstheappropriatanethodf theAut hent i cat or Backend
thatis storedasafield. Renot eAut hent i cat or isimplementedy this class too.
Thereforghel ogi n() andl ogout () methodsallthemethodftheAut hent i cat or Backend.
get Aut henti cat or () andget Si gnedObj ect () aretwo protectedmeth-
ods. Thefirst returnsthe own field, whereashe secondonereturnsthe resultof the
correspondingnethodof the Aut hent i cat or Backend.
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Asexplainedabove,Aut hent i cat or | npl andAut hent i cat or BackendI npl
arevery crucialfor theserviceitself.

In away, theseclassearesimilartoRegi st er | npl andRenot eRegi st er | npl .
Themaindifferencds thatregistrationneedsio authenticationwhereasuthentication
is neededy log on sessions.

| oggedl n isabool ean field thatstoresthe stateof the session.Two fieldsare
usedto storetheslotresults.s| ot Res storesheresultthatis neededo communicate
with the Subj ect Aut hent i cat or service,whereashe secondoneis neededo
reloginwith aLogi nToken whichthel ogi nSl ot Resul t contains.

The Secur el i ent hasgot the objectthat encapsulatethe securecommuni-
cation. A Si gnedCbj ect with the public DH key amongotherthingsis storedin
thefield si gnedbj ect . Thelastfield r enot eCal | backHandl er holdsaref-
erencefor aRenot eCal | backHandl er .

Theconstructorsetghegivenvaluedfor si gnedChj ect andr enot eAut hent i cat or .
A new Secur ed i ent is createchere.

TheprivatemethodsheckSi gnat ur e() andi nst al | Provi der () aremostly
equatltothemethodglescribedn Regi st er | npl . Themethodget Cal | backToken()
andget Def aul t User () still haveto beimplementedCurrently they returnnul | .

Everymethodhatcallsmethodof thebackend,checksf alreadyhave beenlogged
in. If not,| ogi n() is calledexplicitly, wheread ogi n() callsl ogout () firstif
theuserhasalreadybeenloggedin.

After thatcheck,i nst al | Provi der () andcheckSi gnat ur e() arecalled
to ensurethat the communicationcan be trusted. Then, the public DH key stored
inside the Si gnedLogi nDat a is usedto generatethe secretDH key by calling
Secured i ent. keyGener ati on() . Thatnewly createdsecrekey andtheDorrai nNarre,
alsostoredn theSi gnedLogi nDat a, aretheagumentgotheRenot eCal | backHandl er | npl .

After creationof a Logi nDat a, thel ogi n() methodof the backend canbe
called,whereaghe Logi nDat a will be sealedandthe resultwill be unsealed.The
resultcontaingheboth S| ot Resul t swhicharestoredin thebothfields. In theend,
the Token andthe Cooki e for the Secur ed i ent canbe setfor furthercommu-
nication. Theverylaststepis to setl oggedl| n tot r ue, sincethe authenticatiorhas
beensucceeded.

7.8.3 AuthenticatorBackendImpl

Thebaclendversionof Aut hent i cat or | npl isAut henti cat or Backendl npl
thatimplementghe Aut hent i cat or Backend interface.

Thisimplementatiorhasfour fieldsto storeaDonai nName, asessiorslotprovider,
asigningkey anda field for a Subj ect Aut hent i cat or finder A constantalled
SESSI ON_DURATI ON stateghedurationof aLogi nToken.

TheconstructotakesaLandl or d, aDonai nNare andapassverdaschararray
Thepasswrdis usedin | oadSi gni ngKey() torestoreheprivatesigningkey from
its storedencryptedsersion.Theconstructocreatesanew Ser vi ceFi nder tofinda
Subj ect Aut hent i cat or . It alsocreatesanew Secur eSl ot Provi der , using
theLandl or d andtheSESSI ON_DURATI ONasargumentsFinally, theverb—domainName—
is setandl oadSi gni ngKey() is calledwith the passverd.

| oadSi gni ngKey() andget Si gnedbj ect () arevery closeto the same
methodsn Renot eRegi st er | npl . OnedifferencasthatSi gnedLogi nDat al npl
is usedinsteadof its superclas§i gnedRegi st er Dat al npl .
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| ogi n() usesthe parametepubl i cKey to leasea slot. After retrieving the
Cooki e from the S| ot Resul t, the encryptedLogi nDat a could be decrypted.
Then,the Logi nDat a andthe storedRenot eCal | backHandl er is usedto call
thel ogi n() methodof theSubj ect Aut hent i cat or service.

If theauthenticatiosucceedgheservicereturnsaSubj ect Aut hResul t which
is storedin the Secur eS| ot Provi der with the Cookieaskey. Finally, the en-
cryptedandnewly created.ogi nResul t containingtheboth Sl ot Resul t sis re-
turned.

7.9 BlueDot Sewice
7.9.1 Proxy

The Bl ueDot Pr oxy implementsthe Bl ueDot interface. This implementatiorhas
onefield that is a referenceto the baclkend, a Renot eBl ueDot andis setby the
constructorpi ng() andr unAppl et () only call the correspondingnethodsof the
baclend.

7.9.2 Backend

Bl ueDot Ser vi ce which implementsRenot eBl ueDot is more sophisticated It
hasto provide a schedulingor all incomingrequestghatwantto runanAppl et on
theRing.

Theincomingrequestsrestoredin aLi st calledqueue. The numberof ports
is storedin por t s, wherebythe numberof free portsis storedseparatelyn f r ee. A
mappingbetweerportsandrequestdo run on arestoredin the Map pl an.

Therealsomustbeafield to storeareferenceoaJi bMul ti Fact ory. It isused
to communicateo the Blue Dot Receptorndthereforeto the Java Ring.

The constructorsetsf r ee andport s to one. Therealso shouldbe a way to
determinghenumberof portsdynamically A Vect or is createcasqueue andanew
HashMap isusedaspl an. TheJi bMul t i Fact ory is createdvith anoarguments
constructorThenaddJi bLi st ener () andstart Pol | i ng() haveto becalled.
SinceBl ueDot Ser vi ce implements)i bMul ti Li st ener , it registersitself.

Oneof thetwo agumentsf theBl ueDot Ser vi ce is thestoragdocationwhich
is givenasargumento thesuperclas8asi cUni cast Ser vi ce. Theotherparame-
teristheStri ng pat h which determineswhereto storethe downloadedfiles. But
themai n() methodonly takesoneargumentj.e. thepath. Thefilenameof thestorage
locationis the constant| LENAME.

get Proxy() returnsanew instanceof aBl ueDot Pr oxy asexpected.

The requestschedulingis done by the four methodsi But t onl nsert ed(),
i Butt onRenoved(),runAppl et () anddi spatchSl ot s().

The runAppl et () methodcreatesa nev Bl ueDot Ent r y which storesthe
callerThr ead, anexceptionif thrown while executionandthe Ri ngAppl et to run.

After enqueuingdi spat chSl ot s() iscalled. Theexecutionof thecurrenThr ead
cannow be suspendedby calling suspend() ontheBl ueDot Ent ry’s Thr ead.
Sincethe executiononly resumesf the Appl et hasbeenexecutedthe exceptionin-
sidetheBl ueDot Ent ry canbechecled.If itisnul | ,ri ngAppl et . get Dat a()
is returned ptherwisethe givenExcept i on will bethrown.
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di spat chSl ot s() searchegor thefirst free slotif the amountof free slotsis
morethanzero. The Bl ueDot Ent r y is removed from the queue andputinto the
Map pl an usingthe numberof the port askey. A messagewhich is storedin the
Ri ngDat a insidetheRi ngAppl et , is printedto theconsole.

i Buttonl nserted() iscalledautomaticallyif a Java Ring hasbeeninserted.
UsingtheJi bMul t i Event parametertheslot canbe determinedandthereforethe
Bl ueDot Ent r y of theplancanberetrieved. If thereis no Bl ueDot Ent ry for the
specifiedport, anerrormessagés printed. Otherwisetheset Sl ot () methodof the
Ji bMul ti Fact ory is calledwith the slotasargument.

A Sel ect or hasto be createdto run the specifiedAppl et on the Java Ring.
Thedatafor thatis storedin theRi ngAppl et andtheRi ngDat a which areaccess-
ableby thepl an. After theinvocationof the Sel ect or 'ssel ect () method,the
Ri ngAppl et 'srun() methodcouldbecalled.

Thecounterparbf i Butt onl nserted() isi Butt onRenoved() . Depend-
ing on the slot, the correspondindgdl ueDot Ent ry is retrievedfrom the pl an. The
callerThr ead isreactvatedby callingr esunme() onit. Theamountof freeslotswill
incrementtheBl ueDot Ent r y will beremovedfromthepl an anddi spat chSl ot s()
is called,sincethecurrentslot canbedispatched.

The proprietarysoftware to selectandrun an Appl et on the Java Ring needs
an external “jib file. Therefore,the jib file needsto be downloaded. The method
writedibFile(), whichis calledin r unAppl et (), usesthe URL inside the
Ri ngDat a to downloadthe jib file with a | nput St ream It is written using a
Fi | eQut put St r eaminto the storedpathwith its appletname.

7.10 RingAuthentication Sewice

Building ontheBl ueDot servicetheRi ngAut hent i cat i on serviceprovidesthe
ability torunachallenge-responggpl et onaJavaRing. ThereforeaRi ngAppl et
is neededvhich canbe givenasanargumentto the Bl ueDot service.

7.10.1 RingAuthenticationApplet

Ri ngAut henti cat i onAppl et extendsAbstract Ri ngAppl et andcanexe-
cuteachallenge-respongippl et ontheJavaRing.

Threefieldsareneededchal | enge storeghegivenChal | enge,chal | engeDat a
referenceghe Chal | engeDat a that containsthe Response and a byt e array
send is usedto communicatevith the Java Ring.

Only byt e arrayscanbe exchangedvith the Appl et ontheJasaRing, sothata
protocolneedgo be defined.All therelevantinformationaregivento the constructoy
i.e.theRi ngDat a, theChal | enge andthe Donai nNane.

The protocol for the challenge-responsavocationis: length of Passwor d +
passwor d + lengthof Dormai nNane + Domai nNamre + Chal | enge. Currently
in this samplemplementatiomo passverdis required sothefirst byt e is zeroandis
followedby thelengthof thedomain.

Domai nNane and Chal | enge provide the methodt oByt eArray() which
returnstherepresentationf theseobjectsasbyt e arrays.Doing it thatway, thefields
send andchal | enge canbesetin theconstructor

Therun() methodcallstheencr ypt Di spat ch() methodandprints out the
endmessageencr ypt Di spat ch() is the centralpoint of thatclass. It usesthe
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Ji bMul ti Fact ory thatis given as parameterto contactthe Java Ring Appl et
usingthesend APDU messagewherebyit createsanew CommandAPDU andreceves
aResponseAPDU.

EveryResponseAPDU hasgotastatusvordthatcanbeaccessetly callingsw( )
onit. Theresponse&ontainsabyt e arraythatis structuredhatway: lengthof User
+ User + Response.

Bothobjectsarerestoredromthebyt e arrayrepresentatioandanew Chal | engeDat a
canbecreatedwith bothargumentssothatget Dat a() canreturnit.

7.10.2 Proxy

TheRi ngAut hent i cati onPr oxy implementgheRi ngAut henti cati on in-
terfaceandcontainsareferencdo a Renot eRi ngAut hent i cat i on objectwhich
is contactedf pi ng() orchal | engeResponse() is called.

7.10.3 Backend

Ri ngAut henti cat i onSer vi ce extendsBasi cUni cast Ser vi ce andimple-
mentsthe Renot eRi ngAut hent i cat i on interface.

It hasfor constants:APPLET _NANME is usedto accesghe Appl et on the Java
Ring. FI LENAME is neededo storethecontext informationof thatservice MESSAGE
is usedby the BlueDotServicdo print somenformationfor theuserandatlastPASSWORD
currentlyasa" " -St r i ng, sincethis implementatiordoesnot usea passvord to ac-
cessheJavaRing Appl et .

Theclassprovidestwo fieldsbesidesheconstantsbl ueDot Fi nder isaSer vi ceFi nder
usedto contactthe Bl ueDot Ser vi ce, i.e. to invokether unAppl et () methodof
it. Finally, it also storesa Ri ngDat a objectthat containsthe accessnformation
neededy the Bl ueDot service.

Thenai n() methodexpectsoneargument:the URL, wherethejib file, needed
by the Bl ueDot servicecan be downloaded. Using the constantFl LENAME and
the URL, which is enhancedy the APPLET_NAME andthe APPLET_POSTI X, the
constructoiis called.

Thereal startof the serviceis doneby callingthei niti al i ze() method.The
constructorcreatesa nev Ri ngDat al npl with the given information and setsthe
field. It alsosearches Bl ueDot serviceby creatinganew Ser vi ceFi nder . The
references storedto the appropriatdield.

get Proxy() returnsanew instanceof Ri ngAut henti cati onPr oxy asex-
pectedthatonly takesthereferenceof theserviceasargument.

Themostimportantmethodof thisclass:chal | engeResponse() isveryshort.
Usingthe Ri ngDat a field andthe two parameter€hal | enge andDomai nName
anew Ri ngAut henti cati onAppl et is created. Then,the Ser vi ceFi nder
is usedto retrieve a valid referenceof a Bl ueDot proxy. The resultof the invoca-
tion of ther unAppl et () methodof theBl ueDot serviceis returnedwherebythe
argumentwastheRi ngAut hent i cati onAppl et .

7.11 UserDB service

The User DB serviceconsistsof two parts: the serviceitself andthe corresponding
proxy.
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7.11.1 Proxy

The User DBPr oxy extendsthe Regi st er | npl andimplementshe User DB in-
terface.

Its constructohasto thesetthefield r enot eUser DB thatreferenceshebaclkend
serviceandit is usedoy themethodsaut hent i cat e() ,pi ng() andrefresh()
to call theappropriatanethodontheservicebackend. They alsocheckif alreadybeen
registeredptherwiser egi st er () is calledfirst.

7.11.2 Backend

The servicebaclend,i.e. User DBSer vi ce extendsRenot eRegi st er | npl and
implementghe Renot eUser DB interface.

Currently the User DB only providestwo usersfor two authenticatiorschemesit
doesnot contactsomekind of underlayinguserdatabase.

For passwerd authenticationthe usersschochand krone with their passvords
thomasandoliver arehardcoded. For usewith an Java Ring, two DESede keys are
createdandstoredinto awell-defineddirectoryif they doesnot alreadyexist there.

Therefore,a few constantsare needed. PATH defineswherethe keys shouldbe
stored,i.e. from whereto restore. SEPARATOR defines how the userandthe domain
nameare separatedn a filenameand SYMTYP definesthe prefix of sucha filename:
schoch-j ohn. secr et Key.

SYMAL G specifieswvhich algorithmshouldbe usedfor the challenge-respongeo-
cedure.Theoneusedn thisimplementatioris DESede/ ECB/ NoPaddi ng. SYMKEYTYP
defineghekeys: DESede.

FI LENAVE and SERVI CE_DURATI ON aretwo morefields that store,whereto
storethe servicescontext informationandthe maximumdurationof alease.

passwor dVap andsecr et Key aretwo Maps that map the usernameto the
password,i.e. Secr et Key.

Themai n() methodexpectstwo argumentstheDorai nNane andthepassverd
to accesghe key store. The first thing is to add a new SunJCE security provider
totheJVM. Then,anew User DBSer vi ce canbecreatedusingtheFI LENAME, the
Domai nNane andthepasswerdaschararray Thelastthingistocallthei niti al i ze()
methodof thatobjectto startthe service.

Inside the constructoy two HashMaps are createdand gener at eMaps() is
called for the two fields. This methodsput the passverd thomasand oliver in the
passwor dVap for theusersschochandkrone.

It alsotries to retrieve the keys for the challenge-responsgrocedurefrom file.
Thereforgget Fi | enane() buildstheappropriatdilenameconsistingof pat h, User ,
Domai nNane andSYMI'YP. If thefile exists,get Secr et Key() is calledwhichre-
trievestheSecr et Key by usinganQbj ect | nput St r eam otherwisew i t eKey()
is calledwhichgenerateanew Secr et Key, writesit to afile usingaCbj ect Qut put St r eam
andreturnsthe key asresultof the invocation. Now, the Secr et Key andthe User
couldbeputinto thesecr et KeyMap.

Sincethe userdatais static,r ef r esh() doescurrentlynothing. get Pr oxy()
returnsa new instanceof User DBPr oxy asexpected.

Theargumentdor theconstructomreareferenceof the serviceitself andtheresult
of get Si gnedObj ect () . The mostimportantmethodis aut henti cate() . It
unsealsheSeal edCooki eMacCbj ect andcallstheappropriateloAut henti cati on()
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methodswith theunsealeabjectasparameteif thetheunsealedbjectis aninstance
of Aut hDat a or Chal | engeDat a method.

The verification of the passwerd is doneby comparingthe storedpassverd with
theonein Aut hDat a, wherebythe usernameis the key to retrieve the passverd. If
the passverd is incorrect,the passverd or the userdoesnot exist in the databasen
Except i on will bethrown, otherwisethe storedsubj ect Dat a will bereturned.

The verification of the challenge-responss similar. The Subj ect Dat a is re-
trieved from the map using the username. Then, the Secr et Key is taken from
the Subj ect Dat a andthe Response is calculatedfrom the challengeusing the
Secr et Key. If thecalculatedresponse equaldotheResponse intheChal | engeDat a
parameteithe subj ect Dat a will be returned,otherwisean Excepti on will be
thrown.

The calculationof the Response is doneby initializing an Ci pher objectin
ENCRYPT_MODE with the Secr et Key. The Response is retrieved by calling
doFi nal () ontheChal | enge.

7.12 LoginPolicyDB service

Thestructureof this serviceis very similarto theUser DB'sone.

7.12.1 Proxy

TheLogi nPol i cyDBPr oxy extendsRegi st er | npl andimplementgheLogi nPol i cyDB
interface. The field r enot eLogi nPol i cyDB storesa referenceto the backend
whichisusedn thethreemethodgi ng() ,r ef resh() andget Logi nPol i cy()

to callthecorrespondingnethods Every methodshecksf theproxy hasalreadybeen
registered ptherwiser egi st er () will becalledfirst.

7.12.2 Backend

Logi nPol i cyDBSer vi ce isthebaclendfor theproxy, it extendsRenot eRegi st er | npl
andit implementghe Renot eLogi nPol i cyDB interface.

Its only constanis FI LENAME which determinesvhereto storethe context infor-
mation.

Sincethis is a sampleimplementationonly oneLogi nPol i cy is returned,not
dependingnthethreedimensionsDef aul t User , serviceandattempt.Thatmeans
get Logi nPol i cy() doesthesealingandunsealingof theparameteri.e. theresult
andusesdoLookup() toretrievetheLogi nPol i cy.

doLookup() returnsanew instanceof Def aul t Logi nPol i cy.

get Proxy() returnsanew instanceof Logi nPol i cyDBPr oxy asexpected.

r ef resh() doescurrentlynothing,sincethe policy is hardcoded.

7.13 Jaassewice

TheJaas serviceusegheJAAS moduletoimplementheSubj ect Aut hent i cat or
service.Thisimplementatioralsoincludestwo implementation®f aLogi nModul e.
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7.13.1 ConsoleRasswordLoginModule

Consol ePasswor dLogi nModul e is onetheseimplementations.The four fields
thatstoresSubj ect , Cal | backHandl er, shar edSt at e andopt i ons areset
byinitialize()’ saguments.

Thebool ean fieldconmi t Succeeded andsucceeded areusedto statethat
thesephasesre completedsuccessfully The third bool ean variabledebug is re-
trievedfrom opt i ons andit is usedto displayadditionaldehug information.

Finally, afield thatstoresSubj ect Dat a is required sincethis references setby
[ ogi n() andusedin commit ().

The constructordoesnothing, sincei niti al i ze() doesthe mandatoryini-
tialization. That meansit setsdebug, opti ons, shar edSt at e, subj ect and
cal | backHandl er .

| ogi n() createsa NaneCal | back anda Passwor dCal | back to createa
Local NanmePasswor dCal | back. It alsocreatesa User DBCal | back andin-
vokestheCal | backHandl er 'shandl e() methodswith theseCal | backs.

After that,a User andaPasswor d objectcanbeinstantiatedvith theinforma-
tion from the Cal | backs. Sincethe User DBCal | back returnsa User DB proxy,
the servicecan be consultedusinga Aut hDat al npl , consistingof the User and
the Passwor d. The resultof that invocation,a Subj ect Dat a is stored. If an
Except i onoccursnl ogi n() , all theinformationwill bewipedoutandan| Logi nExcept i on| will
bethrown.

conmi t () usestheSubj ect Dat a to addthePr i nci pal s,thepubliccreden-
tials andthe private Credentialdo the Subj ect field. | ogout () doesthereverse
operation:it removesthe datafrom the Subj ect field andclearsall information,like
abort () doesit.

7.13.2 RingLoginModule

Ri ngLogi nModul e isverysimilarto Consol ePasswor dLogi nMbdul e, sothat
only thedifferenceseedto bestated.

| ogi n() usegheLocal Chal | engeCal | back withanew Chal | engel npl ()
to retrievetheUser andthe Response. Thenthe User DB canbe contactedwith a
new Chal | engeDat al npl , consistingof theChal | enge, theResponse andthe
User . Therestis the sameasdescribechbore.

7.13.3 Proxy

TheJaasPr oxy alsoextendsRegi st er | npl andimplementsSubj ect Aut henti cat or .

Thefieldsr enot eSubj ect Aut hent i cat or referenceshebaclendservice.
Themethodd ogi n(), 1 ogout (), pi ng() andr efresh() areresponsible

to do the sealing,unsealingandcall the methodsof the baclend. If the proxy hasnot

beenregisteredy egi st er () is calledfirst.

7.13.4 Backend

TheJaasSer vi ce is alittle bit morecomplex thanthe otherservices.The service
extendsRenot eRegi st er | npl andimplementgsheRenot eSubj ect Aut hent i cat or
interface.
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FI LENAVE and LOG N_DURATI ON are two constantghat specifieswhere to
storethecontext informationandthedurationof aleasehatis givenoutfor aJ AASSI ot Resul t | npl .
For thatreasorthefield | andl or dLeaseFact or y is usedto createnew Leases.

A Sl ot Provi der asafieldisalsoneededbecausé& containgheJAASSI ot Resul t s.
Sincethisserviceusegwo otherservicestheSer vi ceFi nder fieldsl ogi nPol i cyDBFi nder
anduser DBFi nder areneeded.

Thenai n() methodexpectstwo argumentsthe Donmai nNane andthe passverd
to accesghekey store.But before,a new JaasSer vi ce canbeinstantiateda new
SunJ CE securityprovideris addedto JVM.

Finally,i niti al i ze() iscalledontheJaasSer vi ce whichstartstheservice.
Theconstructoisetsthefield for | andl or dLeaseFact ory, thesl ot Provi der
andthetwo Ser vi ceFi nder s.

get Proxy() returnsanew instanceof JaasPr oxy asexpected.

SinceJaasSer vi ce givesouttwo differentkindsof leasesthis implementation
overridesthefour landlordmethods|f thecookieis ainstanceof Logi nCooki e, the
correspondingnethodof the sl ot Pr ovi der is called,otherwisethe supermethod
is called.

ref resh() andl ogout () arecurrentlynotimplemented.

Themostimportantmethods| ogi n() . It getsthetwo proxiesfromtheSer vi ceFi nder
fieldsandunsealghe Logi nDat a. UsingtheLogi nDat a, thelLogi nPol i cyDB
serviceis contactedandreturnsalLogi nPol i cy.

TocreateaJaad.ogi nCont ext ,thenameofthelLogi nPol i cy andaCal | backHandl er
areneededwherebythelastoneis anew instanceof Local Cal | backHandl er that
takesthe Secr et Key, theRenot eCal | backHandl er andtheUser DB proxy as
argumentdor the constructor

After theinstantiatiorof theLogi nCont ext ,thel ogi n() methodcanbecalled
andif no Excepti on hasoccurred,get Subj ect () is called. The Subj ect
andthe Logi nPol i cy arebundledinto a Jaas S| ot Resul t | npl objectwhich
is storedinto the Sl ot Provi der by calling | easeSl ot (). The result of the
| easeSl ot () invocationandtheSubj ect arebundledasSubj ect Aut hResul t | npl
andreturnedsealed.

7.14 Challenge-Responsépplet and Host for the Java
Ring
7.14.1 Applet

TheChResp_Appl et extendsAppl et whichisdefinedn thej avacar d. f r anewor k
package Sincethecommunicatioronly worksonbyt e arraylevel,theAppl et itself
andall themethodsmustbe specifiedby byt e values.

Thereforethefollowing constant@redefinedasproposedy the DallasSemicon-
ductorsIDE: CHRESP_CLA, CHRESP_|I NS_SET_PI N, CHRESP_| NS_SET_KEY,
CHRESP_|I NS_ENCRYPT,CHRESP_|I NS_SW TCH_PI N,SELECT CLA,SELECT | NS.
TheconstantVAX_SEND_LENGTHis definedto determinghelengthof a APDU pack-
age.
TheDomai n,theUser arestoredasbyt e arrays.Thekey is storedasDES3 _EncKey.

To provideanappletPIN, thefieldsuse_pi n,appl et PI N, pi nSi ze andl ast Pl NCheckTi e
areused.To storethe datainsidethe APDU abyt e arrayapduDat a is defined.
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The constructorof the Appl et registersitself with the Java Card Environment
usingr egi st er (). Thenuse_pi nissettotrue,pi nSi ze is setto zeroanda new
Owner PI Nis generatedCallingupdat eAndUnbl ock() onthatPI N, setsthepin.
i nstal |l () justcreatesanew instanceof thatAppl et .

Themethoddispatcheis pr ocess() which callsoneof thefour methodsspec-
ified by the four constants.The mostimportantmethodis encr ypt Di spat ch() .
If use_pin istruecheckPi n() is calledwhich first checksthe time if the Java
Ring is blocked and unblocksit if the durationis more than three minutes. The
| ast PI NCheckTi e is setto the currenttime andthe pin is checled by calling
checkontheappl et PI N.

Theformatof theincomingdatais lengthof PI N+ Pl N+ lengthof Dormai nNae
+ Donmai nName + Chal | enge. TheDomai n andChal | enge areretrievedfrom
thatinformation. Firstthedomainis comparedIf it isnotequalal SO. SW WRONG_DATA
Except i on is thrown. Thentheencr ypt ECB() methodis calledon the key and
storedin r et whichis sentbackin theendby callingsendByt eAr r ay() , whereas
themethodonly sendgshebyt e arrayin piecesof MAX_SEND LENGTH.

The methodset _keyDi spat ch() expectsthe byt e array format: length of
PI N + PI N + length of Donmai n + Donmi n + length of User + User + Key.
domai n anduser areretrieveddirectlyfromthebyt e array whereadirst thekey is
generateasDES3_EncKey andis setusingtheset Key() methodwith thebyt e
array

set _pi nDi spat ch() expectsthebyt e arrayformat: lengthof old PI N + old
Pl N+new Pl N. It justcallscheckPI N() , setsi nSi ze andcallsupdat eAndUnbl ock()
with thenew Pl Nontheappl et PI N.swi t ch_pi nDi spat ch() expectshebyt e
arrayformat: PI N + bool ean. Sofirst the methodcallscheckPi n() andthenit
setsuse_pi n by callingbool eanFr onByt eAr ray() whichinterpretghebyt e
valueasbool ean value.

7.14.2 Host

Thecorrespondingpostprogramis calledChResp_Host andimplementsli bMul ti Li st ener
andRunnabl e. Sincetheencryptiorrequestsdoneby Ri ngAut hent i cat i onAppl et ,
this hostprogramis only usedto loadthekeys. Themai n() methodexpectsfour ar
gumentsthejib file path,thekey file path,the Dorrai nNane andtheusername.
Theprogramis startedasThr ead. Ther un() methodonly callsThr ead. sl eep,
sothatthe programcannotieave the JVM.
Ifi Buttonl nserted() isinvoked,theAppl et isselectecandset keyDi spat ch
is called. The methodbuilds abyt e arrayasdescribedabore andsendst usingthe
sendAPDU() method. Sinceno responsés requested,no responseeceied” is
printed.
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Chapter 8

CaseStudy

This chaptershavs how a simple servicecan be implementedusing the authentica-
tion andauthorizationarchitecture.The intentionis to shov how the communication
betweerthe servicelayer andthe securitylayer works. That meansthe given sample
servicedoesnot have to bevery sophisticatedlIts only taskis to shov two messages.
Thefirst messagshouldbe shavn afterthe successfuhuthenticationThe secondne
shouldonly beshovn if theauthenticatediserhasthe permissiorfor it.

8.1 Interfaces

Thecommunicatiorprotocolbetweerclientandserviceis definedby a Jasainterface.
Sincetheclientdoesnot needto be changedfterintegratingthe securityarchitecture,
the interfaceshouldalsostaythe same.That meanghe interfacehasno notion about
the securityarchitecture:

public interface Sanple extends Serializabl e
String get Message();
String get Aut hMessage();

It only definesthe two methodsget Message() andget Aut hMessage()
whichreturna String.

The Sampleinterfaceshouldbe implementedby a Sanpl ePr oxy, whereashe
Renot eSanpl e interface, which definesthe communicationbetweenthe service
proxy andthe servicebaclend,shouldbeimplementedy thebaclend:

public interface RenpteSanpl e extends RenoteAut henti cator{
Seal edMachj ect get Message( Seal edCooki eMachj ect dat a);
Seal edMachj ect get Aut hMessage( Seal edCooki eMacObj ect dat a) ;

It hasto extend Renpt eAut hent i cat or, sincethe proxy hasto invoke the
I ogi n() andl ogout () methods.get Message() andget Aut hMessage()
areresponsibléo securgheinsecureeommunicatiorchannel. Sothey usetheSeal edMac (bj ect
asreturnvaluesandSeal edCooki eMac(Chj ect asarguments.
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8.2 SampleAction

The authorizationcheckis doneby calling the Subj ect . doAs() methodswith a
Subj ect andaPri vi | egedActi on asamguments. Therefore,the actionsthat
needauthorizationhave to be encapsulateth ther un() methodof animplementa-
tion of thePri vi | egedAct i on interface:

public class Sanpl eAction inplenents PrivilegedAction {
bj ect run(){
return System get Property("user. hone");
}

Ther un() methodis verysimple.It only returnsaSt r i ng objectcontainingthe
usershomedirectory

8.3 SampleProxy

Most of thework of theproxy sidework is doneby thesuperclassAbst r act Pr oxy,
so that the Sanpl ePr oxy only hasto extendthat classand hasto implementthe
Sanpl e interface:

public class Sanpl eProxy extends AbstractProxy inplenents Sanpl ef
Renot eSanpl e renot eSanpl e;
Sanpl ePr oxy( Renot eSanpl e, Si gnedObj ect){};
String get Message(){};
String get Aut hMessage(){};

The constructorcalls the superconstructorwith the Renot eSanpl e and the
Si gnedbj ect andsetsits own Renot eSanpl e field.

Theget Message() isresponsibldo sealtherequestindto unseakheresponse
from thebaclendwhichis calledby usingthe Renot eSanpl e field:

public String get Message() throws Exception {

Seal edCooki eMacCbj ect param =
aut henti cator. get Secured ient().seal Object(null);

Seal edMachj ect result =
r enot eSanpl e. get Message( param ;

String ret = (String)authenticator.getSecureCient().
unseal oj ect (result);

return ret;

Sinceget Message() needsno parametersonly nul | hasto be sealedusing
theseal Qbj ect () methodof a secureclient which canbe retrieved by the super
classfield aut hent i cat or . With thatsealedobject,the appropriatemethodof the
servicebaclkendcanbe called. In the end, the resultof the remotemethodinvocation
hasto beunsealedisingtheunseal () methodof thesecureclient.

get Aut hMessage() doesexactly the same,exceptthe invocationof another
methodon thebackend.

Theoverall patternis:

93



e sealingtheparameters
¢ callingthebaclkendmethod
e unsealingheresult

If the sealingandunsealings donein the securesoclet layer, thebaclkendmethod
canbecalleddirectly, becaus¢hesealingandunsealings doneimplicitly in thesecure
socletlayer.

8.4 SampleSevice

The counterparbf the serviceproxy is the servicebaclend. The Sanpl eSer vi ce

hasto extendthe Abst r act Backend whichdoesthesealingamongotherthingsand
it hasto implementthe Renot eSanpl e interface. It alsoneedsa mai n() method
to startthe serviceandan implementatiorof get Pr oxy() to returnthe appropriate
Serviceproxy:

cl ass Sanpl eServi ce extends AbstractBackend inpl enents
Renot eSanpl e{
final static String FILENAME = "Sanpl eService.dat";
Sanpl eServi ce(String, Donai nNane, char[]);
mai n(String[]);
oj ect get Proxy();
Seal edMachj ect get Message( Seal edCooki eMacOhj ect data){};
Seal edMachj ect get Aut hMessage( Seal edCooki eMacCbj ect data){};

The constructorcalls the superconstructorwith the location of the servicecon-
text data,the Dormai nNane andthe password to accesshe key storeentry which is
retrievedusingthe Donai nName.

To starttheservicethemai n() methodexpectstwo parametergheDonmai nNane
andthe password for the key store. The third parametemhich is neededo instanti-
atethe Sanpl eSer vi ce: the location of the contet datais storedin the constant
FI LENAME. After creationof Sanpl eServi ce, theinitialize() methodis
called:

Sanpl eServi ce sanpl eServi ce = new Sanpl eServi ce (FI LENAME,
new Domai nNamel npl (args[0]), args[1].toCharArray());
sanmpl eService.initialize();

get Proxy() returnsaninstanceof the Sanpl ePr oxy. Thereforeit calls the
constructomwith areferenceof itself andthe classnameof itself:

return new Sanpl eProxy(this, getSignedObject/(
this.getd ass().getName()));

get Message() shouldreturnaSt r i ng containinghetwo words:"Hello World”.
Thereforeget Message() first hasto unsealhasto checkimplicitly the parameter
andhasto sealthe St ri ng:
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Secur eS| ot Provi der sessi onSl ot Provi der =
aut henti cat or Backend. get Sessi onSl ot Provi der () ;
sessi onSl ot Provi der. unseal Obj ect (dat a) ;
return
sessi onSl ot Provi der . seal Obj ect (dat a. get Cookie(), "Hello Wrld!");

Thesealingandunsealings doneby asecureslotproviderwhichneedsheCooki e
storedin the parameteto retrieve the contect information.
Theoverall patternis:

e unseakheparameter
e performtheactions
e sealtheresult

If thesealingandunsealings doneby thesecuresocletlayer, only theactionshave
to be performed.

Thedifferencebetweerget Message() andget Aut hMessage() isthatget Aut hMessage()
usesSubj ect . doAs() to performanactionthatneedsauthorization:

Secur eS| ot Provi der sessionSl ot Provi der =
aut henti cat or Backend. get Sessi onSl ot Provi der () ;

sessi onSl ot Provi der. unseal Obj ect (data); Cooki e cookie =

dat a. get Cooki e();
Subj ect Aut hResul t subj ect Aut hResult =
(Subj ect Aut hResul t) sessi onSl ot Provi der. get Dat a( cooki e) ;
String ret = (String)Subject. doAs(subj ect Aut hResul t.
get Subj ect (), new Sanpl eAction());
return sessionSl ot Provi der. seal Obj ect (cookie, ret);

Thereforejt retrievesthe Subj ect from thecontet informationstoredby these-
cureslot provider. It alsocreatesanew Sanpl eAct i on thatr un() methodreturns
the currentusershomedirectory The restis unsealingthe parameteandsealingthe
result.

8.5 SampleClient

Finally,aSanpl eCl i ent isneededhatusesheSanpl eSer vi ce. TheSanpl ed i ent
is aregularJini clientthatusesa Ser vi ceTenpl at e to specify whatJini serviceis
needed.The whole securityarchitectures transparento the client, so thatthe client

only hasto call thebothmethodson the proxy:

JOpt i onPane. showessageDi al og(null, "It’'s message is:\n" +
((Sanpl e) 0).get Message(), "SanpleCient",

JOpt i onPane. PLAI N_NMESSAGE) ;

JOpt i onPane. showMessageDi al og(nul I,

"It’s "auth’ nessage is:\n" + ((Sanple) o0).getAut hMessage(),
"Sanpl edient", JOptionPane. PLAl N MESSAGE);
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8.6 Setupthe policy files

The setupof the policy filesis very crucialin the whole securityarchitecturepecause
wrongentriescouldallow attacks.Thepolicy file at client sidehasto ensurethatonly
serviceproxiesthat aresignedby trustedpartiesare executed whereaghe policy file
at servicebaclendsideis usedto checkif the currentuseris authorizatedo execute
the code. The authenticatiorservicealsoneedssomeinformationof how to perform
theauthenticatiorprocess.

8.6.1 Client

The client only needsone policy file that only grantsthe appropriatepermissiongo
signedand trustedcode. Currently the Socket Per mi ssi on mustbe grantedto
unsignedcode,otherwisethe Cl assLoader cannotbe instantiated.The key store,
which containsthe public verifying keys, could alsobe specified:

keystore "file:/${user. hone}/.keystore", "JKS";

grant signedBy "john"{
perm ssion java.security. Al Pernmission "", "";

}s

grant {
perm ssion java. net. Socket Perm ssion "*:1024-",
"connect, accept";

}s

8.6.2 Sewice

The sampleserviceneedgwo differentpolicy files. OneJDK1.2 style policefile that
grantsall local archivesthe Al | Per i ssi on, exceptthe archivesthat containthe
classeswvhich needauthorization. The permissiondor theseclassesaregrantedin a
separatgolicy file. Thefirst policy file lookslike:

grant codebase "file:/H /project/jaasl O/lib/jaas.jar"{
perm ssion java. security. Al Perm ssion;

}s

grant codebase "file:/H /project/jinil 0 1/1lib/sun-util.jar"{
perm ssion java. security. Al Perm ssion;

1

grant {
perm ssion java. net. Socket Perm ssion "*:1024-",
"connect, accept";

1

Thesecondoolicy file grantspermissiorto authorizatiorrelevantclasses:
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grant codebase

"file:/H/project/jaaal sanpl eservi ce/ schoch-sanpl e-action.jar",
Princi pal schoch.jini.security.reference. auth. Principallnpl
"schoch" {

perm ssion java. util.PropertyPerm ssion "user. hone", "read";

}s

ThatentrygrantsthePr oper t yPer mi ssi on toall classesnsidethejar archive,
which are executedby a Subj ect that containsthe Principal schoch,to readthe
user . hore systemproperty

8.6.3 Authentication Sewice

The Authenticationserviceitself usesa regular policy file. This Sanpl eSer vi ce
usesan authenticatiorservice,which usesJAAS, sothatalsoa configurationfile for
thelogin policiesis needed.The configuratiorfile usedin thatexampleonly provides
oneentry Def aul t which specifiesa consolelogin assufficient andaring login as
requiredif thefirst fails:

Def aul t {
schoch.jini.security.reference. service.|aas.
Consol ePasswor dLogi nModul e sufficient debug=true;
schoch.jini.security.reference. service.|aas.
Ri ngLogi nMbdul e required debug=true;

b

8.7 KeyManagementand Signing

A few jar archives,including the downloadableSer vi cePr oxy have to be signed.
First, the private signing key and the public verifying key mustbe generated.The
Domai nNan®e is usedasaliasto accesghe key store. In the given examplea user
calledJohnSmithwill becreated His aliasandthereforethe Donai nNane is john:

> keytool -genkey -alias john -keypass 123456

The passverd to accesghe privatesigningkey is 123456.The privatesigningkey
is usedto signthe dynamicDH key andthe staticcodeamongotherthings.

All jar archivesthatareusedby the Sanpl ed i ent includingthedownloadable
code,haveto besigned:

ejcel 2 1.jar

e sunjce_provider.jar
e jaas.jar
ejini-core.jar
ejini-ext.jar

e sun-util.jar
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e schoch-sanple-client.jar
e schoch-common-int.jar

e schoch-common-inpl .jar

e schoch-security-int.jar
e schoch-security-inpl.jar
e schoch-signed-dl .jar

Another approachis to sign only the downloadablecode and to grantthe local
classegherequiredpermissions.

8.8 Setupthe environment

Theeasiestvayto runtheexampleisto installthewholeprojectin D: \ pr oj ect \ j aaa
underWindow NT 4.0 or Windows 2000. If anotheroperatingsystemor anothermath
isusedthefile j aaa/ t enpl at e/ envi ronnent . t enpl at e needdo beupdated.
Especiallythe pathsand variablenameshave to be updated.If therearechangedo
enviroment . tenpl at e, generate-fil es. bat mustbecalledto updatethe
batchfiles which areusedto run all the Java programs.If anotheroperatingsystemis
used all files in thetemplatesubdirectoryhave to be updated.If anothermathis used,
all policy filesin all subdirectoriesnustbe updated.

8.9 Loading the key onto the Java Ring

If theUser DBSer vi ce isstartedit triestoreadthedirectory. j i ni aut h/ chal | resp
in theusershomedirectory If thedirectorydoesnotexist, the userhasto createthedi-
rectoryfirst, otherwiseheUser DBSer vi ce cannowork correctly TheUser DBSer vi ce
triesto readtwo Triple DESkeysfrom thefiles[ Domai nNamne] - schoch. secr et Key
and[ Domai nNane] - kr one. secr et Key. If the keys do not exist, they will be
generatecGutomatically

ToloadaJavaRingwith theuserschoch| oadkey1l. bat intheri ngaut henti cati on
subdirectoryhasto belaunched.If the programis up, the Java Ring mustbe pushed
ontothe blue dot receptorandhasto be released After the programreportsthatthere
is no responsdrom the Java Ring, becausat is only an upload,andthereforeno re-
sponsas expectedthe Ring canbereleasedTo load a Java Ring with theuserkrone,
| oadkey?2. bat hasto belaunchedn the samemanner

8.10 Starting the example

Theexamplecanbestartedf the stepsdescribedabore have beendone:

e envi ronnent . t enpl at e hasbeenupdatedandgener at e-fi | es. bat
hasbeencalledif necessary

e . jiniauth/challresp hasbeencreatedin the usershomedirectoryand
theUserDB.bahasbeenstartedonceto createthe keys
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¢ thekeyshave beenloadedontothe Java Rings
Thefirst thing is to startthe Jini infrastructurein thej i ni i nf r a subdirectory:

e del t np. bat , deletethepersistentmid andluslog directories
e | us-htt p. bat , thehttp senerfor thelus
e rm d. bat , thermi actvationdaemon

e | us. bat, thelus
Next, a http senerfor the proxiesandthe serviceshave to be started:

e conmon-dl / common- ht t p. bat

bl uedot / bl uedot . bat

ri ngaut henti cati on/ ringauthenticati on. bat

user db/ user db. bat

| ogi npol i cydb. bat

j aas/j ass. bat

e sanpl eservi ce/ [ sanpl esigned]serice.tat—

sanpl ecl i ent/ sanpl ecl i ent . bat

It is possibleto startsanpl eser vi ce. bat or si gnedservi ce. bat. The
differenceis that sanpl eser vi ce. bat startsa servicewhich downloadsa not
signedSanpl ePr oxy, sothatthe executionfails.

First, the useris promptedfor a usernameandpassverd, afterall servicesandthe
clientis up. The passverd for the userschochis thomas. The passverd for the user
kroneis oliver. If the username-passerd-dialogfails, the Java Ring authentication
startsand promptsthe userto pushthe Jara Ring onto the blue dot receptor Only
the userschochhasthe permissionto readthe authorizatednessageBoth userscan
retrieve the non authorizatednessagafter authentication.If nothing enteredat the
username-passard dialog, a null pointerexceptionwill bethrown in thatversion. If
the Ring authenticatiorshouldbe used,somethingmustbe enteredat the username-
passverd-dialog.
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Chapter 9

Conclusionand Futur e Work

First,ashortoverview aboutlini relatedprojectsis given. Then,conclusionandfuture
work aresubjectto thefollowing two sections.

9.1 Jini and Friends

In the field of standardizationtheseprotocols,all mayorplayersin the computerand
homeentertainmenbusinessareinvolved. They aretrying to build aninfrastructure
for servicediscovery andwell-definedprotocolsof how to communicate.

Microsoft and 28 industry partnersinitiated the UniversalPlug and Play (UPnP)
initiative in 1999. The UPnPlayerprovidesdiscovery, descriptionandusageof home
applicationsput thereis currentlyno implementatioravailable.

SunMicrosytemsprovidesanarchitecturesalledJiniinsteadvhichis alreadyavail-
able. Thecoreconceptf Jini, which have alreadybeenexplainedin detailabove,are
discovery, lookup, leasing,remoteeventsandtransactiongor services.Sunand Eko
Systemsannouncedh April 2000oneof thefirst broad-scale@mplementationsf Jini
technologyin healthcareln February2000,MotorolaandSunannouncedhatthey will
collaborateon the developmenf a next-generatiorarchitecturdo supportdistributed
CommandControl, CommunicationComputerand Intelligence(C41) operationdor
theUS Army.

An approactof Sunis to make Jini’s underlayingcomputedanguagelava thelin-
guafrancafor every digital device. Java cameon the marketin 1995andwas origi-
nally intendedfor embeddedystemsbut it washeavily usedasthe Internetcomputer
languagebecaus@neof thefeatureds platformindependenceéWrite once,run ary-
where”. At the momentit seemghat Java returnsto its root: the embeddedystems.
Embeddedlava, Personallava and the K Virtual Machineare productsthat fit into
ervironmentswith lessresources.So every small device is ableto understandlava.
Microsoftgoesthe sameway pushingits operatingsystemWindows CE in every small
device. Especiallypalm computersarerunningWindows CE.

Sunjoined someotherinitiativesin thatsegment,andput Java supportin it:

e HAVi: the HomeAudio andVideo Initiative (HAVi) is a ConsumelElectronics
(CE)industrystandardhatwill ensurénteroperabilitypbetweerdigital audioand
videodevicesfrom differentvendorsandbrandghatareconnectedia anetwork
in theconsumes home,
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e GSM:themobilephonestandard,
e DVB: thedigital television standard,

e OSGi: the OpenServiceGatavay Initiative (OSGi) definesa setof APIs and
providesa sampleimplementatiorof a servicegatavay architecture.A service
gatevay is a focal point, which connectshe local network containingthe ser
vices,to thelnternet.

In January2000SunandCiscoformedanallianceto developanopenarchitecture
for anInternethomegatavay. Ciscoprovidesa next-generatiorprototypeof a Home
Gatavay Sener, runningSun’s Java Embeddedsener onit. Sun's Embeddedsener
itself canprovide Jini servicesamongotherthings. Two otherimportantcollaberations
in thisfield, is thedevelopmenibf a.comHomeervironmentin Europewith Teliaand
the Connectedramily ernvironmentwith GTE andCisco.

At CES 2000, the ConsumerElectronicsShav 2000, Sun presenteda refrigera-
tor with web panelasa part of the .com Home which alreadyusesthe Java and Jini
technology

9.2 Conclusion

This thesisshovedthatit is possibleto provide a secureauthenticatiorandauthoriza-
tion architecturdor Jini servicespnly usingpresentlavatechnologiesalthoughthere
areafew thingsto do to completethe architectureandthe prototype.

Currently Jini doesnot provide ary securityfeatures,since Sunsgoal wasto be
thefirst onthe market, sotherewasnot enoughtime to includea whole securityarchi-
tecture.Sunreachedts goalto bethefirst andstill the only one,who providesavery
generalservicebrokerage.Therearealsoefforts to put securityinto Jini. Thatmeans
to provide a secureRMI with integrity and confidentiality: RMI Security Extension.
This extensionalsobuilds on JAAS to provide authenticatiorandauthorizationput in
avery generaWway. So,thearchitectureshavn in this thesisprovidesa very easyplug
andplay approachor servicedevelopersto include authenticatiorand authorization
right now.

Thetransparengfor the clientis worth a discussion.The authorsthink thatit is a
gooddesigndecisionto provide transpareng for the client for variousreasonsFirst,
the client shouldnot be ableto weakthe securitystrength,so that the decisionis up
to the service. Second existing clients doesnot needto be changedandthird, it is
muchsimplerif only the servicesideis involved. Anotherapproachs thattheclientis
awareof the securityissuesandis ableto specifythelevel of securityor bothsidescan
negotiateaboutthelevel of security Sincetheclientscanreceve eventsandtheevents
aresecuredn someway, the clienthasto dealwith securityissues.

9.3 Future Work

Currently the sealingandthe unsealingof datais doneat applicationlevel, i.e. the
methodghereforehave to be calledexplicitly. If the sealingis movedto soclet level,
then the sealingis doneimplicitly, so that the architectureis almosttransparento
serviceside. If the sealingis doneat applicationlevel, thereis a potentially security
holein thedeserialisatioprocesssincetheserialisatiorstreancouldbealteredduring
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thetransmissionAlthoughthis potentialsecurityhole exists, thereis no concretebad
scenaricknown by theauthors.

Anotherimportantpointis to securethe leases.Theimplementatiorgivenby Sun
is of coursenot secure,so an own implementationusing the securecommunication
classesnustbeprovided. Also, theadministratiorof leasesnustbecompletedsothat
aleasecanberenavedor cancelled Currently leasesarecreatedput not really main-
tained,sincethis a standardaskandthereforenot thatimportantto this architecture.

Also, eventsshouldbesecuredisinga securecommunicatiorchannelsincereplay
or deletionof eventsonthewire is a heary attack.

TheJini infrastructurdtself wasnot subjectto this architecturesincethe authenti-
cationprocesss build ontop of the Jini interfaces.lt is alsoimaginableto put security
in the coreJini interfacesput then,the problemof standardizatiomrises.

Sincethe referenceémplementationis only madeto shav, how andif the archi-
tectureworksin smallexamples someservicesgspeciallythe LoginPolicyDB service
andthe UserDBservicehave to be expandedg.g. they could contactdatabasessing
theJDBCinterface.

However, sincethis is thefirst trial of building a securearchitecturetherearestill
remainmary pointswhich canbe donebetterat secondglance. Interestecpbartiesare
welcometo continuethework on this architectureandthey may contactthe authorfor
thatpurpose.
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