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ABSTRACT

Wireless sensor networks (WSN) are envisioned to fulfill
complex monitoring tasks in the near future. A typical WSN
application like object tracking fuses sensor readings pro-
duced by nodes throughout the network to obtain a high-level
sensing result such as the current speed of a tracked vehicle.
In order to produce correct results, the application typically

has to process sensor events in the order of their occurrence R — \\ ¥
at the sensor nodes. Temporal message ordering ensures that my @
sensor events arrive at the application in this order. Due to the Seooo-mTTTTT

requirements and characteristics of sensor networks, tempo-

ral message ordering is a non-trivial problem in this environFigure 1: A sensor network for estimating the velocity of
ment. We motivate the need for temporal message orderingoving objects. The thick line indicates the path of the mov-
in WSN and present an energy efficient temporal message o?9 object.

dering scheme for sensor networks.

size, shape, direction, location, or velocity of a tracked phe-
nomenon (e.g., object, creature, gas cloud) is determined by
1 INTRODUCTION fusing time-stamped proximity detections from sensors at dif-

Wireless sensor networks (WSN) [1] are currently an activeferent locations. L . .
Note that such applications require a common physical

field of research. A WSN consists of large numbers of co-. L
. == . _time scale which is shared by the nodes of the sensor net-
operating small-scale nodes capable of limited computatlon\}vork Recently, first principles and algorithms for physical
wireless communication, and sensing. In a wide variety ofap-. ~ ™ AP :
time synchronization in sensor networks have been published

plication areas including geophysical monitoring, preC|S|on[3' 4, 23]. Additionally, data fusion algorithms often must

agriculture, habitat monitoring, transportation, military sys- ) . . .
X - ocess sensor readings in the order of their occurrence time
tems, and business processes, WSNs are envisioned to ful : . .

the sensing nodes, which we dainporal order Consider

complex monitoring tasks. '?h following t |
While individual sensor nodes have only limited function- € foflowing fwo examples.

ality, the global behavior of the WSN can be quite complex.

This is achieved, in part, througtata fusion the process of

correlating individual sensor readings originating from vari- . L .
ous nodes into a high-level sensing result. Data fusion ofConsider a sensor network which is used to estimate the ve-

ten depends on the time of occurrence of fused sensor reaﬁ’—City of a moving object. Figure 1 depicts the path of a mov-

ings. Consider for example a tracking sensor network, wher89 object (thick line) and three nodes of such a network that

detect the moving object at timés < t, < t3 in their prox-
1The work presented in this paper was supported in part by the Nationailmity and send off notification messages , ms, ms to node
Competence Center in Research on Mobile Information and Communicatio& L ? ’

Systems (NCCR-MICS), a center supported by the Swiss National SciencEOUT- The messages contain time,(t) and location f;.7) of

Foundation under grant number 5005-67322. the object detection (the object’s location is approximated by

Example 1: Object Tracking




detect 3 in the context of sensor networks. We therefore present and

node 1 < - evaluate a temporal message ordering scheme for sensor net-
detect 5 works.
node 2 < : -
detect5 lost 3 AN Y
node 3 Hﬁbu—‘—> 2 TEMPORAL MESSAGE ORDERING IN
I VTR WIRELESS SENSOR NETWORKS
node 4 . 1 A
| t
detected?? In this section we want to examine why temporal message or-

_ _ _ ~dering in sensor networks is an issue in practice. This discus-
Figure 2: Node-time diagram of a sensor network for reliablesjon will be followed by a list of requirements on a temporal
object detection. message ordering scheme for wireless sensor networks.

the location of the detecting node). We will call such tagged2'1 The Need for Temporal Message Ordering

messagesensor eventdNode four fuses these sensor events .
Note that messages can arrive out of temporal order at a re-

into a series of velocity estimates of the tracked object, e.g. . X )
[ma.d—my.d| m ceiver only if a sensor event is passed by a later sensor event
e = 10" using sensor eventa; andms.

mat—my.t 0 is in the network due to variable network delays. Consider for
‘Note that good estlmates are only obtained if the sensor
xample Figure 1, where sensor eventcan only arrive be-

events are processed in temporal order. If, for example, nod?s
prems at node four, if

four processes sensor events in the order of their arrival an

my arrives afterm, andms due to network delays, the bad

velocity estimate% 02m — 1m is obtained (us- ts —to <dy —ds (1)

ing sensor events; andms). O holds, wherel; is the delay for sending sensor eventfrom
node: to node four. If the tracked object has a velocity of

Example 2: Composite Predicate Detection 102, t3 —t5 is as small as 100ms for the situation depicted in

F|gure 1. We will now show that, — d3 can be significantly
Consider a sensor network for detecting the presence of celarger than 100ms.
tain objects. Assume that nodes edgtectevents when first Message delays can be rather high in sensor networks due
detecting the object, arldst events when they no longer de- to their typically limited communication capacity which is
tect the object. Similar to example 1 and Figure 1, three sershared by nodes within communication range of each other.
sor nodes send such sensor events (containingttand their  The RENE motes developed at UC Berkeley, for example, op-
location/ at the time of occurrence of the event) to node four.erate at 19.2kbit/s [8]. In a network of such sensor nodes, the
In order to reduce the frequency of false detections due tgingle-hop delay for a 50 byte message is about 20ms in an
noisy sensor readings, an object detection is only reportedtherwise idle network. However, in dense sensor networks
by node four if at least three sensor nodes “see” the objedboth the sensing ranges and the communication ranges of
concurrently. Figure 2 depicts a sample node-time diagranmultiple nodes overlap. That is, many nodes will see tracked
Note that there is no point in time at which all nodes see thebjects at the same time from different points of view. This
object concurrently, sinclests happens before botletect; somewhat redundant information can be used to obtain very
anddetects. However, after arrival ofletecty, detecto, and  accurate traces. However, when the nodes want to send off
detects (messages exchanged depicted by dashed arrowsfe respective sensor events almost concurrently, they have to
node four is tempted to falsely report an object detection, beeompete for the shared communication medium. Assuming
causdosts is delayed in the network. | that ten nodes see the object, the first of the ten sensor events
will have an effective single-hop delay of 20ms while the last

In the above examplesemporal message orderintcan be  sensor event will have an effective single-hop delay of 200ms
used to ensure that sensor events arrive at node four in tempim case of perfect network allocation. Typical CSMA-based
ral order, such that the data processing algorithms can proceB$AC protocols introduce additional variable backoff delays
sensor events in the order of arrival without obtaining bad refor avoiding/handling collisions [31].
sults. As the above examples indicate, temporal message or- If sensor events have to be sent along multiple hops in a
dering is an important component of many sensor networketwork, the end-to-end delay increases with the number of
applications performing time-dependent data fusion. hops. In a busy network tracking many objects, the multi-hop

In the remainder of the paper we show that temporal mesend-to-end delay can be estimated by multiplying the single-
sage ordering is a non-trivial problem in sensor networks. Dehop delay with the number of hops. Using the above numbers,
spite this, to our knowledge the problem has not been studiethe effective end-to-end delaycan be estimated 200ms <



d < 2sfor aten hop path. In energy-efficient MAC protocols when the motion detection sensors detect a potential intruder,
the radio is switched off periodically, which causes additionalvideo cameras along the path of the intruder are turned on,
variable delays ranging from zero to hundreds of millisecondsince running all the video cameras all of the time would be
or even seconds [31]. very costly (in terms of energy consumption, data process-

Additionally, other kinds of network dynamics (e.g., nodesing, and data communication overheads). Another example
dying due to exhausted batteries, nodes being destroyed daee emergency detection sensor networks in facilities dealing
to environmental influences, temporary environmental obwith toxic substances, where machinery has to be shut down
structions, nodes being added to the network) lead to freand sluices have to be locked immediately upon detection of
guent network reconfigurations. Such reconfigurations ofte dangerous situation.
require lengthy procedures like neighbor and route discovery, Such sensor network applications typically require an ac-
which additionally increase the maximum message delay ition (e.g., turning on video cameras, shutting down machin-
wireless sensor networks. Discovery of new neighbors, foery) to be triggered as soon as possible after the occurrence
example, can take as long as five seconds [14] in radio sy®f the triggering phenomenon (e.g., entering intruder, leaking
tems using frequency hopping such as Bluetooth. Note thajas), a requirement we cathmediacy
that multiple such dynamic reconfigurations might be neces-
sary for the delivery of a single message along multiple hops.

This leads to a situation, where the minimum message de3 RELATED WORK
lay is quite small (hundreds of milliseconds) and the max-
imum message delay is rather large (seconds or even teng this section we review related work, mostly in the context
of seconds). That is, the right hand side of inequality 1 caryf traditional computer networks.
also be rather large (seconds or tens of seconds). Even with
dy = 2s anddz = 200ms, the right hand side of inequal- 3,1 Physical Time and Temporal Message Order-
ity 1 evaluates to 1.8s, which is indeed much greater than ing
t3 — to = 100ms. Following the initial argumentation, this

indicates that there is a real need for temporal message ordefsmporal message ordering requires that all participating sen-

ing especially in large, dense sensor networks. sor nodes share a common physical time base. Due to the re-
] guirements mentioned in Section 2.2, physical time synchro-
2.2 Requirements nization is a non-trivial problem in sensor networks. In gen-

eral, approaches developed for traditional networks are not
Now that we have pointed out the basic need for temporaguitable for sensor networks [3]. First approaches for physi-
message ordering, we want to examine requirements on tengal time synchronization in wireless sensor networks are de-
poral message ordering schemes for sensor networks. scribed in [4, 23].

Sensor nodes are small-scale devices; in the near future, Temporal message ordering has also been an issue in tradi-
low-cost platforms with volumes approaching several cubidional computer networks, for example in the context of sys-
millimeters are expected to be available [13, 29]. Such smallem monitoring and distributed event systems in local area
devices are very limited in the amount of energy they cametworks.
store or harvest from the environment. Theasergy effi- Delaying techniquesuch as [17, 19, 26] assume that their
ciencyis a major concern in a WSN. In addition, many thou-is a small upper bound on the message delay in the net-
sands of sensors may have to be deployed for a given task-work, i.e., it takes at most tim® to send a message from any
an individual sensor’s small effective range relative to a largenode in the network to any other node. The receiver which
area of interest makes this a requirement, and its small fornwants to receive messages in temporal order, maintains a list
factor and low cost makes this possible. Therefeoalabil-  of messages: sorted by their time stamps.t in ascending
ity is another critical factor in the design of the system. order. When a new messagearrives at the receiver, itis in-

As mentioned above, sensor networks are subject to freserted into this list at the right position. The first element
quent partial failures such as exhausted batteries, nodes defthe list is removed and passed to the application as soon as
stroyed due to environmental influences, or communicatiorthe receivers clock shows a value greater than + D. By
failures due to obstacles in the environment. The overall opthis time, all messages with time stamps smaller than
eration of the sensor network should tebustdespite such have been received and inserted into the list due to the upper
partial failures. boundD on the message delay.

In many applications, the sensor network will actually be  While this approach looks attractive at first glance because
part of a control loop, where obtained sensing results are usatildoes not require any extra message exchanges for achiev-
to trigger an immediate action. A surveillance sensor neting temporal message ordering, it does not fulfill the require-
work, for example, might contain nodes equipped with sim-ments pointed out in Section 2.2. As we have shown in Sec-
ple motion detection sensors and CCD video cameras. Onlfon 2.1, there is no small upper bound on the network delay



in sensor networks. Using delaying techniques with a value
of D smaller than the maximum network delay will cause
messages to arrive out of temporal order. Using a large value
of D precludes immediacy, since evaluation of all messages
is artificially delayed byD at the receiver.

Heartbeat protocolsuch as [6] assume FIFO channels be-
tween all nodes in the network. As with the delaying tech-
niques, the receiver maintains an ordered list of messages.
The first messagen is removed from the list and delivered
to the application, as soon as the receiver has received a mes-
sagesm; with m;.t > mg.t from each node in the net-
work. The FIFO property ensures, that the receiver has re-
ceived all messages with time stamps earlier thgrt at this

point in time. In order to prevent starvation, all nodes senthng fault tolerant systems. Examples include solutions for
time-stamped heartbeat messages to the receiver at reguiiktributed systems in general [15, 25], for mobile computing
intervalsA. systems [22, 27], and as part of total ordering multicast proto-
This scheme also does not fulfill the requirements pointe@ols with support for causal order delivery of messages from
out in Section 2.2. A small value df results in a Iarge mes- mu|t|p|e sources [2, 5, 10, 20] However, causal message or-

sage overhead, since each node will send a heartbeat messa@ging is not sufficient in wireless sensor networks, since it is
afterA, which is neither scalable nor energy efficient. A largepased on logical time.

value of A precludes immediacy, since evaluation of all mes-
sages is artificially delayed kg at the receiver in the worst
case. Also note that this scheme sends heartbeat messagges
even if no (real) messages have to be delivered at all, result THE TEMPORAL MESSAGE ORDERING

ing in a waste of energy. SCHEME

Figure 3: TMOS basic operation

3.2 Logical Time and Causal Message Ordering This section describes the TMOS mechanism for temporal
message ordering in detaill. TMOS stands feemporal
Physical time defines a total order on all time stamps, i.e., #essag®rdering inSensor networks.
physical time stamp, is either less than<(), greater than We will explain the basic idea behind TMOS using the
(>), or equal €) to a second physical time stamp More- ~ example from Section 1. Let us assume that a communication
over, physical time provides a measure for the elapsed amougbannel between any pair of nodes has the FIFO property, i.e.,
of real-time, i.e.|ty —t1 | is a measure for the amount of real- the messages will arrive at the receiver in the same order the
time elapsed betweéen andts. sender sent them.

In contrastogical time[16, 18] defines only a partial or- Figure 3 shows the four nodes from the example in Section
der, i.e., a logical time stamp either happened before), 1. Nodes 1-4 are arranged on a logical ring as indicated by
happened after(), or is unrelated||) to a second logical the solid lines in the figure. In order to deliver sensor event
time stampt,. Moreover, logical time does not provide a mgs, node three sends two copies{ andmj) along this ring
measure for elapsed real-time, i.e., the operatient, isnot  toward node four.ms is sent clockwise, whilen} is sent
defined for logical time stamps. counter-clockwise along the ring. After receiving;, node

In sensor networks, where sensor events are triggered gne makes sure that all locally generated sensor events are
real-world phenomena, we want to be able to relate any twéent, and forwards:; to node four. Likewise, after receiving
sensor events (and the respective time stamps). Moreover, wejs, hode two makes sure that all locally generated sensor
want to measure the amount of real-time elapsed between twevents are sent, and forwards to node four.
sensor events like in the example in Section 1. Therefore, Similarly, if node one (two) wants to sendaxally gener-
physical time must be used to relate events in the physicatedsensor eventn; (ms), it sends two copies of that event
world. Logical time is not sufficient in the WSN domain. along the ring toward node four.

Causal message ordering somewhat similar to temporal Due to the FIFO property, node four will receive at least
message ordering. Itis based on logical time and ensures thate copy of all events with a time stamp earlier thap.t
messagen; is delivered beforen.,, if the logical time stamp  before receiving the second copy:af. Consider for exam-
my.t happened beforew,.t, i.e., mi1.t — mo.t. However, ple message:; generated by node one. Sineg.t < ms.t,
my andms can be delivered in any ordersit; .t || mo.t. node one will send a copy of,; to node four before it for-

Causal message ordering has been an active research topiardsms received from node three. The FIFO property en-
in many areas such as distributed databases, realtime systeragres thain, arrives at node four befores.



Node four inserts all received sensor events into a list 0<=xy<=50
which is sorted by ascending time stamps. The first sensor a7 u - o
event in the list (i.e., the one with the smallest time stamp) is

removed and delivered to the application as soon as its second °
copy arrives. When the second copy of a sensor event arrives e A 5

at node four, we can be sure that at least one copy of all earlier ° o

sensor events from all nodes have been received and inserted a o o
into the list. That is, a sensor event is only delivered to the 5 = I
application, if all messages with earlier time stamps gener- = [ n
ated by all nodes have already been delivered. This equals - o = u
delivery in temporal order. o om |

,,,,,,,

TMOS consists of four major components:
100 <=x, y <= 150
1. Delivery groups. Clearly, the overhead of the above
scheme depends on the number of nodes involved ifrigure 4: Two delivery groups resulting from two subscrip-
temporal message ordering. On the other hand, oftetions with different area specifications.
only sensor events generated by a certain sub-set of

nodes have to be delivered in temporal order. Such a e .
set of nodes is called delivery group(DG). In order ~ 8S detected” or “lost”) identifying the type of event, a phys-

to achieve scalability and energy efficiency, it is impor- i@ time stamp, the physical locatioitz, y, 2) of the sensor
tant to identify small delivery groups. TMOS provides node, and optionally additional data such as sensor readings.

mechanisms for specifying delivery groups. Producersdvertisesensor events by specifying the names
and possible locations of sensor events they are going to gen-

2. Ring setup This component selects and maintains aerate. Consider the following two advertisements:

logical ring for the nodes of a DG as depicted in Fig-

ure 3. advertise detected at [10,15][0,10][20,25];

advertise lost at [10,15][0,10][20,25];

3. Sensor event delivery This component deals with the

delivery of sensor events to the receiver along the ringvhich announce that a producer will publish “detected” and

set up earlier. “lost” events with 10< z < 15,0< y < 10, and 2(< z <

] ) ] 25, which represents the coverage area of its sensors. The two

4. Basic routing and transport: Sensor event delivery re- o\ ents might represent detection a tracked object (“detected”)

lies on underlying basic routing and transport mechang ng longer detecting a tracked object (“lost”). Note that

nisms to forward a message to the next node on the ring,qyertisements of a producer change rarely over time, since
In the following section, we will discuss these components inthe published sensor events typically depend on the sensors
detail. attached to the_prodgcer no_de. Moreover, nodes of a sensor
network are typically immobile.

On the other hand, consumers specify a list of sensor
events they want to receive by declaring their names and an
frea of interest. Such a subscription defines a delivery group,

sor events originating from nodes in the same DG have te‘vhich inqludes a!l nodes in the netvvprk that produce sensor
be delivered in temporal order. Sensor events generated ents W'th_ the given names in the given area. The following
nodes in different DG can be delivered in any order. Thel"© Subscriptions define two delivery groups:
messages generated by nodeg in a I_DG are Qelivered to_one U bscribe {detected, lost}
more receivers. Howevgr, forS|mpI|C|tywe will only consider at [0,50][0,50][0,50];
a single receiver. We will call the nodes in the P@ducers subscribe {detected, lost}
while the single receiver is callembnsumer at [100,150][100,150][0,50];

For reasons of scalability and energy efficiency, delivery
groups should be as small as possible, since smaller DGs ahe DG resulting from the first subscription will include
low shorter rings, which result in fewer message transfers foproducers that generate “detected” or “lost” events with O
the delivery of a sensor event. In order to form small DGs,< =z,y,z < 50. The second subscription defines a DG
TMOS provides mechanisms for producers to specify whichcontaining producers also generating “detected” and “lost”
sensor events they are going to generate, and for consumesgents, but with 106< z,y < 150 and 0< z < 50. These
to specify which sensor events they want to receive. For thiswo subscriptions might be issued by a tracking application,
purpose, sensor events are assumed to contain a name (swehich is currently only interested in objects moving in the

4.1 Delivery Groups

A delivery group is a set of sensor nodes, such that only se



two specified areas as depicted in Figure 4, which shows a | heuristic | average cas¢ worst case |

simplified view of thex — y plane. NN 1.23 (1+1dM)/2
Similar techniques for matching producers and consumers NI 1.27 2-2/M
of information are used in content-based publish/subscribe Fl 1.13 O(logM)

systems in general, and Directed Diffusion[7, 9] in particular.
However, in our context we use subscriptions and advertisefable 1: TSP heuristics performandd (= number of nodes
ments to group producers of related information. in the tour)

Advertisements and subscriptions are local operations,
which announce information to the TMOS runtime system. ) o ) ]
For each subscription, the producer executBsSadiscovery sub-tour cqntams all nodes. The heuristics differ in how to
algorithmin order to find out the members of the respectiveS€l€ct and insert the next node into the sub-tour. _
DG. The consumer initiates discovery by flooding a DISCOV- ~ With NN, the node nearest to the last inserted node is se-
ERY_REQUEST message through the network. This meslected and inserted (appended) afFer this node. W|th NI, the
sage contains the subscription (i.e., names of sensor everfl@de nearest to the current sup—ﬂonsrselected and inserted
and area specification) and the address of the producer. Updt the position that minimizes increase of the length of the
arrival of this messages a producer checks whether its advefUrrent sub-tour. Fl has the same insertion rule as NI, but
tisements match the subscription contained in the message. §lects the node farthest from the sub-tour.

s0, he sends a DISCOVERREPLY message containing its  1able 1 summarizes the quality of the tours constructed by
address back to the consumer. the three heuristics, wher® is the number of nodes in the

Note that the discovery algorithm is very similar to the tour. The numbers indicate by which factor the constructed

route discovery phase of on-demand routing algorithms suckPur is longer than the optimal tour in the worst case and in the
as AODV [21] and DSR [11]. Therefore, DG discovery can @8verage case according to extensive empirical studies [12].
often be piggybacked on messages of the underlying routing N TMOS we use NN, since it allows a rather simple imple-
algorithm without introducing much additional overhead. Wementation of ring setup. This is due to the “greedy” property
will discuss this issue further in Section 4.4. of NN that nodes are only appended to a sub-tour, i.e. a once
As soon as the producer knows the members of a DG, hgonstructed sub-tour is never changed. However, the energy
can set up a ring for delivery of sensor events, which will beefficiency of TMOS could be increased by about 10% on av-

described in the following section. erage by using FI instead of NN according to Table 1. The
use of NI would guarantee a constant upper bound of two on
4.2 Ring Setup the worst case performance.

The outline for a distributed algorithm implementing ring

Ring setup arranges the producers of a DG and the consumgftUP using NN is as follows: The algorithm exchanges a sin-
on a logical ring with the goal of minimizing the amount of gle type of message containing a set of unvisited nodes. The

energy required for delivering sensor events along the ring. algorithm starts at the consumer by initializing the message

In order to construct such an energy efficient ring, we aslo contain all producers of the DG as unvisited nodes. Then

sume that the underlying basic routing algorithm can discovef® consumer determines the node nearest to itself, records

energy efficient paths between any pair of nodes in the nefliS node as its right ring neighbor, and sends the message
work and that it returns a non-negative number representin ff to this nodg. The_recelv_lng node records the-sender of the
the energy overhead for sending a unit length message aloRgeSSage as its left ring neighbor and removes itself from the
this path. This number is also called tistancebetween this set of unvisited nodes. Then the nearest unvisited node is se-

pair of nodes. We will discuss these issues in more detail ifcted and recorded as the right ring neighbor. The message
Section 4.4. is then sent to this nearest node. If the set of unvisited nodes

In order to ensure energy efficiency, the nodes are arrangéa empty, the message is sent pack o the consumer. The con-
such that the length of the ring is minimized, where the Iengtt‘?’ur,“er records the_ sender of this message as its left neighbor,
of the ring is the sum of the distances of each pair of adjaceﬁ’f’hICh completes ring _setup. .
nodes on the ring. For this, we have to solve the Traveling N Order to make ring construction robust, the consumer

Salesman Problem (TSP), which is known to/&@-hard. sets up a timer when it starts executing ring construction. If
However, there exist good heuristics for efficiently approxi—the timer expires before arrival of the final message, the con-
mating our instances of the TSP problem. sumer repeats ring construction. In order to adopt to changes

Table 1 lists three of these heuristics callégarest Neigh- " the network, DG discovery and ring setup are periodically

bor (NN), Nearest InsertiorfNI), andFarthest Insertior(FI) '€ executed. , _ o

[24]. All heuristics construct a ring (also callénlr) starting We will now describe the ring setup algorithm in more de-
with an in“fial sub-tour consisting of one _arbitrar”y Sele?ted 1The node that has the smallest distance to any node in the current sub-
node and incrementally add nodes to this sub-tour until theour.




tail. In order to distinguish delivery groups, the consumerfinal neighbors cannot be determined until the whole ring has
assigns a globally unique identifier to each delivery groupbeen constructed. Therefore, after ring construction, a sec-

Each node maintains two mapsand R which map delivery

ond phase is needed to distribute the constructed ring to all

group IDs to the left and the right ring neighbor for this de- producer nodes.

livery group. Furthermore, each node maintains a agf

distances to all other members of the delivery group using thé.3  Sensor Event Delivery

basic routing algorithm.

The algorithm uses a single message type which containfter ring setup, each producer of the DG knows its left and

the following elements:
e [ D: unique identifier of the DG
e (: consumer address

e U: set of unvisited nodes

right neighbor on the ring. The outline of the algorithm for

delivering a sensor event to the consumer along this ring

is as follows. The producer sends two copies of the event to

its two neighbors. Each producer forwards a received event

copy to its other neighbor using the basic routing algorithm.
Upon arrival of the first copy of a sensor event, the con-

sumer inserts the eventinto a list which is sorted by ascending

In order to initiate ring setup, the consumer sets up a timefensor event time stamps. There is a copy counter associated

and performs the following steps:

/* Initialize message */

m.ID := ... [*aglobally unique ID */
m.C = ... [* consumer address */
m.U := {...} I* all producers in DG */
Choosen from m.U, such thatD(n) is minimized
/* Set right neighbor */
R(m.ID):=n

Sendm to noden using basic routing
Receivem’ from noden’

[* Set left neighbor */

L(m'.ID) :=n'

If the timer expires before arrival af,’, the whole procedure
is repeated.

with each list entry, which is set to one upon arrival of the
first copy and incremented by one upon arrival of the second
copy. Upon arrival of the second copy of the first (i.e., ear-
liest) entry in the list, the respective sensor event is removed
from the list and delivered to the application.

We will now explain the delivery algorithm in more detail.
Let us assume that each sensor event contains an elément
holding the delivery group identifier. A producét which
wants to send a sensor eventto consumer’, performs the
following steps:

[* Set up delivery group ID */

m.JAD := ..

/* Send to left neighbor */

Sendm to nodeL(m.ID) using basic routing
/* Send to right neighbor */

Sendm to nodeR(m.I D) using basic routing

A producer node performs the following steps upon arrival

of a ring construction message

Receivem from noden
* Set left neighbor */
L(m.ID):=n
Remove self fromn.U
[* Set right neighbor and forward message */
If m.U is empty:
R(m.ID) :=m.C
Sendm to nodem.C' using basic routing
Else:
Choosen’ from m.U, such thatD(n') is minimized
R(m.ID) :=n’
Sendm to noden’ using basic routing

When a producer receives such a messagi performs the
following actions:

Receivem from noden
Send all pending local events
If n = L(m.ID):
Sendm to nodeR(m.ID) using basic routing
Else:
Sendm to nodeL(m.I D) using basic routing

Since locally generated events might contain time stamps ear-
lier than the time stamp of:, the producer has to send them
off before forwardingm. This is important to ensure FIFO
ordering over multiple producer hops on the ring.

The consumer maintains a listof sensor events, which is

Distributed algorithms for NI and Fl are somewhat more com-ordered by ascending time stamps. Each entry of the list con-
plicated, since they are not greedy algorithms. That is, thaists of a sensor event and associated copy count€iC.



Upon arrival of a message, the consumer performs the fol- e find an energy efficient path from to B,

lowing steps: . .
e return a non-negative number representing the energy

overhead for sending a unit length message fréro

Look itionk of en in list L )
00K Up posttio messagen in fis B (the distance betwees and B),

If found:

Lkl.CC =2 e ensure that messages sentdrrive atB in the same
Else: order (FIFO property),

Insertm into L with CC =1 e deliver messages at most once, and
Repeat: o deliver messages with high reliability.

/* Consider first elemeni [0] for delivery */ _ _

If L[0].CC # 2: Examples for such routing mechanisms are on-demand ad

hoc routing protocols like AODV [21] or DSR [11] with

[* Copies missing */ power-aware distance metrics [30] and localized power-aware

STOP routing algorithms for sensor networks such as [28].
Deliver L[0] The route discovery phase of many of these demand-
RemoveL[0] from L driven algorithms is very similar to DG discovery as de-

scribed in Section 4.1. A route to a destination addréss

is typically discovered by flooding the network with a route
discovery message containingy If A receives the discov-

i X ) : ) ery message, it sends back a reply message along the reverse
list for which both copies arrived, are delivered to the Con'path. In this case, DG discovery can be easily piggybacked

sumer and “?mOVefj from the list. ) to route discovery by adding some additional elements to the
Due to failures in the network, one or both copies of a,gte discovery messages.

sensor event might not arrive at the consumer. We assume that A FlFQ channel from noded to node B can be easily

the underlying routing algorithm can fix temporary problems;ysiemented by assigning monotonically increasing integer
by retransmitting packt_ats or by using glternate routes througlgequence numbers to messages sent.bp remembers the
the network. See Section 4.4 for details. ~ sequence number of the last messagg received fromA.
At the TMOS layer, lost sensor events therefore indicateoyw if B receives a message with sequence numbes,,
a permanent problem in the network. Fixing such a “brokergqm A, it checks ifS,, = LS4 + 1. If so, the message ar-
ring” will typically require re-execution of DG discovery and  riyed in order and can be deliverels 4 is set toS,,. Other-
ring construction as described in Sections 4.1 and 4.2. wise,m is buffered until all messages with sequence numbers
A failure of a single node will typically affect only one of 15,41 ... 5, —1arrived. Sequence numbers can also be
the two paths along which the two event copies are sent. Ijsed to implement at-most-once message delivery since du-
this case, only one event copy will arrive at the consumer. Tlicated messages will carry the same sequence number.
detect such a situation, the consumer can set up a timer when Reljiable message delivery can be achieved by acknowl-
the first event copy arrives. If the timer expires before theeqging single-hop message transfers and retransmitting lost
second copy arrives, the consumer assumes the ring is brokgp destroyed messages. In broadcast-based communication
and re-executes DG discovery and ring setup. systems, acknowledgments due not require additional mes-
If two or more nodes fail concurrently, chances are that thegages, since the sender of a messagan “hear” the receiver
consumer will not receive messages any longer. In this cas@rwardingm to the next hop. Message loss due to node fail-

the consumer cannot decide if the network is idle (i.e., doegres and network partitions has to be dealt with at the TMOS
not generate sensor events) or if the ring is broken. Howeverayer as described in the previous sections.

if the producers send empty keep-alive events at regular (but
long) intervals, the consumer can assume a broken ring if it
did not receive any messages for a long period of time. Againg  SIMULATION
DG discovery and ring setup are re-executed in order to fix the

After updating the list. accordingly, the first elements of the

problem. In order to get a first impression of TMOS’ performance,
_ _ we simulated TMOS on top of a perfect routing layer. This
4.4 Basic Routing and Transport routing layer uses the hop-length of the shortest path as the

distance between nodes and delivers messages always along
We assumed the existence of basic message routing and trasrortest paths. Figure 5 shows a sample ring constructed by
port mechanisms in the sensor network with the followingTMOS under these conditions, where the black circle depicts
properties. For any pair of nodefs B, the algorithm should: the consumer and black squares depict producers in the DG.
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Figure 5: Ring constructed by TMOS. Figure 6: Shortest paths from producers to consumer used

in the simulation of the heartbeat protocol. The large circle

_ ) _depicts the communication range of the nodes.
For comparison we also simulated the heartbeat algorithm

described in Section 3. There, every producer node must send
a heartbeat event to the consumer in the worst case befogame size, since they mostly consist of a time stamp and sen-
a sensor event can be delivered. _AII events are sent alongpr event data. Therefore, we can compare the relative per-
shortest paths to the consumer. Figure 6 shows the shortegfrmances of the two protocols without considering message
paths from the producers of the DG to the consumer for thgjzes.
same setting as in Figure 5. _ _ The delay includes network latency and other delays such
_The simulation setting is as follows: Fixed nodes with ags A for Heartbeat (see Section 3.1). This simulation only
wireless communication range of 20 meters are uniformlyconsiders network latency (measured in number of hops) as
placed within an area of 100m x 100m. There is exactly ong |ower bound for total delay. For TMOS, the total delay is
consumer and a certain percentage of all nodes are assumggminated by the network latency. For Heartbeat, however,
to be producers in a delivery group. The producers are placeghe delay is typically dominated k.
within a square in the upper left of the whole area, which \ye performed 3 sets of simulations, each varying one of
covers a certain percentage of the whole area. The defayfe parameters total number of nodes, percentage of produc-
parameters for the simulations are as follows: ers, and producer sub-area while keeping the other parameters
fixed. A single simulation run examines the average amount

¢ Communication range: 20m of energy and average network delay for delivering a single

e Simulation area: 100m x 100m sensor event to the consumer in a fixed network topology for
TMOS and the heartbeat protocol as described above. Each
e Total number of nodes: 100 of the three simulation sets determines the average of 100

such runs. The network topology is changed between each
of the runs by randomly placing the nodes (producers) in the
Percentage of producer sub-area: 100% simulation area (producer sub-area).
Figure 7 (8) shows energy (delay) depending on the num-

Depending on these parameters, we want to examine theer of nodes, on the producer area, and on the producer per-
amount of energy and the delay required for delivering a sineentage, respectively. In the examined settings, TMOS con-
gle sensor event. Energy is the sum of energy spent by hodesimes between 28% and 67% of the energy spent by Heart-
in the network for delivering the event from the producer tobeat. While the network delay of Heartbeat is mostly inde-
the consumer. Delay is the amount of time elapsed betweependent of the examined parameters, the network delay of
detection of an event in the producer and delivering the reTMOS grows linearly with node number and producer per-
spective event notification to the application at the consumercentage due to the resulting increasing length of the ring.

We use the number of single-hop message transfers asNote, however, that the total delay of Heartbeat is typically
measure for energy. In general, energy consumption will notlominated by the Heartbeat interval(see Section 3.1), such
only depend on the number of single-hop message transferhat comparing the network delays of Heartbeat and TMOS
but also on the size of the messages. However, the messagi®es not reflect the actual relative performance. Section 6
exchanged by TMOS and the heartbeat protocol are about thiiscusses ways to reduce TMOS’ network latency.

Percentage of producers: 20%
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Figure 7: Simulated energy consumption for varying node number (left), varying DG area (middle), and varying producer
percentage (right).
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Figure 8: Simulated network delay (in hops) for varying node number (left), varying DG area (middle), and varying producer
percentage (right). The numbers for Heartbeat do not include additional delays causddd®ySection 3.1).

Note that this first simulation only considered sensor evening a producer with the consumer will “shift” earlier sensor
delivery. However, both the Heartbeat protocol and TMOSevents out of the ring. Consider the two copies andm/
require a setup phase to (1) discover nodes in the delivergf an earlier sensor event (i.en; .t < ms.t) generated by a
group and to (2) setup message routing. (1) can be assumedferent producer. At least one of the copi@s or m) will
to be the same for Heartbeat and TMOS. For Heartbeat, (3)e shifted out of the ring by eithen, or m). In Figure 9,
includes finding (shortest) paths from all DG producers tofor example,m} will be shifted out of the ring byn), (the
the consumer. For TMOS, (2) includes setting up the ringconsumer is depicted by a circle, producers are depicted by
as described in Section 4.2. However, the costs of (2) heawsquares).
ily depend on the underlying basic routing scheme. A more Formally speaking, this property can be expressed as fol-
thorough evaluation will have to examine these costs and thiews. Let R(P,C) be the set of paths from producérto
MAC-layer effects described in Section 2.1. consumerC' on the ring, i.e. |R(P,C)| = 2. Each path

R € R(P,C)is alist of nodegny,na, ...,z } on the ring
with n; = P andn|z = C. Then the following property
6 DISCUSSION holds:

In this section we want to discuss some properties and poter-P;, P, € DG : 3Ry € R(P,,C), Ry € R(P>,C) : Ry ~ Ry
tial improvements of the TMOS scheme for temporal mes- (2)
sage ordering in sensor networks. whereR, ~ R; is true iff the pathR is a suffix of pathR;.
The correctness of TMOS is guaranteed by the propertiely words: for any two producer®; and P, there exist paths
of the logical ring used for message transfers. We assumef; from P; to C and R, from P, to C, such thatR, is a
that the basic routing algorithm provides FIFO channels besuffix of R;. A sensor event sent b will then shift out one
tween pairs of nodes. The ring consists of a closed chain atopy of all earlier sensor events sent By due to the FIFO
such pairs of nodes. By taking care when forwarding mesproperty. Since this applies to dlh, € DG, the arrival of the
sages in the producers, we can easily extend the FIFO progecond copy of a sensor event sent/Byguarantees that at
erty to any pair of non-adjacent nodes on the ring. least one copy of all earlier sensor events have already arrived
Due to this extended FIFO property, the two copigsand  at the consumer. We can therefore achieve temporal message
m4, of a sensor event sent along the two half-rings connecterdering by the approach described in Section 4.



Figure 9: Correctness of TMOS: messagk will shift mes-

sagen, out of the ring. Figure 11: Sample sensor event delivery on a hypercube.

- B 7 CONCLUSION
_
E B Temporal message ordering is an important component of
sensor network applications, where individual sensor read-
d=0 d=1 d=2 ings are fused in a time-dependent manner in order to obtain

high-level sensing results.
We pointed out that sensor networks suffer from long
and highly variable network delays due to the properties of
othe used communication technologies and due to network

ducers of a DG use the same topology for forwarding mesgynamlcs. Moreover, typical sensor network applications

sages. Routing messages along a ring therefore only requiré&aUireé immediacy, robustness, scalability, and energy ef-
neighborhood knowledge in the nodes and does not requirféc'ency' Due to thesg requirements and characterlstl_cs gf
additional routing information to be included into the sensorserc‘f'c,’r neitworks, solutions fkor temporal mezsfage ordering in
events. Additionally, sending two copies of each sensor everffaditional computer networks are not suited for sensor net-

results in some amount of robustness to node failures as dg\{orks.

scribed in Section 4.3. We introduced TMOS, a temporal message ordering

One potential drawback of TMOS is that the ring can be-Scheme for wireless sensor networks. TMOS uses delivery
come quite large for delivery groups with many nodes, whichdroups to reduce the overhead involved in temporal message
results in long paths between producers and the consumé¥dering. Using distributed TSP-heuristics, an ring topology
However, this can be fixed by using other topologies withiS constructed, which is used to deliver sensor events in an

characteristics similar to the ring. One such topology is the®nergy-efficient and scalable way. TMOS can be used on top
hypercube. of a wide variety of basic routing algorithms such as DSR and

Figure 10: Recursive construction of hypercubes.

The use of a ring has some additional advantages. All pr

Hypercubes can be recursively constructed using the folAODV. _ _ _
lowing rule. A single node is a hypercube with dimension ~According to simulations, TMOS can save up to 70% of
0. A hypercube with dimensiod is obtained by taking two the energy spent by the heartbeat protocol in the examined
hypercubes with dimensio#— 1 and connecting the corre- settings at the cost of an increased network latency. On the
sponding vertices as depicted by the dotted lines in Figure 10ther hand, the overall delay of traditional message order-
ford = 0, ..., 3. Note that a hypercube with dimension 2 is a ing algorithms is bound by “artificial” delays. We discussed
ring with four nodes. potential ways to reduce TMOS’ network latency by using
By arranging the nodes of a delivery group on a hypercubdopologies like hypercubes instead of rings.
instead of a ring, the maximum path length for the delivery of ~ Currently we are working on a more thorough simulation
sensor events can be reduced at the cost of a higher energpd analysis of TMOS. TMOS is currently being used in a
consumption due to the increased message parallelism. THaototype vehicle tracking sensor network based on Smart-Its
latter will also result in increased robustness in case of nodeensor nodes [32].
failures. Figure 11 shows an example for sensor event deliv-
ery on a hypercube. Again, the consumer is depicted by a
circle, producers are dep|cted by squares. However,_ there ABEFERENCES
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